




"Highly recommended." 

-CHOICE MAGAZINE ON THE MANGA GUIDE TO DATABASES 

'The Manga Gwdes definitely have a place on my bookshelf." 

-SMITHSONIAN MAGAZINE 

'The art is charming and the humor engaging. A fun and fairly painless lesson on what 

many consider to be a less-than-thrilling subject." 

-SCHOOL LIBRARY JOURNAL ON THE MANGA GUIDE TO STATISTICS 

"Stimulus for the next generation of scientists." 

-SCIENTIFIC COMPUTING ON THE MANGA GUIDE TO MOLECULAR BIOLOGY 

'The series is consistently good. A great way to introduce kids to the wonder and vastness of 

the cosmos." 

-DISCOVERY.COM 

"Absolutely amazing for teaching complex ideas and 

theories ... excellent primers for serious study of physics 

topics." 

-PHYSICS TODAY ON THE MANGA GUIDE TO PHYSICS 

"A great fit of form and subject. Recommended." 

-OTAKU USA MAGAZINE ON THE MANGA GUIDE TO PHYSICS 

"l found the cartoon approach of this book so compelling 

and its story so endearing that I recommend that every 

teacher of introductory physics. in both high school and 

college, consider using it." 

-AMERICAN JOURNAL OF PHYSICS ON THE MANGA GUIDE TO PHYSICS 

'This is really what a good math text should be like. Unlike 

the majority of books on subjects like statistics. it doesn't 

just present the material as a dry series of pointless­

seeming formulas. It presents statistics as something fun 

and something enlightening:· 

-GOOD MATH. BAD tvtATH ON THE MANGA GUIDE TO STATISTICS 

"A single tortured cry will escape the lips of every thirty­

something biochem major who sees The Mango Guide to 

Molecular Biology, Why, oh why couldn't this have been 

written when I was in college?"' 

-THE SAN FRANCISCO EXAMINER 



'"A lot of fun to read. The interactions between the characters are lighthearted. and the 

whole setting has a sort of quirkiness about it that makes you keep reading just for the joy 

of it." 

-HACK.ADAY ON THE MANGA GUIDE TO ELECTRICITY 

"The Manga Guide ta Databases was the most enjoyable tech book I've ever read." 

-RIKKI KITE, LINUX PRO MAGAZINE 

"The Manga Guide to Electricity makes accessible a very intimidating subject. letting the 

reader have fun while still delivering the goods." 

-GEEKDAD 

"If you want to introduce a subject that kids wouldn't normally be very interested in, give it 

an amusing storyline and wrap it in cartoons." 

-MAKE ON THE MANGA GUIDE TO STATISTICS 

"A clever blend that makes relativity easier to think about--€ven if you're no Einstein." 

-STARDATE, UNIVERSITY OF TEXAS, ON THE MANGA GUIDE TO RELATIVITY 

'This book does exactly what it is supposed to: offer a fun. interesting way to learn calculus 

concepts that would otherwise be extremely bland to memorize." 

-DAILY TECH ON THE MANGA GUIDE TO CALCULUS 

"Scientifically solid .. entertainingly bizarre." 

-CHAD ORZEL, SCIENCEBLOGS, ON THE MANGA GUIDE TO RELATIVITY 

"Makes it possible for a 1Q .. year .. old to develop a decent working knowledge of a subject 

that sends most college students running for the hills." 

-SKEPTICBLOG ON THE MANGA GUIDE TO MOLECULAR BIOLOGY 

"The Manga Guide to the Universe does an excellent job of addressing some of the biggest 

science questions out there. exploring both the history of cosmology and the main riddles 

that still challenge physicists today." 

-ABOUT.COM 

"The Manga Gwde to Calculus is an entertaining comic with colorful characters and a fun 

strategy to teach its readers calculus.'" 

-DR. DOBB
0
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When thinking about information societies, which rely on networks that func­
tion with the internet at their core, we can see how many aspects of our lives 
have become more convenient. In addition to now being able to search for 
information on the web and communicate via email, other network services 
like online shopping and internet banking have become widespread. 

While the age of networking comes with many benefits, we also encounter 
phrases like, "safe and secure," "information security," "protection of personal 
information," "encryption," and so on that have a somewhat unpleasant ring 
to them. These words are everywhere-not a day goes by without seeing them. 
Why is such talk so prevalent? 

Networks require a variety of information to be exchanged, and this 
includes information that could cause problems when in the hands of others 
and information that we wish to keep secret. We must take measures to protect 
information in order to prevent important data such as our credit card numbers, 
bank account numbers, medical histories, loan debts, and email addresses from 
easily leaking to outsiders. This information can be abused, and as such there 
is no doubt that protecting information is the most important issue that faces 
us in the age of networking. In our connected society, where there are so many 
unreliable factors, the ability to distinguish authentic information and provide 
protection from dangers such as fraud, forgery, revision, and interception is 
crucial. Cryptography is the core technology we use to create network setvices 
that the public can use safely. 

Cryptographic technology has evolved rapidly in recent years. It is no lon­
ger just the domain of information security specialists, and is now necessary 
knowledge for the users themselves, who up until now have used convenient 
network services without a thought. 

So how then does cryptography work? How does it actually provide infor­
mation security and protect personal information? 

Using manga, this book explains how cryptography works and what it does. 
The complex math is broken down into friendly explanations. We've done our 
best to make this an effortless learning experience where you can enjoy the 
story. Of course, there are also ciphertexts worked into the story, so do your 
best to decipher them while having fun. By the time you've finished reading 
this book, you'll no doubt have a thorough understanding of the fundamentals 
of cryptography and security. 

Lastly, we'd like to express our most sincere gratitude to those who helped 
us publish this book, first to the folks at Ohmsha, Ltd. and also to Mr. ldero 
Hinoki who provided the illustrations. 

MA$AA�I MITANI AND =1HINIC:HI =1ATO 
APfl:11-, 2007 
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In the computer age, cryptography has become essential to protecting 
against the falsification, destruction, and interception of information. 
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?HANNON'5 fNC�YPTION MOD�L. 

Here's what the process looks like, broken down into steps. 
You start with a plaintext (m], which is just an unencrypted, normal 

message. 

Plaintext m = I I love you! I 

You end up with ciphertext (CJ, which is the encrypted message. 

Ciphertext C = 7ye0zl4njw3 

Encryption is the process that transforms the plaintext to a ciphertext: 

Plaintext m Ciphertext C 

� 
� 

where E
k 

is encryption using an encryption key k. 

Decryption is the process that restores the plaintext from a ciphertext: 

Ciphertext C Plaintext m 

� 
� 

where D
k 

is decryption using a decryption key k. 
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The sender encrypts their message. Using the sender's plain text message m 

and encryption key k on the encryption algorithm results in ciphertext C. 

Encryption key k 

Plaintext m Encryption Ciphertext C 

The recipient decodes the ciphertext. Ciphertext C is decrypted into 
plain text m by using the ciphertext C and decryption key k on the decryption 
algorithm. 

Decryption key k 

Ciphertext C Decryption Plain text m 
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CL.A551C fNC!<YPTION MeTHOD5 

Although classic encryption methods are no longer used because they're not 
secure, they're still useful for learning how encryption works. Let's look at how 
some of these historical ciphers worked in practice. 

CA6$A';Z. CIPH&';Z. 

In the previous example, you saw the Caesar cipher in action. The Caesar cipher 
uses an algorithm that creates the ciphertext by shifting each letter of plain text 
n letters. By way of example, let's try to encrypt the title of the Japanese fairytale 
Momotaro. If n = 3, we would move each letter forward by three . 

... L�Q R ... 

c>O THS $AMS WITH THS i<S$T OF THS l.STTS!<$: 

Once you've done this, a ciphertext is formed. 

M O M O TAR O Plain text m 

P R P R W D U R Ciphertext C 

Letters at the end of the alphabet just wrap around to the beginning. 

z ➔ c 

This cipher is named after the Roman soldier and statesman Julius Caesar 
(Gaius Julius, 100-44 BCE). Caesar used this cipher during the Gallic Wars to 
correspond with his allies unbeknownst to his rivals. 

• IN JAPANS$S, CJ/13 $OUNt:>$ THS $AMS A$ l<HINO. 
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:,UB$TITUTION CIPHel<: 

It's pretty easy to decrypt a plain Caesar cipher, 
which is a type of substitution cipher. Substitu­
tion ciphers that replace one letter of the plaintext 
with another letter to make the ciphertext, as the 
Caesar cipher does, are called simple substitution 
ciphers. 

Let's look at a simple substitution cipher to 
get a handle on it. 

Assume that the 26 letters of the English 
alphabet have been converted as follows: 

Conversion rule □ = 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

! ! ! 
QWERTYUIOPASDFGHJKLZXCVBNM 

Thus, a cipher is formed as follows: 

M O M O T A R O Plaintext m 

Conversion in accordance with conversion rule □ 

D G D G Z Q K G Ciphertext C 

In this cipher, the conversion of letters is the algorithm, and the "letter­
by-letter replacement method"-in other words, the conversion rule cr-is the 
encryption key k. 

cr?HOWDOYOU 
5AYTHAT? 

CI-A551C eNCl<YPTION MeTHOD5 ;;,5 



POl-YAl-PHAB�TIC CIPH�I.: 

A cipher that divides the plain text into fixed-size blocks of n letters and varies 
the number of positions each letter shifts within each block is known as a 
polyalphabetic cipher. This makes a substitution cipher even sneakier. 

Here we see conversion rule O ( delta) in action for a block of four letters 

(n=4): 

Conversion rule □ = 

First letter .. Move by 2 letters 

Second letter .. Move by 5 letters 

Third letter � Move by 3 letters 

Fourth letter � Move by 1 letter 

The resulting cipher works like this: 

Plaintext m 

MOMOTARO 

Divide each group of n letters 
into blocks (n = 4). 

Convert each block of n letters in 
accordance with conversion rule D. 

The process to decrypt the ciphertext works the same way, just in reverse. 

NOW oeCIPHeR THe 
FOL-LOWIN0, WHICH 

WA$ CReATeD BY U$1N0 
THI$ FORMUL-A: TZNB KX 

f:FCZWJHZO! 
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A cipher that divides the plaintext into fixed-size blocks of n letters and then 
changes the sequence of the letters in each block is called a transposition 
cipher. For example. if n = 4, the substitution rule r (tau) gives us the following: 

Here's what is going on in this transposition cipher: 

Substitution rule □ = 

First letter .+ Becomes second letter 

Second letter .,. Becomes fourth letter 

Third letter .,. Becomes first letter 

Fourth letter .,. Becomes third letter 

Thus, the following cipher is born: 

Plaintext m 

MOMOTARO 

Divide each group of n letters 
Into blocks (n = 4). 

Shift letter In each block according 
to substitution rule o 

In this cipher, the rearrangement of the letters makes up the algorithm, 
and the number of letters per block and the substitution rule r are the encryp­
tion key. 

8 15 THe c:,F(f;f:� 
L.eTTe;F( DeL.TA, AND 

r 15 THe c:,F(e;E:� 
l..f;TTf;F( TAU. 



CIPHei<: �eCU!<:ITY 

OU6H 

IPHf;I< WA$ 
MO!<f; THA 

2,000 Yf;A 

A60 ... 

Z8 CHAPTS� I THS FOUNDATION$ OF SNCl<YPTION 

THe CAe$Ai< C:IPHel<'5 

eNC:i<YPTION Al...60i<ITHM ... 

5 HlfT5 PI...AINTeXT 

1...erre1<5 BY 

N NUMBei< OF 

1...ene1<5. 

THe; Pi<:O61.-f;M I $HOWf;D YOU 
f;Ai<:l.-lf;!<-!:>VI.-BJTCFBVUJGVM-1$ AN 

f;XAMPl.-f; OF f;NCl<YPTIN6 WITH 

THf; CAf;5Ai<: CIPHf;K 

RUl<AI5BE.AUiIFUL. 



HMM.-.. ------

THS ANCISNT ROMAN 
AI..PHABST HAD ONI..Y 

231..STre�?-

IT l-OOK$ "IK& TH&!<& Ai<SN'T 
&NOUG>H &NCl<YPTION K&Y$ 

TO 8& V&l<Y $&CUI<& ... 

GOUW YOU 5HIFT 
THF:OU<::>H TH& 

1-eneia:, oveia: AND 
oveia: TO MAK& 

&NCF:YPTION MOF:& 
,ecuia:e? 

�1ic;s IF YOU WSNT 
TH�OU6H THS 

AI..PHABeT 1,000 
0� 2,000 TIMS? ... 

c c' 

F O 
O f 

·'·•:;.;,. 
" 

\, 

� 

1} 
�eT'? ?SE ... 

1,000, 
2,000 ... 

IN OTH&F: WOF:D5, NO MATTei-: 
HOW MANY 1-eneia:, YOU 5HIFT, 
TH&F:e AF:& ONI-Y 22 PO??IBI-& 

&NCF:YPTION K&Y5! we CAL.I, TH& 
TOTAi- NUMB&F: OF P07?161-& 

l<&Y5 IN A CIPH&F: IT5 
KE3Y 15PACE3. 



$0, IF AN SAVS$Dll!OPPell! 
NOTIC:SD THS $Tll!UC:TUll!S 

OF A CAS$AII! C:IPHSII! THAT 
U$SD THS ANC:ISNT ll!OMAN 

AL-PHA6eT. .. 

THSY C:OUL-D Fl6Ull!S 
OUT THS !<SY AND 

DSC:ODS THS C:IPHSII! 
IN Fewell! THAN 23 

ATTSMPT$. 

$0 IT'$ 6STTell! TO 
U$S JAPANS?S THAN IT 
1$ TO U$S THS !<:OMAN 

AL-PHA6eT! 

BSC:AU$S we HAYS 
Hlll!A6ANA, l<ATAl<ANA, 

AND l<ANJI, THSll!S 
All!e MOll!e THAN 

10,000 !<SY$. 
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THS �UB$TITUTION CIPHSr<:'$ KSY �PACS 

Let's think more about how many potential keys there might be for substitu­
tion ciphers and how easy such a cipher would be to break. You saw that a 
Caesar cipher using the ancient Roman alphabet had only 22 possible keys 
(a key space of 22), so breaking it wouldn't be too hard. The key space of the 
Caesar cipher is limited because it depends on shifting the alphabet to deter­
mine the plaintext letter's ciphertext substitution. In Caesar's version of the 
Caesar cipher, the substitution letters are simply the alphabet shifted by three 
positions, but you could take a different approach by scrambling the positions 
of the letters entirely. 

Instead of shifting the letters to determine letter substitutions, you could 
substitute each letter of the alphabet with any other letter as long as each 
plain text letter corresponds with one unique substitution. Your plaintext 
letters would be the alphabet in order: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Then one example of a substitution with a scrambled alphabet could be 
written out like this: 

QWERTYUIOPASDFGHJKLZXCVBNM 

Each letter of the alphabet would be substituted with a corresponding letter 
in the scrambled version of the alphabet. You can simply substitute according to 
the position of the letters in the alphabet, so A would be substituted as Q, Bas 
W, and so on. The scrambled alphabet would be the cipher's key. 

If we used our modern alphabet with 26 letters, we would have a large num­
ber of ways to potentially arrange those letters for a key: 

,
6
P

26 
= 26! = 26 ro25 ro24 ro ... ro3 002 rol • 4.03291461 rol026 

The letter P is used to represent a permutation, which is a unique arrange­
ment of letters in a sequence. The subscript number before the P means that 
there are 26 total characters, and the subscript number after the P means we 
are using all 26 of them. The exclamation mark means factorial, or the prod­
uct of the integer and all the positive integers less than it. This formula makes 
sense if you think about it this way: 

The first letter could be assigned any of the 26 letters, so there are 26 to 
choose from. 

The second letter could be any of the remaining 25 letters, so there are 25 to 
choose from. For two letters, there are 26 x 25 possibilities. 

The third letter could be any of the remaining 24 letters. 

And so on until ... 

The last letter will be whichever letter remains-there is one option for the 
last letter. 
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Given 4.03291461 x 1026 possible permutations of letters, if a computer 
were asked to generate all these arrangements until it found the correct key to 
break the cipher, then, even if it were to perform an exhaustive search at a rate 
of 100,000,000 keys per second, it could take a preposterous period of up to 
128,000,000,000 years. 

PSRMUTATION, COMBINATION, AND 

FRSQUSNCY ANAL.Y?I? 

Let's look at permutations in more detail. A permutation, expressed as P, is a 
method of selecting r things from n possibilities and putting them into unique 
arrangements. By unique arrangements, we mean that, for instance, ABCDE is 
not the same as EDCBA. Those are considered two different arrangements. 

If we selected 5 letters out of the 26 letters of the alphabet, r would be 
5 and n would be 26. Then we would use this formula to find the number of 
arrangements of 5 letters selected from 26: 

Thus, 

n• 
,,P, = n oo(n -1) oo(n -2)00 ... oo(n -r + 1) = (n -·r)! 

P. = � = 26! 
26 ' (26 -5)1 211 

Because all the factors in 21! are in 26!, you can cancel out the numbers 
up to and including 21: 

26! - = 26 0025 0024 0023 0022 = 7, 893,000 
21! 
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In contrast, if r things are selected from n possibilities and order does not 
matter, this is called combination and is expressed as C in the combination 
formula: 

C = nP, = n! 

" ' r! (n-r)!ror! 

If we're still selecting 5 letters out of 26 possible letters, we would get this: 

26! 
(21! ro5!) 

The factors would cancel like in the permutation example, which would 
leave you with this: 

(26 ro25 ro24 ro23 ro22) 
� 65• 780 

(1 ro2 ro3 ro4 ro5) 

Because order does not matter, the arrangements ABCDE and EDCBA 
would be considered the same, meaning that there are fewer possible arrange­
ments when using combinations rather than permutations. 

Searching for the correct key within the large space of 4.03291461 x 
1026 permutations is theoretically possible, but in practical terms, it's a 
computationally infeasible problem. That said, these types of ciphers are 
susceptible to a cryptographic attack known as frequency analysis, which 
assumes that the frequency of letters that appear in the plaintext and the 
frequency of letters that appear in the ciphertext are consistent. 

For example, the letter E is the most common letter in English. That 
means if Z is the most common letter in the encrypted text, you can reason­
ably assume that the corresponding letter in the plain text is E. Frequency 
analysis attacks are one of the most effective attacks on simple substitution 
ciphers. 

TH6 POI.-YAI.-PHAB6TIC CIPH6�'$ l<.6Y �PAC6 

Let's assume that a given block is n characters long. Because we don't know 
how many spaces the first letter has been shifted, we make 26 attempts to fig­
ure it out. Each letter shift in the block is independent from the other shifts, 
so the second letter could also take 26 attempts, same with the third letter, 
and so on, until we arrive at the nth letter. 

Using what we just learned about permutations, combinations, and fre­
quency analysis, r would be block size n, and the possible correct values for n 

would be the 26 letters of the alphabet and would apply to each letter. Because 
of this, the total number of keys is as follows: 

26 ro26 ro ... ro26 ro26 � 26" 



if n = 4, then the key space would be the following: 

26' = 26 0026 0026 0026 = 456,976 

As n grows larger. the number of keys rapidly increases. When n = I 0, the 
number of possible keys surpasses 140 trillion. 

140 Tf<:11...1...ION ... 

ICOUI-D 
NSVSI< WO!<I( 
THAT "°N6 ... 

The total number of keys for a block of n characters is expressed as follows: 

"p" = noo(n-l)oo(n-2)oo ... oo3oo2ool = n! 

So when there are four letters in one block (n = 4), the total number of keys 
k is as follows: 

4! = 4oo3oo2ool = 24 

As with other ciphers, the key space increases as n becomes larger, and the 
security of the encryption becomes stronger. Note that n = 26 would give the 
same key space as the substitution cipher. 
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THSN COUI-D A 

?UB�:mTUTION CIPHSI< 

WITH A 1-A1<6e eNOU6H 

i<eY ?PACe Be ?SCUJ<e? 

IT I? ?IMPl-e ... 

THS POI-YAI-PHABSTIC 

CIPHSI< ?SSM? l<SAUY 

COMPI-ICATeD. 

IT'? A FAMOU? MY?Tel<Y 

?TOl<Y THAT DSAI-? WITH 

Cl<YPT061<APHY. 

?IMPl-e ?UB?TITUTION 

CIPHSI<? CAN Be SA?II-Y 

Ci<ACl<eD U?IN6 BA?IC 

DSCODIN6 Ci-US?. 

HSl<S'? PAl<T Of "THe 

601-D BU6" CIPHSI<: 

THE' Tl<AN$P0$1TION CIPHE'1<'$ Kf'Y !>PACE' 3$ 



:-IMPI.-Ei ?U6?TITIJTION CIPHEiR? 
CAN 6!:i DEiCODEiD U?INS 

FREiQUEiNCY ANAl-Y?I?! 

THAT'? HOW THEi 
PROTASONl?T IN "THE, 
6O1.-D BUS" ?O1.-V!:i? 

THEi CIPHEiR. 
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BEiCAU?Ei WE, ic;Now THAT 
THEi MO?T COMMON 

l,..E,TTE,R IN eNSl-l?H I? e 
AND THE, MO?T COMMON 

WORD I? TH!3 ... 

WE, CAN ?TAITT 6Y 
A?:-UMINS THAT THe 

MO?T FREiQUeNTl-Y U?EiD 
?YM6Ol-, 8, I? e AND THAT 

THe MO?T FReQUeNTl-Y 
U?EiD COMBINATION OF 
?YM6Ol-?, ;48, I? TH!3. 

THEi?e ic;1N 
? INCREiA?e 
eR, MAic;INS 

INS eA?I 

BUT WHeN YOU HAVe 
A ?HOITT ?eNTEiNCe, 

DeCODINS I? 
TOUSH! 



l? THe�e A ?eCU�e 

CIPHe� THAT eVeN 

THe P�OTAGONl?T 

Of "THe '30l..D 

Bue
n 

AB?OL..UTeL..Y 

COUL.DN'T DeCODe? 

WHSN Br<:SAl<IN6 CL.A5?1CAL. fNCr<:YPTION 15 PO??IBL.S 

Typically, breaking classical encryption is possible under these conditions: 

When you understand the encryption algorithm 

2. When there is data about the statistical properties of the encrypted plain­
text: for example. the frequency with which a letter or word appears 

3. When you have a large number of encrypted example sentences 

PSl<:FSCTI..Y s.scui:.:s SNCl<:YPTION 

By generating a random number to use as a one-time pad-a key that is as 
long as the plaintext, is used once, and is then discarded-you can produce a 
cipher that is computationally secure. More specifically, you would be generat­
ing a ciphertext by applying a string of random numbers to plain text m that is 
the same length as the plaintext. This ciphertext cannot be decrypted without 
knowledge of the key. Unfortunately, a one-time pad is not practical because 
it is difficult to distribute the one-time pad to all the communicating parties 
ahead of time. 

Gilbert Vemam devised a cipher that uses a one-time pad, the Vemam 
cipher, in 1917 and patented it a couple of years later. During World War 11, 
Claude Shannon (see page 19) established that this cipher is unbreakable 
and in 1949 publicly published his mathematical proof. 

Here is a simple example of a Vernam cipher. You start by converting the 
alphabet to numerical values in a process known as character encoding: 
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A B C D E F G H J K L M 

0 1 2 3 4 5 6 7 8 9 10 11 12 

N 0 p Q R s T u V w X y z 

13 14 15 16 17 18 19 20 21 22 23 24 25 

I. Convert each letter to a numerical value (e.g .• A becomes 0). 

Plaintext M 0 M 0 T A R 0 

t t t t t t t t 
12 14 12 14 19 0 17 14 

z. Add each number in the sequence to the corresponding one-time use 
number. 

12 14 12 14 19 0 17 14 

Random number + + + + + + + + 

sequence 
( encryption key) 

19 20 15 23 27 2 15 sl

21 34 27 37 46 2 32 22 

3. Calculate the remainder when each number is divided by 26. 

21 34 27 37 46 2 32 22 

26 26 26 26 26 26 26 26 

21 8 11 20 2 6 22 

4. Convert the numbers to letters using the character encoding. 

Ciphertext 

21 8 

t t 
1 11 20 2 

t t t t 
B L u C 
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1. Fail-safe ciphers 

HMM, If ?OMeONe 

U?e? THI? MeTHOD, IT 
CAN'T Be DeCODeD. 

VeRNAM'? CIPHeR 

I? THeOReTICAL-1..Y A 
?eCURe CIPHeR. 

A fail-safe cipher like Vernam's cipher is theoretically unbreakable, 

2. Computationally secure ciphers 

Although computationally secure ciphers can be decoded, doing so 

is computationally infeasible because it's so time and labor intensive 

that it isn't worth trying. These ciphers are what we use today. 

AL.I.. THI? TAI..� ABOUT 
ve1<NANA CIPHeR? 17 

MA�INS Me HUNSRY. 
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eveN THOU6H THe ve�NAM 
CIPHe� I? THeo�eTICAI-LY 

UNB�eAl<:ABl-e, IT I$ IMPAACTICAI­
TO u,;e IT TO eN=PT AND 
Dec� I-ON6 Me,;,;Aee,;. 
,;E,NDIN6 1,000 1-ene�,; OF 

PI-AINTe)(T WOUI-D �eQUl�e A 
1,000-cHA�ACTe� �eY! 

1 DON'T THIN!< THAT 

M?. CYPHe�'? CIPHe� 

I? A ve�NAM CIPHe�. 

@) 
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I I, 

• //5A&I Mf;ANS l'A/38/T Ol't 8//NNY IN JAPANese. 
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YOU BE:-T�R E:-AT 
UP OR YOUR 

RAME:-N Wll-1-

SE:-T COL.DJ 
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IF I Tel-I. YOU 
WHAT ?He Pl.AN? 

TO?TeAL.,WIU 
YOU BUY Me A 
COMMe!<:? 

THe BUNNY 
CO?TUMe AND 

THe PHl<:A?e 
"GOOD Nl0HT" 
Wel<:e HINT?! 

we weia:e PUZZl-f;D ASOIJT 
WHY M5. CYPHeia: 510NeD 

OFF WITH "GOOD NIGHT." 

I THIN� IT'5 THe "jf;COND 
ewe TO TH£; CIPHf;K YOU 5AY 

"<:iOOD NIGHT" WHeN YOU 00 
TO 5l,f;f;P, AND 5/.,/3/;P HA5 TH£; 

5AMe NUMSeia: OF l,f;TTf;ja!"j 

A5 81/NNY. 
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IT'$ A CAE:$AR CIPHE:R! 

IF YOU $HIFT E:ACH 

1-E:TTE:R IN 8/JNNY 

FORWARD BY 

17 I-E:TreR$ ... 
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AN E:ME:J<:AL-D HA5 

6E:E:N 5TOI.-E:N fJ<:OM 
THE: INTE:J<:NATIONAL­

TJ<:E:A5UJ<:E:7 E:XHl61TION! 
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,INCe THe POI-ICeMAN 
GAVe U$ THe AN5WeR, 
YOUR New COMPUWR 

WIU HAVe TO WAIT. 
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BINAfzy Dl61T? AND 

l..O61CAL. 0P6f<ATOf<? 

48 CHAPTS� Z SYMMSTRIC-l<eY Al.£,O�rTHMS 

INTERNATIONAL TREASURES 

EXHIBITION 



AI..MO$T 30 MIi-LiON DO"I.Al<5 

IT MU$T HAVe BeEN OPeNeD 

AT $OME POINT. BECAU$e 

YOUR PReCIOU$ GEM WA$ 

REEl..e0 RIGHT UP FROM 

THe Cell..lNG. 

Of COUR$e! 

BUT-

THI$ WA$ 

Del..lVeReD TO THe 

NeW$RO0M! 
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CHECK OUT MY CATCH OF THE DAY: 

YOUR PRECIOUS EMERALD ¥ 

·MS. CYPHER

PS: IF YOU WANT TO 

MEET ME IN THE FLESH, 

THEN FIGURE THIS OUT! 

00110001 00101011 00110001 00111101 00110000 

�o IT'$ A New 

CIPHf:;f<rf:;)(T •.. 

?0 CHAPT!,i< 2 ?YMMl,Ti<IC·K!,Y AlhOl<ITHM5 

HMMMMM 

1 1 



WF; !<NOW WHO THF; 

THlf;f 1$! 

Wf; WIL.L! 0NCf; Wf; 

FIGURF; OUT HF;R 
RF;AL. NAMf; AND 

WHF;Rf;ABOUT$ .•. 

HOW IRRF;$PON$1Bl..f;! 

BINA� Dl6IT$ AND L06ICAI. OPS�AT0�$ $1 



00110001 00101011 00110001 00111101 00110000 



Binary Decimal Hexadecimal Binary 

number number number number 

0000 0 0 1000 

0001 1001 

0010 2 2 1010 

0011 3 3 1011 

0100 4 4 ll00 

0101 5 5 ll0l 

0110 6 6 lllO 

0111 7 7 llll 

We usually use the base-IO decimal 
number system, but the binary sys­
tem is in base 2, which uses only 
two numbers to count. 

When you count past 1 in 
binary, you run out of digits and 
must carry the I to the next largest 
place value. For example, the num­
ber 2 is 10 in binary. 

A group of eight bits in a row is 
called a byte. Each bit represents 
a O or I, so a byte has a total of 
2

8 
= 256 possible combinations. 

Each combination represents a dif­
ferent piece of information. 

Decimal Hexadecimal 

number number 

8 8 

9 9 

10 A 

11 B 

12 C 

13 D 

14 E 

15 F 

As numbers become larger, the number of digits required 
to represent them in binary grows rapidly, so hexadecimal 

notation is often used instead. Hexadecimal notation is in 
base 16, using digits O through 9 and letters A through F, 
as shown in this table. This means that after you count up 
to 9, you use A instead of 10, B instead of 11. and so on up 
to F. The prefix Ox is added to hexadecimal numbers, so for 
example, the decimal number 10 is OxA in hexadecimal. 

UNl..ll<S HISTO�ICAI.. CIPHe�s, 
WHICH OPS�Are ON 1..ene�s, 

MODS�N SNC�PTION MeTHODS 
ope�ATe ON BINA�Y NUMBe�s. 
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?0 IN THe 
NOTE; l,.f;FT BY 
MS. CYPHeia:, 

THese BINAia:Y 
D16IT5 

ia:epia:eseNT 
1-erreia:s? 

Wt;L-L, L-eT'$ 5TAl<T BY 5PL-ITTING 
THe Fl1<$T elGHT BINAl<Y DIGIT$ 

INTO FOUl<-DIGIT $t;T$. THt;N Wt;'L,L 
WNVe!<T THeM INTO HeXADeC:IMAL­

NOTATJON. WHt;N YOU $PL-IT A 
BYTe, THe L,t;FT FOUi< DIGIT$ Al<e 
CAL-Lt;D THe Hl&Hl:1'-01'171:1' £3/Tf; 

AND THe i<IGHT FOUi< Al<e THe 
wwe1<-01<17e1< sir,;. 

0 

NUL 

SOH 

STX 

ETX 

THe l<OW AND COL-UMN 4 EQT 
HeADINS$ AJ<e SIVeN IN 

� 5 
HeXADeCIMAL- NOTATION. 

ENQ 

AT THe TOP 1$ THe ... 6 ACK 
" 

HeXADeCIMAL- VAL-Ue OF THe 'E 7 BEL 

FOUi< 1.-owe1<-O1<De1< BIT$, 0 
.:. 8 BS 

AND ON THe L-eFT 1$ THe " 

HeXADeCIMAL- VAL-Ue OF THe :fill 9 
HT 

FOUi< HISHel<-Ol<Del< BIT$. :r: A LF 

B VT 

C FF 

D CR 

E so 

F SI 

$4 C:HAPTel< 2 5YMMeTl<IC:-Kt;Y AL-6Oi<ITHM$ 

FOUi<: H16Heia:­
oia:Deia: BIT$ 

FOUi<: LOWeia:­
oia:Deia: BIT$ 

0011/0001 

i i 

3 1 

THe HeXADf;CJMAI- NOTATION 0x31 
CAN Be CONVf;F:Tf;D TO A 1-erreia: 
U51N6 A CHAAACTeia:-eNCODIN6 

5Y5Tf;M CAI-Lf;D M,CII, WHICH 15 useo 
BY MANY COMPLITf;F:$. A? YOU CAN 

see IN THe FOi-LOWiN<:, TABl-e, 0x31 
ia:epia:e;seNT5 THe NUMBeia: 1. 

Lower-order bits 

5 6 

p 

DCl 1 Q a q 

DC2 B R b 

DC3 # 3 C s 

DC4 $ 4 D T d 

NAK % 5 E u 

SYN & 6 F V 

ETB G w 

CAN ( 8 H X h 

EM I 9 y y 

SUB * J z 

ESC + K I k 

FS L 

GS M 

RS N 

us I ? 0 del 



�o IF we CONVSITT THe 
li(f;$T OF THe cooe M$. 
CYPHSI<( L-eFT, we eer. .. 

OF CQUl-($S 
$HS'$ NOT! 

• )(0 5AUce 15 A CH1Ne5e CONDIMSNT. 

Binary 

number 

00110001 

00101011 

00110001 

00111101 

00110000 

Hexadecimal ASCII 

number 

31 1 

2B + 

31 1 

3D = 

30 0 

1 + 1 = 0 

THI$ 15 AN X0Ft OPSFtATION •.. 

AL5O CALLSD AN SXCLU51VS 

OF: OPSAATION. 
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MS. GYPHE;l't HA$ U$E,D 
A £3/TWl'7e OPeRATION, 

WHICH I$ A GAI-CUI-ATION 
THAT WO!<"$ ONI-Y ON 
BINAl<Y NUMB!,!<$ 0• 

AND O•l. Al-I- GOMPUlE,l't 
GAI-CUI-ATION$ Ai<E, 

BITWISE, OPE,AATION$! 

HE,i<E,'$ A F16Ui<E, TO 
11-1-USTl<AW. A AND 8 Ai<E, 
INPUT$ FOi< THE, BITWl';,E, 

OPE;AATION$, AND FOi< SAGH 
OPE;i<ATION, ws 6ST AN OUTPUT 

THAT 1$ A BITWISE, NUMBSl't 
(E,ITHSI< I 01< 0). 

AND operations are sometimes referred to as conjunction logic. and OR opera-

A 
0 

1 

0 

1 

A 
0 

1 

0 

1 

tions are sometimes referred to as disjunction logic. XOR operations are a 
combination of conjunction and disjunction logic. 

OR operation 

A+B 

B A+B 

� 

0 0 

0 1 

1 1 

1 1 

If either A or Bis a 1, 
the output is 1. 

NANO operation 
- -

A □B 

B A·B 

� 

0 1 

0 1 

I I 

I 0 

If either A or Bis 
0, the output is 1; 
otherwise it is 0. 

WHSN YOU U$S THS 
)(OR OPE;l<ATION ON TWO 
DIFFS!<SNT VAi-US$ THS 

OUTPUT I$ I. IF THS INPUT 
VAi-US$ Al<S THS $AMS, 

THS OUTPUT I$ 0. 

A 
0 

1 

0 

1 

A 

0 

1 

0 

1 

AND operation NOT operation 
-

A·B A 

B A ·B 

� 
l[Q] 0 

0 

1 

1 

B 

0 

0 

I 

1 

0 

0 

0 

1 

If both A and Bare 1, The output is the opposite 
the output is 1. of A. If A is 1, the output is 

0: if A is 0, the output is 1. 

NOR operation XOR operation 
- -

A□B+A□B �(A□ B) A+B 

A+B 

� 

A B AEBB 

� 

1 0 0 0 

0 1 0 1 

0 0 I 1 

0 1 I 0 

If both A and B are If A and B are different, 
0, the output isl; 
otherwise it is O. 

THE; 9iMl3O1- FOR AN XOR 
1$ EB AND 1$ U$E;D 1-ll(f; THI$: 

1 EB O : 1, 1 EB 1 : 0. 

the output is 1; 
otherwise it is O. 

% GHAPWI< .? S>YMMSTRIG-KSY Al-e0i<ITHM$ 



As an example, let's perform an XOR operation using the plaintext 1101 
and the encryption key 1001. 

1101 D 1001 0100 

Plain text Encryption 

key 

Ciphertext 

The result of the operation is the ciphertext 0100. Next, we'll perform 
an XOR operation using the ciphertext 0100 and the decryption key 1001. 

0100 D 1001 1101 
Ciphertext Decryption 

key 

Plain text 

The result of the operation is the plaintext 1101. When you perform 

the XOR operation using the ciphertext 0100 and the plaintext 1101, you 
get the encryption/decryption key: 

0100 D 1101 1001 

Ciphertext Plain text Decryption key = Encryption key 

This means that as long as we have two of the three pieces of data­
the plaintext, encryption/decryption key, or ciphertext-we can derive the 
remaining piece of data. 

61NAl<Y DIGIT$ AND t.o61CA� 0F'el<ATO1<$ ':57 



Rl6HT! YOU U?e AN XOR 
OPel<ATION TO Pel<FOl<M 
60TH eNCl<YPTION AND 

DeCl<YPTION! 

I eNC:1<YPrION I 
Plaintext EB Encryption key = Ciphertext 

I 1-0V!c YOU! a, £1--, = !'<&'ll@A 

I DeCl<YPTION I 
Ciphertext © Decryption key= Plain text 

!'<&'ll@A a, h = I 1-0V!c YOU! 

Encryption key = Decryption key 

INDeeD! Symmetric-key algorithm= Substitution cipher process+ 
Permutation process + XOR operation 

AND IF We U?e THe 
?U67TITUTION CIPHel< 

AND Pel<MlJTATION, 
WHICH Wel<e 

INTl<ODUCeD IN 
CHAPTel< 1, AND 

THeN U?e AN XOR 
OPel<ATION ... 

!;;8 CHAPWI<.? 



�YMMST�IC-KSY 

AL.60�1THM5 

Plaintext 

THe CIPHeR'9 

9eNDeR AND 

ReCIPleNT U9e THe 
9AMe �eY. •. 

It won't open! 

Plain text 

Recipient 

THAT'9 UN�NOWN 

TO ANYONe eL-9e 

TO PeRFORM BOTH 

eNCRYPTION AND 

DeCRYPTION. 

S>YMME,TJ<IC·KE,Y Al-60J<ITHM$ $<l 



BeCAU5e BOTH PA�le5 5HARe THe 5AMe i<eY, 5YMMeTRIC-i<eY 
CRYPTO@RAPHY 15 Al..5O i<NOWN A5 �HA1<eC1-KeY C!<YPTO@l<APHY 

OR �ec1<er-KeY C!<YPTO@l<APHY. MO?T TRADITIONAi.. eNCRYPTION 

5CHeMe5 U5e A 5HAReD i<eY. 

60 CHAPTE,1< ;;e S>YMME,TJ<IC·KE,Y Al-601<1THM5 



FOUR F'eOPL.!? WOUL.D 

NeeD FOUR, Rl6HT? 

IT'5 AN eA5Y Ml5TAic;e 

TO MAic;e, 6UT TH!? 

AN5W!?R 15 51X. 

WHeN n us.eia:s, Aia:e 

U51N0 5HAF:eD i,:;eys, TO 

TF:AN5MIT eNCF:YPTeD 

COF:F:e5PONDeNce ... 

YOU CAN CAI..CUI..ATe THe 

NUMBeF: OF i,:;eys, WITH THI$ 

FOF:MUI..A. 

WOMP WO0O0O0MP. 

_ n(n-l) 
nC2---2-

:>YMME,Ti<IC·KE,Y Al..e>Oi<ITI-tMS 61 



CAI...CUI-ATe 100c2 AND 

10000(100-1) 
2 

� 4950 

15 WHAT YOU 6E,T! 

62 CHAPTel< 2 !>YMMeTF<IC•t<-eY AlhOl<ITHM$ 

70 COUI-D YOU E,NCl<YPT 
AND 51:,ND A 51:,Cl<fi E,MAII­

U51N6 A 5YMMl:,Tl<IC-l(E,Y 
Al-60l<ITHM? 



Ye?. BLJT oe1..1veR1N6 

THe ?HAReD �eY TO 

THe PeR?ON YOU'Re 

COMMUNICATIN6 WITH 

I? AN l?:,U\;. 

THeN WHAT IF YOU 

eNCRYPT THAT �eY 

WITH ANOTHeR 

?HAReD �eY? 

HOW WOUI..D YOU 

oe1..1veR THAT 

OTHeR �eY? 



IN THe eND, 
WOUL-D YOU 

5HAF:e THe 1<eY 
IN PeF:50N? 

50 we DON'T! 
IN5TeAD, P/J8/..!C-Ki3Y 
CRYP"TO0RAPHYU5e5 

TWO 1<eY5: A PUB�IC 1<eY 
THAT CAN Be Dl5TF:IBUTeD 

TO eveia:YONe AND A 
PF:IVATe 1<eY THAT 15 i<ePT 

BY ONe PeF:50N.• 

FeATURe5 Of A 5YMMeTRIC-1<eY AI-S ORITHM 

TO 1<eep THe 1<eY 5eCURe, U5eR5 MU?T 

Be CAReFUI- HOW THeY 5TORe AND 
eXCHANSe IT. 

U5UAI-I-Y, eNCRYPTION AND DeCRYPTION 

ARe FA5T, 50 IT'5 C ONVeNleNT FOR 1-ARSe 

QIJANTITle5 Of DATA. 

BeCAIJ?e IJ?eR5 WOUI-D HAVe TO CReAre 

A 1-ARSe NUMBeR Of l(f;Y5, IT 15N'T 5UITeD 
F OR COMMUNICATION5 AMONS 1-ARSe 

6R OUP5 . 

B UT THIN!< AB OUT IT: 

YOU'D HAVe TR OUBL-e 

De1-1veR1Ns THe 

5HAReD 1<eY TO 

eveRYONe INVOI-VeD IN 
A C OMMUNICATION. 

We'�� �eAia:N ABOUT 
THAT IN CHAPTeia: 3! 

FOF: NOW, we'L.L FOCUS 
ON SYMMeTF:IC-l<eY 

AlhORITHMS. 

BUT MANY 

COMMUNICATION MeTHODS 

use A COMBINATION OF 
,,yMMeTF:1c-1<eY AND PUBL.IC-

1<eY eNCRYPTJON. 

• pUBL.lc-1<eY eNCRYPTION uses sePARATe BUT MATHeMATICAL.LY 
PAIReD 1<eYS FOR eNCRYPTION AND DeCRYPTJON. THIS IS DIFFeReNT 

FROM SYMMeTF:1c-1<eY eNCRYPTION, WHeRe THe SAMe 1<eY IS useD 
TO BOTH eNCRYPT AND DeCRYPT A MeS?Aee. 



THeRe ARe TWO MAIN TYF'e$ Of 

$YMMeTRIC-�eY AL.6ORITHM$: 

A �TIWAM CIPHl31< 
eNCODS$ eACH 61T OR 

6YTS INDIVIDUAL.LY IN 
$UCCS$:,ION. 

(' <-. 1\TT r 
C--,,., n..,__, "-�'W .I ', 

f;..J ( 

�ri<eAM c1PHe1<5 I "' 1
l 

A BI-OCK CIPHl31< 
$Pl-IT$ Pl-AINTSXT AND 

C�OSAAPHIC DATA INTO 
$SCTION$ Of UNIFORM 

l-SN6TH$ (61..0C�$). THSN 
IT F'eRFORM$ SNC�ION 

AND DSCRYPTION ONS 
61..0C� AT A TIMS. 

FIR$T, l-eT'$ l-O0� AT 
5TRSAM CIPHSR$. 



�eT'7 ?Be HOW 

?Ti<BAM CIPHB�? 
pe�FO�M 

BNC�YPTION. 

In a stream cipher, the key is a long, pseudorandom sequence of 
numbers. You can encrypt or decrypt with the key by performing XOR 
operations on each bit or byte data, as shown in the following figure. 
Stream ciphers are generally less computationally intensive than block 
ciphers. Some examples of stream ciphers include RC4 and SEAL. 

Start End 
i � i 

Plaintext [J[J]GG□□□□□□ 
!� 
"' 

l ). Encrypt 1 bit or group of bits at a time. J 

Key? □G□□G□□□□□
"'

Clphertext �m□□□□□□□□ 
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WHAT'$ A P$E;UDO1-(ANDO 
NUM8f;I<( $f;QUeNCe? 

IF YOU MADS THS KSY A STl.tlNG 
OF 1-tANDOM NUMBSl.tS THAT'S 

AS I-ONG AS O1.t LONGSl.t THAN 
THS PLAINTS)(T, YOU C:OULD 

USS A ONS-TIMS PAD TO 
HAVS A SSC:Ui.tS C:IPHSl.t. f 

HeY! WHE;l<(f; DID 
016 01-(OTHE;I<( 60? 

NTALLY, BOTH 
Bl-OC:K C:I PHSl.t 
Si.tABLS TO 8 
ATTACKS, IN W 

Slot c:AN UNC:OV 
C:T KSY BY Tl.tY 
OSSIBLS KSY 

THIS MSANS THAT 
SSC:Ui.tlTY IS GUA!.tANTSSD 

ONLY UP TO A POINT, 
DSPSNDING ON HOW MUC:H 

C:OMPUTATIONAL POWSl.t 
AN ATTAC:KSl.t HAS. 

NOW THAT YOU » MSNTION IT ... 

STl.tSAM CIPHSl.tS 67 



NOW L.l:iT'5 1..1:iARN 

ABOUT THl:i 5TRUCTURl:i 

OF BL.OCI( CIPHl:iR5. 

HOW DO THl:iY 

DIFFl:iR FROM 

5TRl:iAM CIPHl:iR5? 

A BL.OCI( CIPHl:iR 

15 A Ml:iTHOD 
OF l:iNCRYPTING 

BL.OCI($ OF DATA 

IN 5UCCl:i551ON. 

Unlike a stream cipher, which encrypts each bit in succession, a block cipher 
splits data into blocks of uniform length and then encrypts each block, as 
shown here. 

64 bits 64 bits 64 bits 64 bits 

Plaintext I AHITIKLS I I LSOPGWDJ I I KAISFJDP I I IERMGKDL 

+ + + + 
Key [ Encryptio� Encryptio� Encryptio� Encryptio� 

+ + + + 
Ciphertext I I I I I x x x x x x x I I 

The length of a given block depends on the structure of the cipher used. 
Block sizes of 64, 128, or 256 bits are the most common for ciphers. Because 
1 byte is composed of 8 contiguous bits, it would be reasonable to use 64-bit 
blocks because you could use 8 characters to satisfy the block size. Using 
64-bit blocks allows for faster calculations on a computer. 

Name of cipher Block length (bits) Key length (bits) 

DES 64 64 

AES 128 128 192 256 

68 CHAPTt;I< ;;e $YMMf;Tl<IC•KeY Al.601<1THM$ 



HOL.DON! Emerald 7 letters x 8 bits/letter = 56 bits 

THe WOl<D t:Mt:l<AU? 
HA$ 7 1-erre1<5. :-INCe 

IT TAl<e5 1 BYTe (8 BIT$) 
TO eNCl<YPT eACH Of 

TH05e 1-ene1<5 ... 

DON'T we 
NeeD ONI-Y 
�6 BIT$ TO 
1<eP1<e5eNT 
t:Mt:l<AU?? 

Plain text 

IN THAT 5ITUATION, we HAVe TO 
ADD 50Me eXTl<A NUMBe1<5 TO THe 
eND Of THe 81-OCI< UNTIi- we HAVe 
THe 1<I6HT BI-OCI< l-eN6TH. THI$ 15 

CAl-1-eD PAl?l?!N&. 

Here's how you would create a block with a length of 64 bits. 

0 B GJ 0 0 CJ 0 □ 
+ Character encoding in hexadecimal notation 

56 bits 
1 
s bits 8 bits 8 bits 8 bits 8 bits 8 bits 8 bits 

1 
8 bits short 

I Ox
45 I I Ox6D I I Ox65 I I Ox72 I I Ox61 I I Ox6C I I Ox64 I D

-+ Padding to create 64-bit block length 

64 bits 
8 bits 8 bits 8 bits 8 bits 8 bits 8 bits 8 bits 8 bits 

I Ox
45 I I Ox6D I I Ox65 I I Ox72 I I Ox61 I I Ox6C I I Ox64 I I Ox08 I 

Remember: digits that have the prefix Ox are numbers in hexadecimal notation. 

The value Ox08 is added to the end of the block so that the block length is 
64 bits (8 bytes). The padding is Ox08 because that is the amount of padding 
that should be removed when the message is decrypted. This is just one way to 
pad blocks. 



NO MATTSR WHAT THS 
PW\INTSXT 1$, IT CAN 
6S ADJU$TSD TO 6S 
A MUL-Tlf'l..S OF THS 

6L-OCI< L-SN6TH. 

THAT'S ONe 
WAY OF 
DeAL-IN6 

WITH THeM! 

DO YOU SNCRYPT 
THSM AL-1. 

INDIVIDUAL-LY? 

ECB: EL.ECT�IC CODE 600� 

THe WAY A BL-OC� 
CIPHe1< IS eNCl<YPTeD 01< 
DeCl<YPTeD DffeNDS ON 

ITS M0/713 OF OP/3RAT!ON, 
WHICH IS THe AL-e.Ol<ITHM 
we use FOi< THe c1PHe1<. 

BUT IF TH!? PL.AINTeXT 
INCI...UD!?5 ID!?NTICAI... 

BI...OCl(5 .•• 

WON'T TH!? CIPHe�eXT 
Al...5O HAve ID!?NTICAL. 

BL.OC!<5 AND Be 
IN5!?CUi<!?? 

\ 

ecs MODe Tl<eATS 
eACH BI.OC� AS AN 
INDePE,NDeNT UNIT 

AND eNCl<YPTS AND 
DeCl<YPTS eACH BI.OC� 

INDIVIDUAL-L-Y. 

FOR SXAMPL-S, IF THS PHRA$B •MY L-OVB," 
APPSARS. TWICS IN THS PW\INTSXT ... 

•··MY wve,••··········MY L-ove, 

+ Encryption 

··-/"!t�&%*············-/"!t�&%* 

THSN THS CIPHS�SXT /"!#�6%• I$ RSPBATSD. 
THI$ WOUL-D INADVBRWNTL-Y PROVIDE, A CL-US 

FOR CRACICIN6 THB CIPHBR, WOUL-DN'T IT? 

CBC: CIPHE� BL.OC� CHAININ0 

i<l6HT! TO COMBAT TH15, 
we U5e A Moi<e 5ecu1<e 

MOD!? CAL.L!?D CIPH!?I< 
81...OC!< CHAININ6. 

I I 



CBC MOD& 

CBC mode outputs different ciphertexts even in cases where the plaintext is 
the same. 

Once the plaintext is cut into blocks, the first block is XO Red with an 
initialization vector (an additional cipher block, which is a value known to 
everyone), and then it's encrypted using a block cipher with a key. The next 
plain text block is XORed with the most recently encrypted block and then also 
encrypted using the block cipher with a key. 

This process is done on all of the blocks, making it practically impossible 
for any connection to be made between blocks. In the following figure, the previ­
ous ciphertext block C, _, and the next plain text block P, are XORed to produce 
X,. In other words, X, is calculated by using the following formula: 

Xi
= 

Ci ®P1 

With this method, even if there are blocks of identical plain text data, there 
are no identical blocks in the ciphertext. 

Plaintext (in binary) 

□+-------� The previously encrypted 
block C

i
-tis used to XOR the 

next block of plain text. 
XORed block 

+ 

��� 
� 64bits 

I Encryption key i-1---► �---D_E_s_a_I
T

go_r_it_h_m __ �I
l 

���--- ���-64 bits 
Output block 

Ciphertext (in binary) 

CBC and ECB are two of the most well-known modes of operation. ECB is 
no longer used because it is insecure. Other common modes are OFB (output 
feedback) and CFB (cipher feedback). 
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TH£; FIIZ5T £;NCIZYPTION 

5TANDAIZD THAT WA5 WIDf;I-Y 

ADOPT£;D FOIZ 6U51Ne;-5:, 

PUIZPO?e;-5 WA$ Df;:, ... 

n CHAPTe� � $YMMe�IC-KeY Al-60�1THM$ 

,he f;�.,t "t"'"'d"'�cl;,:.ecl c;v;I;"'"' 
e"'c�:,pt;o\'\ 'lt,'lter11 W"-'i DES (D"'t"' 

l;\'\C�:,pt;o\'\ St"-"'d"-�d). !t WM 

b"'"ecl o"' "'"' e"'d;e� .,:,.,ter11, 
the 1...uc;fe� c;phe�, wh;ch w"'" 

clevelopecl ;"' the e"'dt, 1,no., b:, 
ijo� .. t Fe;.,tel "'t !BM. 

u:;T'$ $TAITT BY TAKIN6 A 

1-00K AT FE,1$TAI- CIPHe�$, 
WHICH De$ WA$ 8A$eD ON. 

THe CIPHe�? YOU'Ve $eeN $0 

FA� HAW 8eeN $IMPl-e ... 

WITH JU$T A FE,W $TeP$ 

Pe�FO�MeD ON eACH 

eNC�YPTeD 81-0CK. 

IN Pl<ACTICe, CIPHe�? 
Pe�FO�M A I-ON6e� 

$e�I!:? OF $TeP?. 



THE, BA?IC CONF16U�ATION OF A FE,l7TE,l- CIPHE,� 

Each set of steps is called a round, and rounds are performed multiple times 
on a block. The series of steps performed each round is the roundfunction. 

The Feistel cipher uses multiple rounds and subkeys that are derived from one 
initial key. The following figure outlines Feistel's method of encryption; we'll 
discuss the details of each round and how the subkeys are created later. 

PlaintextP (D 
(D Divide into 

blocks 

Divide the plaintext into blocks of 64 bits. 

@ Plain text Pin blocks 

64 bits 

� Initial permutation (IP) 

32 bits 

@ XOR operation □ ...-{ Round functionf 

32 bits 

32 bits 

t 
Q) Encryption 

subkey K
1 

g' 

32 bits 

= "' 

� r Steps 3 and 5 are repeated for rounds 2-15 : 
, ____ ------------------- ----' 

XOR operation on 
R0 and L0 

Round function} 
Encryption 
subkey K

16 

t 

Perform an initial permutation (JP) using 
an algorithm for each 64-bit block that 
substitutes and rearranges the bits so 
that even bits are in the left half of the 

block and odd bits are in the right half. 
The block is split in half so that the 
32 even bits now on the right side are 
R0, and the left 32 odd bits are L0• 

CT) 
Use the round functionjwith the encryp­
tion key (K1 ). We'll go into more detail 
aboutjlater. For these examples, you 
just need to know thatjis an algorithm 
that rearranges and substitutes bits in 
a block. 

© 
Perform an XOR operation on R

0 
and L0 

to create a new right 32-bit block (R
1
) to 

replace the original right block. Take the 
original R0 and make it into the 32-bit 
block on the left (L

1
). 

� 
After completing one round of steps 3 
and 4, repeat these steps for rounds 2 
through 15. 

� @ 
L1e =R

15 

32 bits 

32 bits 

R
J6 

= Ll5 □ J(R l5' Kl6 ) 

32 bits 

RQe =L
1e 

32 bits 
64 bits total 

@ Final permutation (IP- 1) 

(Z) �I __ o_u_t _pu_ t_M
�

(64_b_ i _ts_J_� 

l 

Reconstruct the left 32-bit block (L16 ) 
and the right 32-bit block (R16 ) into 
one 64-bit block. 

(Z) 
Finally, perform a reversal of the initial 
permutation (W--1), and one block of 
encryption is complete. 

THe; $TF:UCTUF:e; 
OF Df;!:> 1$ 

$1MII-AF: TO THI$! 

�---------� Perform steps 2-7 on all 
I blocks, then reconstruct 

�---------� them into the ciphertext. 
Ciphertext C 



Ci<SATIN6 A CIPHSI< 
HA$ $0 MANY 

COMPL.S){ $TSP$! 

INVOI-UTION 

1$ CAL.I.SD AN 
!NVOUJT/ON. 

An involution is a function that is its own inverse, which means that 
if you apply the function twice, you will return the input to its original 
state. For example, consider a function in which 1 becomes 4, 2 becomes 
3, 3 becomes 2, and 4 becomes 1. The values in the list after the conver­
sion are the same as the values before. 

First conversion Second conversion 

- 4 

2 - 3 

3 - 2 

4 -

-

-

-

-

By applying the function twice, we return to all of the original values 
in the same order. 

FSl$TSL-'$ CIPHSI< 
1$ AWS$OMS, 

l$N'T IT'? 

74 CHAPTBI< Z SYMMf;Tl<IC•KeY Al-@Or<ITHMS 

n-te Ff;l5Tel.. CIPHeia: 

INFL.UeNCeD THe 

evoWTION OF 

61..0CI< CIPHeia:5. 



Dt,$ HA5 A 5TANDARD 
1<eY 5Ize OF 64 6IT5, 
WHIL.e i.UC:IFeR HAD 

VARIANT$ FROM 46 TO 

1Z6 6IT5. 

BUT THE, L..ON6E,R THE, 
i<E,Y 1$, THE, MORE, 

$!:,CURE, THE, CIPHE,R 
WIL..l. 6E,, Rl6HT? 

THE, NATIONAL.. 
%CURITY A6E,NCY 
(N5A) DfiE,RMINE,$ 

THE, $TANDARD$, AND 
IT RE,$TRICTE,D THE, 

NUM6E,R OF l<f;Y 
CHOICE,$. 

• ONS HUNDRSD MIL.L.ION • 108, ONS WIL.L.ION • 10", 
TeN QUADRIL.L.ION = 1016, ONS HUNDRSD QUINTIL.L.ION = Id° 

IN FACT, THE, DE,5 i<E,Y $1ZE, 1$ 
64 61T$, 6IJT IT ACTUAL.LY U$E,$ 

A l<f;Y OF ONL..Y % 61T$. THE, 
RE,MAININ6 8 61T$ WE,RE, DE,$16NE,D 

TO PE,RFORM A PARITY CHE,CI<. 

A PARITY CH�CK DE,WCT$ DATA 
E,J.:ROR$ THAT ARI$!:, FROM NOi$!:,, 
RE,ADIN6 Ml$TAl<E,$, AND $0 ON IN 
THE, i<E,Y. IT 1$ NO L..ON6E,R U$E,D IN 

MODE,RN CIPHE,R$, THOUGH. 

,., MORS 
., , :\ .,. $6CUR6 

CURITY 



IT'S BeCAuse IF THe 
NUMBeia: OF l(eY CH01Ce5 

BeCOMe5 TOO I..Aia:0e ... 

BUT A$ 1 WAS $AYIN6, 
IN DES, SUBl<E:YS Al<:E: 
DE:l<:IVE:D Fl<:OM THE: 
E:NCl<:YPTION l<E:Y. .. 

AND THE:N U$E:D A$ 
INPUT$ IN THE: 11:0UND 

FUNCTIONJ. 

76 CHAP'rel< 2 5YMMeTJ<IC-KeY Al..601<1THM5 

IT'$ CON$TANTI..Y Cl<:ACl<ING 
CIPHE:1<:$ AND Pl<:OBING 
IMPOl<:TANT CI..ASSIFIE:D 

INFOl<:MATION. 



In DES, a different key is used for each round of encryption, so 16 subkeys­
K1, K,. K3, ..•• K16-need to be created from the encryption key for each of the 
16 rounds. This is the method used to derive subkeys: 

48 bits 

Subkey K
1 

I 

Secret key K (initial key) 

64 bits 

(D Permuted choice PC-1 

56 bits 

28 bits 

c, 

28 bits 

l 
,-----------------------------------, 

® ij::�;�;,_;_4_• _,e.....:.re:::.p:e~•_t:::_e-d_-_in-ro-u-n:d::s::2::-_l':,_5_-'1:::._:_:_::.:,_,~_--

l 
Left circular Left circular 
shift (LS

16
) shift (LS

L6
) 

28 bits 28 bits 

c,, I D., I ,.r-.�:::::::::c=:.__....::::::i 
Compression 

permutation PC-2 

48 bits 
Subkey K

16 I l 

Q) 
A permutation called permuted choice 1 
(PC-1) is performed on the 56 non parity 
bits of the initial key. Permuted choice 1 
is a special permutation method that 
transposes each of the 56 bits into 
specific positions. We won't cover the 

details of it here. 

� 
The 56 bits are divided into a 28-bit left 
block (C

0
) and a 28-bit right block (D

0
). 

CT) 
The bits in C

0 
and D

0 
are left-circular 

shifted to create C
1 

and D
1

• A left-circular 
shift moves every bit a certain number 
of places to the left, and the bits at the 
beginning of the block are shifted to the 
very end, as though the block's beginning 
and end were connected as in a circle. 

© 
C

1 
and D

1 
are joined. Then subkey K

1 

is made through another permutation, 
permuted choice 2 (PC-2). PC-2 is 
applied to all 56 bits of C

1 
and D

1 

except for the 8 parity bits, resulting 
in a compressed 48-bit subkey. 

® 
Steps 3 and 4 are repeated for each 
round to generate each subkey Kn. 
Each of these subkeys will then be 
used for each round in DES. 

To generate the decryption subkeys, 
the bits are right-circular shifted instead. 

When the initial key is used for decryption, 
the subkeys are obtained in reverse order 

from K
16 to K

1
• 
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THf Df� ROUND FUNCTION F 

I'L.l. U$t; THI$ 

DIAG�AM! 

In a round function, you use an S-box (substitution box) to perform substitu­
tions on an input to make a new output. Each S-box in this diagram contains a 
different permutation for creating the substitutions. 

CD 

+ 32 bits 

Expansion 
permutation E 

48 bits 

G) o+--KeyK" 
48 bits 

48 bits 
®.------------------, 

6 bits 

4 bits 

Combine into 32-bit block 

® 

32 bits 

J (Rn-i• Kn) I Output of the round 
�-----�- function] 
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CD 
The DES function only works on 
48-bit blocks, so the rightmost block 
of data, which is only 32 bits, needs to 
be expanded using a 48-bit expansion 
permutation E. This results in the 
output ER,,_1, which is a 48-bit block. 

G) 
Perform an XOR operation on the data 
and the subkey. 

@ 
Separate the result of the operation into 
eight sets of 6-bit blocks each. 

® 
Substitute each 6-bit set of data with 
4 bits using &boxes 1 through 8. 

® 
Combine the S-box output data 
sequentially to produce a 32-bit block. 

® 
Finally, apply permutation P to the data 
to yield the output of function]. 



THE: FUl-1. .. ST!.:UCTU!l:f: Of Df::i E:NC!l:YPTION AND Df:Cll:YPTION 

The full DES encryption and decryption processes with all the steps we've 
covered are shown here. The plaintext encryption process and the cipher 
decryption process are opposite each other. 

f:NC:�PTION DE;C:�YPTION 

Encryption process 
Encryption key 

Decryption process 
Decryption key 

generation process generation process 

Plain text input 
(in binary) 

Initial 
permutation IP 

Secret key Ciphertext input Secret key 
(in binary) (in binary) (in binary) 

P ermuted choice Initial Permuted choice 
PC-I Permutation IP PC-I 

�-----D_,_ ( 2�1 1  �
(3_2_1 _____ � 

Sub ey gener tion Su ey gene ·on 
round 1 ½=�--��='- round 1 

R, ( (281 D, (2 I (321 R, (3 (281 

�--n-v-e,-s -io--� Sub ey gener tion I onversio �S _u_e_y_g_ e _n _e _·_on� 
pr ess rou 2 round 2 pr ess rou 2 round 2 

, (321 R, ( (281 D, (2 I I (321 R, (3 (281 D, ( I 

Ciphertext output 
(in binary) 

IN THe eA�I..Y 1'170,-... 

:::k ey genera:�: 
(281

1
L

'�' 
_

(3

_

2

_

1 �
--

�

-
� 

round 16 

I 
pr 16 

Ll6 (32) R16 ( 

WC:lff;R INVOI..VE;D A 

BI..OC:� L.eN6TH Of 
64 BIT$ AND A �eY 

5IZe Of 112 BIT$. 

Plaintext output 
(in binary) 

D15 (28) 

Subkey generation 
round 16 

The number inside 

each ( ) indicates the 
block size in bits. 



3-D€'� £-NCr;i:YPTION AND

A€'� £-NCr;i:YPTION

BUT ONCe I Review IT ... 
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THAT'$ THe $PIRIT! 

810 8ROTHeK DO 
YOU UNDeR5TAND 

De, NOW? 

BUT CAN DE,fo 5TILL 
6!, U5E,D 5AFE,LY 

NOW? IT'5 6!,E,N 
AIZOUND 5INCE, 

THE, 1'170�! 



Y65... Df;S- HA5 
secoMe IN5ecuia:e 

t:>Ue TO At:>VANCeMeNT 
IN COMPLJTf;F:$ ANt:> 
NOW CAN Elf; eA51�Y 

CF:ACKet:>. 

He1<e Ai<e A Few 
MSTHOD5 FOi< 

Ci<ACICIN6 A 
BI..OCIC CIPHSI<! 

THS Dl<AWBACt<::5 OF DS5 

S-HOF:T KeY 51Zf;: THe 5HOF:Tf;F: THe Kf;Y, 

THe 5��eia: THe NUMElf;F: OF P05516�e 

Kf;Y$ AVAl�A6�e ANt:> THe MOF:e Ff;A516�e 

IT 15 TO UNcoveia: THe 5ecia:er KeY. 

0UWATf;t:> t:>6516N: THe 5 TRUCTUF:A� 

t76$16N OF Df;S, 15 CON$1[7f;Ji:f;[7 

O6$0�eTe ANt:> 15 NO �ON6eia: IJ5f;[7. 

NONF:16OF:OU5 IMP�f;Mf;NTATION$ OF 

CF:YPTO6F:APH Y COMMON�Y APPeAia: ON 

THe MAF:Kf;T ANt:> Aia:e eA51f;F: TO CAACK 

THAN A�F:f;At:>Y 65 TA6�15Het:> ON65. 

Exhaustive search algorithm Searching for the key by trying 

every possible key (brute forcing) 

Differential cryptanalysis 

Linear cryptanalysis 

Searching for vulnerabilities in 

the cipher by looking for any 

correlation between its inputs 

and outputs 

Searching for vulnerabilities in the 

cipher by looking for mathematical 

weaknesses in the cipher structure 
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IN THEi 1qqo!>, 
De, EiNC:RYPTION ... 

BEiC:AMEi C:RAC:i<ABI.-Ei 
U?INS C:OMPUTINS 
POWEiR TO BRUTE;­

FORC:Ei THE; l(f;Y. 

THANl<FUl.-�Y, 
3-DE:, TOOi< IT?

Pl-AC:Ei! 

SXACTcY. IT f'el-1FOl-1M$ 

SNCl'1YPTION BY IJ?IN<:> 

THl-1SS 5HAl-1SD �SY$. 

THe Fll-15T SNC!lYPT5 

THS P�INTSXT, THS 

5SCOND DE,CllYPT$, AND 

THS THll-1D E,NCl'1YPT5 

A<:>AIN. 

3-De, 17 Al-70 
i<NOWN A? 

TRIPI.-Ei-De,. 

Plain text 

DES encryption 

8A?EiD ON THE; 
NAME;, IT U7f;7 
De,, RISHT? 

- Keyl 
.-----------, (56-bit encryption key) 

DES ciphertext 1 

DES decryption - Key2 

.------------, (56-bit decryption key) 

DES ciphertext 2 

DES encryption .,_ Key 3 

I 
(56-bit encryption key) 

3-DES ciphertext--+ l..!I  l===D=E=S=c=ip=h=e=rt=ex=t =3==::::..JI. 
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WHESN THES Fll<5T ESNCl<YPTION 
AND DESCl<YPTJON l<OUND5 

U5ES THES 5AMES l<ESY •.• 

THES l<ES5Ul-T 15 THES 5AMES 
A5 DES� NO MATTES!< WHAT 

l<ESY 15 U?ESD FOi< THES l-A5T 
ESNCl<YPTION. THAT'5 BESCAU5ES 
CIPHESl<TESXT Z WOUI-D ESND UP 
THES 5AMES A5 THES Pl-AINTESXT. 

IN OTHESI< WOl<D5, YOU'l<ES 
ONI.Y ESNCl<YPTN6 THES 

Pl-AINTESXT ONCES. 

IF THE FIRS-T TWO 
l<EYS- OR AL.I, THREE 
l<EYS- ARE IDENTICAL., 
THE REAL. l<EY S-IZE 

IS,% BITS-. 

\ 

IF YOU us-e THe 5AMe 
1<eY IN 60TH i<OUND5 

OF eNCRYPTION ... 

AND A DIFFel<eNT 1<eY FOi< 
DeCRYPTION, YOU eND 

UP WITH A 1<eY Seize OF 
!76 x 2 = 112 61T5! 

1 1 2. b:-::-, se.-.s==----ir 

� - .- :,.,-=:::-··· ··· ··:.::•:•:::::,: · ··•·,:.;.·-·
.····· ···-: ····.·:··.·.:-:··· .... . . 

3-DES� eNCl<YPTON AND Ae� eNCl<YPTON 83 



IN 1qq;,, THe U? NATIONAL. 
IN5TITUTe OF ?TANDAF:D5 AND 

TeCHNOl..O6Y MADe A PIJ61..IC CAU 

FOi<: A 6eTTeii: Al-6O1<:ITHM THAT 

WOUI-D 6eCOMe THe New WOF:1-D 
5TANDAF:D FOi<: eNCia:YPTION. THl5 
Al-6O1<:ITHM WOUI-D eveNTUAL.LY 

6e CAL.LeD Ae?. 
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A 5O1-lJTION T 
e FUNDAMeNTAl-

61..eM. 3-De? 15 
I1-L CP!AC!<:A6L.e. 

Ae, $TAND$ FOi< 
ADVANCeD eNCl<YPTION ,TANDAl<D. 

IBM, NTT, AND OTH!:I< WOl<L.D 
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e,ove1<NMeNT'$ 
CONFID!:NTIAL. DOCUM!:NT$! 



AN OUTI...INE: Of AE:S 

In 2000, Rijndael was renamed AES and published as a Federal Informa­
tion Processing Standard (FIPS). The name Rijndael is derived from the 
names of its developers. Joan Daemen and Vincent Rijmen. researchers 
at Belgium's Catholic University of Leuven. 

As shown in the following table, in AES there are three possible key 
sizes. 

Type Key size (bits) Block size (bits) Number of rounds 

AES-128 128 128 10 

AES-192 192 128 12 

AES-256 256 128 14 

The encryption strength increases with respect to the key size and the 
number of operations required. The block cipher structure of AES doesn't 
use a Feistel network but instead uses an SPN (substitution-permutation 
network). To give a superficial explanation of what an SPN is, imagine the 
substitution portion as an XOR operation that is performed on each block 
and subkey while the permutation is some function that simply scrambles 
the input bits. These two are performed simultaneously, usually for some 
number of rounds (just as in a Feistel network). 

From here on out, we'll leave DES behind and discuss AES. 
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IT WOUI-D TA�e 

Tl<IL.1-ION? Of YeA!<?! 

THOU6H THE? ?Ti<UCTUl<E? 
OF THE? ?-BO)( I? �OWN 

AND i<E??E?Ai<CHE?i<? HAW 

E?l<AMINE?D IT TO FIND 

VUt-NE?i<ABl�ITIE?? ... 

we1..1., THe reCHNIQUe5 
u,eD IN CF:YPTANAI..Y$I$ 

Aia:e AL.SO evol..VIN0! 

eia:e Aia:e SOME; WH 

Ae? MAY ONI..Y se 
µ: ANOTHeia: 10 YeA 

AT'S JUST ,pee 

THOU0H. 
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!'Ve BeEN THINl<IN6 THe 
$AMe THIN6 AND MADe 

$0Me ARRAN6eMeNT$ ... 

$1NCe I'Ve TAUGHT 
YOU $0 MUCH ABOUT 

eNCRYPTION, I'M 

6RADUAL.I..Y eARNIN6 
THAT COM�R, 

R16HT? 



THI$ 1$ A 

CAI.-CUI.-ATOI<! 

NOW THeN. fi!f;AD THe 
FOl-LOWIN6 eXPl-ANATION 
OF 51MPl-1Flf;D D!;5 AND 

Tl<Y OUT 5OMe Pli!ACTICAl­
APPl-lCATION5 OF eNCl<YPTION 

AND DeCF:YPTION! 

THI$ COMPIJWI< 1$ 

WAY MOl<e U5eFUI.­

THAN AN ABACIJ$! 
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THAT HA5 seeN 5ecia:er 
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�IMPI..IFISD DE� fNC�YPTION AND DSC�YPTION 

How are encryption and decryption performed in DES? We will work on a 
reduced version of the DES algorithm to get an idea of what real DES is like. 
The adaptation of DES that we'll use here to help you solidify your understand­
ing of the concepts imitates DES but with fewer steps and smaller block sizes 
(input/output sizes). 

CONVS�TIN6 DATA INTO BINA�Y 

Because modern-day algorithms-including DES and others--<leal with binary 
data, we need to be able to convert plaintext messages composed of letters 
and numbers into binary. Table 2-1 illustrates 16 characters converted to 4-bit 
binary numbers. 

TAElU, 2-1: CHAl<ACTSI<? RSPl<S?SNTSD IN 81NAl<Y 

Characters Binary 

A 0000 

B 0001 

C 0010 

D 00ll 

E 0100 

F 0101 

G 0ll0 

H 0lll 

I 1000 

J 1001 

K 1010 

L lOll 

M ll00 

N ll0l 

0 lll0 

discarded character llll 

The encoding in Table 2-1 is a simple conversion we will use for the purposes 
of this book and is not based on any particular encoding used in cryptography. 
Likewise, the following conversions do not reflect actual binary representations 
of letters and numbers done in practice (which we saw earlier with ASCII encod­
ing), but rather serve as simple examples of how characters may be converted to 
binary numbers. 
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GSNS!<ATIN6 A DE� CIPHS!<TSXT 

In DES encryption, a block is 64 bits. However, for the purposes of this book, 
we will use an 8-bit block in our reduced DES cipher example, as shown in 
Figure 2-1. Our reduced DES cipher algorithm is composed of two steps-a key 
schedule (which generates a larger key from the key we use) and actual encryp­
tion using the generated keys. DES is not the only block cipher to require a key 
schedule procedure. It is common for block ciphers to perform a key schedule 
prior to or in parallel with encryption and decryption. 

4 bits 

t 

Round 1 

Round 2 

4 bits 

Plaintext input 
(binary digits) 

Initial permutation IP 

♦ 
+-_f_l_R

._
,,_K

..,_
,l_-<JJ+---'--◄ 

4 bits 

Final permutation FP 

8 bits I Ciphertext output I (L20 R2Q 

4 bits 

Key K
t 

(key Ki at t.he 
time of decryption) 

Key K, (key K, at the 
time of decryption) 

4 bits 

Figure 2-1: Simplified process of generating a DES ciphertext 
( excluding the key scheduler) 
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Though it is not shown in Figure 2-1, the plain text we want to encrypt 
is first converted into Os and ls, using Table 2-1, so that we can work with 
binary data. 

The two binary keys we'll use to perform reduced DES are as follows: 

K, =(110001)
2

,K
2 

=(111000)
2 

NOTe: The notations ( )
2 

and ( )
10 

represent binary digits and decimal num­

bers, respectively. 

These keys have already been generated through the key schedule. We'll 
discuss how a key is generated through the key schedule later; for now, let's 
focus on the encryption process of trnncated DES. 

We'll encrypt the character string "MC" into a ciphertext using the truncated 
version of DES, so we'll start by expressing these two inputted characters as a 
block of 8 bits. Based on Table 2-1. "MC" in binary is expressed as 11000010. 

P&IZFO™ TH& INITIAL. P&IZMUTATION 

We first convert the plaintext to binary, and then we perform the initial permu­
tation on the binary data according to Table 2-2. IP permutes the 8-bit binary 
data by rearranging the input bit positions. 

TABl-e ,Vi!: INITIAi- PE,,<MlJTATION IP 

Input bits (original b, b, b, b, b, bs b, bs 

position) 

Output bits (using b, b, bs bs b, b, b, b, 

original input 

positions) 

In Table 2-2, the subscript of each bit indicates its original position, so 
these numbers are in order in the first row. Then the bit is translated, so for 
example, the first bit of input data (b

1
) is transposed to be the fifth bit of output 

data, and the second bit of input data (b
2
) is transposed to be the first bit of the 

output data. Figure 2-2 shows "MC", represented in binary, undergoing the ini­
tial permutation. 

MC - I 0 0 0 0 0 

+ 
Initial permutation IP -

+ 
Permutation output data ----+ I i 0 0 0 0 I I 

L, R, 

Figure 2-2: Initial permutation of the plaintext "MC" 



:,E,PA!i:ATE, DATA INTO H16HE,1<:- AND L.OWE,Ji:-0!i:DE,!i: BIT$ 

We separate the permutation's output data into higher-order and lower-order 
bits. The higher-order bits are denoted L

0
, and the lower-order bits are denoted 

R
0

• Based on Figure 2-2, this yields the following: 

ff;l$TE,L. ROUND$ VA!i:IANT 

L
0 

= (1000)
2 

R
0 

= (1001), 

Now we begin going through rounds in a Feistel network. The Feistel network 
perlorms a specific set of steps that "mix bits• to create a new Land R. Since 
we're using a reduced form of DES, we'll mix the bits using a less rigorous 
method than with real DES. (In real DES, the network mixes the bits in a way 
that ensures pseudorandomness.) The following represents what a round of the 
Feistel network looks like in notation form: 

LI
= R,_1 

R, = L,_, □ f(K,, R,_,) 

Each generation of a new L and R is a round, and i is equal to the round 
number. The process represented in Figure 2-2 is one round. 

L
1 

will be equal to R
0

, but the process to derive R
1 

requires much more 
work; R

0 
and key K

1 
are input into functionf. In our reduced DES, there will 

be only 2 rounds, but real DES has 16 rounds. 
Let's walk through how J(K1, R0) works. 

ROI/Nf7 1 

The first operation inf is to apply the expansion function E from Table 2-3 on R
0

• 

Input bits (original b, b, b, b, 

position) 

Output bits (using b, b, b, b, b, b, 

original input 
positions) 

This means that we duplicate the third and fourth bits of R
0 

and append 
them to the beginning of R

0 
to form a new R

0 
that is 6 bits long: 

R
0 

= (1001),( I" 0 R
0 

= (011001)
2 

We next XOR the expansion permutation R
0 

and the key K
1 

= (110001),, as 
shown in Figure 2-3. 
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R, - 1 0 0 1 

Expansion 
-

�� 
permutation E 

E(R
0
) - 0 0 0 

□ □ □ □ □ □ 
K, - 0 0 0 

E(R
0
)□ K

1 
- 0 0 0 0 

Figure 2-3: Visual representation of XORing E(RoJ and K, 

The process shown in Figure 2-3 can be represented by the following 
equation: 

E(R
0
) □ K

1 
= (011001)

2 
D (110001)

2 
= (101000)

2 

Now we put R
0 

EB K, through the substitution box (S-box) in Table 2-4, which 
compresses and substitutes the bits from R

0 
EB K

1 
to create a 4-bit output. We'll 

label the bits from R
0 

EBK
1 

as b
1
b

2
b

3
b

4
b

5
b

6
• 

TA61-E, 2-4: $U65TITUTI0N 60)( C$-60X) 

Colwnn nwnbers 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

l!l 0 14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7 

1 0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8 

2 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0 
It 

3 15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13 

In the S-box shown in Table 2-4, four substitutions are available and labeled 
with row numbers starting with O and going up to 3. We determine which sub­
stitution to use based on the value of the bits b1b2b3b4b5b6• We convert the first 
and last bits, b1 and b6, to their base-10 equivalent and use those two numbers 
to determine which row of the S-box we use. We then also convert the remain­

ing bits, b2
b

3
b

4
b

5
, to base 10 to determine which column we will use. 

For example, in (101000),, we select row 2 because b
1 

is 1 and b
6 

is 0 and 
(10), = (2)

10
• Then, bits b

2
b

3
b

4
b

5 
are also converted to base 10 to determine the 

column number we select. Since (0100)
2 

= (4lw we select column 4 in this case, 
which contains the value (13)

10 (the position that is boxed in Table 2-4). After 
we find the corresponding table entry, we convert it into binary: (1101),. 



The resulting binary, (1101),, then undergoes the permutation PS (Table 2-5). 

Input bits (original b, b, b, b
1 

position) 

Output bits (using b, b, b, b, 

original input 
positions) 

When the permutation PS from Table 2-5 is applied to our working example, 
the process looks like Figure 2-4. 

Ro □ KL ---> 11 0 0 0 al 

S-box (R
0 
□ KJ ----+' I 

0 

Output of PS ---> 

f (R0, K,J ---> O 

Figure 2-4: The calculation process of PS 

The result is (1111),.We've now finished the permutation process. That 
is to say, we've done all the steps involved in the function]. All of these steps 
together are written with this notation: 

f(K,. R
0

): (0111)
2 

This is the last step in the first round of the Feistel network (see Fig-
ure 2-1). In this step, we switch the sides of the bits to create L

1 
and R

1
• 

The four lower-order bits on the right side (R
0
) that we got in "Separate 

Data into Higher- and Lower-Order Bits" on page 92 are assigned to L
1 

so 
that they become the higher-order bits. L

0 
is assigned to R

1 
and becomes 

the lower-order bits. We can summarize the flip by assigning L, to the equa­
tion that produced R

0 
and assigning R, to the equation in "Perform the Initial 

Permutation" on page 91. Using the equation from "Feistel Rounds Variant" 
on page 92, we will do the following: 

L
1 

: R
0

: (1001)
2 

R
1 

: L
0 

D J(K,, R,): (1000)
2 

D (0111)
2 

: (1111)
2 

In order to complete a second round, we repeat these steps on R
1 

and L
1
• 

Since the steps in round 2 are identical to those in round 1, we'll only show the 
calculations involved, without detailed explanations. 



RO/JNl?Z 

The expansion function from Table 2-3 is applied to R
1
: 

R, = (1111)
2 

( /" 0 R, = (111111)
2 

We then XORR
1 

with key K, = (111000)
2

: 

R
1 

D K
2 

= (111111)
2 

D (111000)
2 

= (000111), 

Then we use the permutation in Table 2-5 to rearrange the position of the 
bits. resulting in this: 

(0100), 0 (0001), 

We'll apply the equation we use to express XORing R
1 

and K
2 

and process 
the result with the S-box: 

f(K,, R,) = (0001), 

For the final step of round 2 (see Figure 2-1 again), we will do the following: 

L, =R
I

= (1111), 
R, = L

1 D f(K,, R1
) = (1001)

2 
D (0001)

2 
= (1000)

2 

SWAP THS H16HSI<:- AND L.OWSl<:-01<:DSI<: 61T$ 

After round 2 is completed, we swap the higher-order bits L
2 

and lower-order 
bits R

2 
again to get L,' and R,': 

I 1 

I 1 

L,' = R, = (1000)
2 

R,' = L, = (1111)
2 

This swap is shown in Figure 2-5. 
L, R, 

1 

>< 
0 ol 

0 0 ol I 1 1 I 
L,O R,□ 

Figure 2-5: Swapping the higher- and lower-order bits 

PSl<:FOl<:M THS FINAL. PSl<:MUTATION 

Based on the final permutation FP in Table 2-6, we transpose each bit to a new 
position. 



TAB"S Z-6: FINA" PSl<MUTATION FP 

Input bits ( original b, b, b, b, b, b• b, bs 

position) 

Output bits (using b, b, bs b, b, b, bs b, 

original input 

positions) 

For example, if you look at Table 2-2, you'll see that the fifth input bit (b
5
) 

becomes the seventh bit in the output. When the seventh bit (b7) is processed 
in Table 2-6, it becomes the fifth bit in the output, which means the bit reverts 
to its initial position. Figure 2-6 shows the initial and final permutations. 

Initial 
--+ 

permutation IP 

Final 
--+ 

permutation FP 

Input bit position 

4 6 7 8 

4 6 7 8 

4 6 7 

Output bit position 

Figure 2-6: The process of putting an 8 -bit block through IP and FP. The initial 
permutation IP and final permutation FP are inverses of one another. 

The process shown in Table 2-6 results in L
2
" and R

2
", which when com­

bined result in our 8-bit ciphertext: 

L
2
□= (1000)

2 

R
2
□= (1111)

2 

The resulting ciphertext is (11101010),, as shown in Figure 2-7. 

L,□ R,□ 

Final 
--+ 

permutation FP 

1��Jie1 I

Ciphertext - I 1 0 I j 1 0 0 I
L,□ R,□

Figure 2-7: The resulting ciphertext from the final permutation FP 
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DSC�PTIN6 A Df� CIPHSJ<TSXT 

Now, we'll try to decrypt the DES ciphertext from Figure 2-7 into its original 
plaintext. For decryption, you apply the same steps shown in Figure 2-1. 

P!?l<:FOl<:M TH!? INITIAL. P!?l<:MUTATION 

The ciphertext is made up of its left and right sides, L
2
" and R

2
". In the initial 

permutation, both sides of the ciphertext's bits (11101010) were rearranged 
according to the initial permutation chart in Table 2-2. 

:>!?PAl<:AT!? DATA IN TO H16H!?I<:- AND l..OW!?l<:-01<:D!?I<: BIT5 

The permutated bits are separated into four higher-order bits (left side) L
0 

and 
four lower-order bits (right side) R

0
• These bits are the same as L

2
' and R2. In 

equation form , this is the opposite of the final permutation when encrypting 
with DES: 

L
0 

� (1000), ( � L,') 

R,, � (lll l ), ( � R,')

Figure 2-8 shows the initial permutation and separation processes together. 

Ciphertext -. 

Initial 
_____. 

permutation IP 

Output from 

permutation 
0 

L,□ 

0 

R,□ 

o I �I __ o __ o_� 

Figure 2-8: Output after applying the initial permutation IP to the ciphertext 

ROUND 1 

The first round of decryption inverts the last round of encryption, so we start 
by applying the expansion function E from Table 2-3 on R

0
• The expansion func­

tion duplicates the first two bits of R
0 

and attaches them to the end of R
0
: 

R
0 

� (1111), ( /' 0 R
0 

� (111111)
2 

We calculate the XOR of R
0 

and key K
2

• As a reminder,� is (111000),. 

R
0 

D K
2 

� (111111)
2 

D (111000)
2 

� (000111)2 

We then compress and substitute the result from the previous step 
(000111)2 using the S-box in Table 2-4. We select the first and last bits of 
the result, (000111),: combine those two bits into one binary number, (01),: 

c;>!,Ci<YPT1N6 A c::>e� CIPHE,l<Tf;)(T '17 



and convert the number to decimal. (0lh:;;; (l)
i0

. We then convert the remain­
ing four bits from the original binary number (0011), to decimal, (0011) 2 = (3)w 
In Table 2-4, we find where the two decimal values intersect. The column num­
ber is 3 and the row is 1, so the intersecting value is (4)

10 
(the position that is 

circled in Table 2-4), The intersecting value is converted into binary to produce 
(0100),. Then we use the permutation PS from Table 2-5 on this binary number, 
so (0100), becomes (0001),. Finally, this function can be expressed as follows: 

f(K
2
, R

0
) = (0001), 

So far, we've found the output for the four higher-order bits L1 and calcu­
Iatedf(K

2
, R

0
) = (0001)

2
• With this information, we can also derive R

1
. We first 

take L1 and set it equal to R0• Then, we derive R1 by XORing L0 andf(K,, R0). 

We'll find the output for the four lower-order bits R
1 

as follows: 

L, = R
0 

= (1111), 

R, = L
0 

D f(K
2
, R

0
) = (1000), + (0001), = (1001)

2 

Now that we have finished the first round, we'll perform the second round. 

ROUND Z 

As we did in all the previous rounds, we first findf(K
i
, R,) by applying the 

expansion function E from Table 2-3 on R
1
: 

We calculate the XOR of R1 and the key K1• The key K1 is equal to (110001),, 

R, □ K, = (011001)
2 

D (110001)
2 

= (101000), 

Then we put R, Gl K, through the S-box using the permutation PS from 
Table 2-5. Doing so rearranges the position of the binary number's bits so that 
it becomes the following: 

(1101), 0 (0111), 

Finally, this whole process is expressed in equation form as this: 

In Figure 2-12, the output of round 2 is the four higher-order bits (left side) 
L

2 
and four lower-order bits (right side) R

2
, which are found using the following 

equations: 

L, = R, = (1001)
2 

R, = L
1 

D f(K,, R,) = (1111)
2 

D (0111)
2 

= (1000)
2 

L
2 

is set equal to R
1
, which in this case is the binary value 1001. R

2 
is found 

by XO Ring L1 andf(K1, Ri
). 
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In the final stage of the process in Figure 2-1, we swap the higher-order 
bits. L

2
, and lower-order bits, R

2
, to find L

2
' and R

2
', as seen in Figure 2-9. 

L, R, 

I 1 
0 

>< 
0 oi 

11 
0 0 al 11 

0 0 
1 I 

L,□ 

Figure 2-9: Swapping the left and right bits 

This swap is represented by the following equations: 

L,' = R, = (1000)
2 

R
z
' = L

2 
= (1001)

2 

L
2
" and R

2
" are found by performing the final permutation FP from Table 2-6 

on L
2
' and R/. Using Table 2-1, L

2
" is then converted from binary to the charac­

ter "'M", and R
2
" is converted to "'C". 

L,□= (1100)
2 

R,D= (0010)
2 

You can see this process in Figure 2-10. 

L,□ R,□ 

Final 
� 

permutation FP 

��Joel 

Plaintext - I 1 0 0 I I O O O I 
L,□("M") R,□("C") 

Figure 2-10: The.final permutation performed on the bits oJL,'' and Rz'' 

The plaintext is 1100 0010, which is the character string "MC". 
We can see that the resulting 8-bit output data corresponds with the 

original plain text, so the ciphertext has been decrypted. As you can see, 
decryption is the same process as encryption, just with the order of keys 
reversed. The relationship between encryption and decryption processes is 
shown in Figure 2-11. 
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Encryption process 

(j) Plaintext (11000010) 

@ Initial permutation (10001001) 

® L
0 

(1000) R
0 

(1001) 
KeyK1 � 

L, (1001) R, (1111) 
KeyK,-+ 

L, (1111) R, (1000) 

® L,□(1000) R,□(1111) 

rJ) 
Final permutation 

(11101010) ciphertext 

(j)--f) 

@--0 

Decryption process 

Ciphertext (11101010) 

Initial permutation (10001111) 

L
0 

(1000) R
0 

(1111) 

L, (1111) R, (1001) 

L, (1001) R, (1000) 

L,□(1000) R,□(1001) 

Final permutation 
(11000010) plaintext 

0 

8 

t) 

+-Key K, 
0 

+-KeyK
1 

0 

0 

e 

CT)+----+-@ 
D

e careful when swapping the places 

® +----+- O 0
�:d

e 
f�u

u
r
r
l:�=r��·::::�i���

L

; 
®--@ (wherei=0, 1,2). ' 
®--8 

0--0 

Figure 2-11: Relationship between the encryption and decryption processes 

Now that we have seen how encryption and decryption are performed using 
reduced DES, let's discuss how keys are generated from the key schedule. 
Reduced DES requires an input of an 8-bit key K,,, and the key given by the 
user generates two 8-bit keys, which are then used in the encryption and 
decryption process. 

K
0 

= (10011001)
2 

The key schedule, which is the procedure for generating the keys K
1 

and 
K

2
, is shown in Figure 2-12. 
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4 bits 

Symmetric private key Ka 

Permuted choice PC-1 

K,o 

+ 
l 

+ 4 bits 

�I��� 
--------t 

Circular shift 1 bit to the left Circular shift 1 bit to the right 

4 bits 4 bits Round 1 
6 bits I cc________J � .. 

KeyK, +-{ PermutedchoicePC-2 )��-------���������:---� ♦ 

----------t 
Circular shift 2 bits to the left Circular shift 2 bits to the right 

4 bits 
D, 

6bits I �2 

Key� +-{ Permuted choice PC-2 ) ,..________J
◄
•-----------------' 

Figure 2· 12: Generating encryption keys and decryption keys 

The symmetric key Ko is permuted according to PC-1. 

K
0
' = (00110101)

2 

The bits are transposed, as shown in Table 2-7. 

4 higher- 4 lower-

order bits order bits 

Input bits ( original b, b, b, b, b, b
6 

b, bs 
position) 

Output bits (using b, b
5 

b, bs b, b, b, b, 

original input 

positions) 

4 bits 
Round 2 



When the transposition in Table 2-7 is applied to K,,, we acquire K,,', as 
shown in Figure 2-13. 

Initial key K, - I 1 o o O O 1 I 

c:i����l _.��------� �------�
K,D -10 0 1 I IO O 1 I 

Figure 2-13: Permuted choice PC-1 

Here, K,,' is divided into C
0

, which is made up of the four higher-order bits, 
and D

0
, the key's four lower-order bits, and is expressed as follows: 

c
0 

= (oon), 

D
0 

= (0101)
2 

C
0 and D

0 
are each rotated one bit to the left, as Figure 2-14 shows, and the 

results are expressed as C
1 

and D
1
• During round 1, bits are all shifted by one 

position. 

C, = (0ll0), 

D, =(1010), 

The bits in C
0 

and D
0 

are rotated independently to produce C
1 

and D
I
' as 

shown in Figure 2-14. 

Rotate 1 bit 
-----+ 

to the left 

Figure 2-14: Rotating C
0 

and D
0 

one bit to the left 

peµ:foµ:M peµ:MUTeD CHOICe PC-2 
Based on permuted choice PC-2, C

1 
and D

1 
are compressed from 8 bits to 

6 bits, yielding the key K
l
' which is used in round 1 of encryption. 

K, = (ll0001)
2 
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Permuted choice PC-2 is shown in Table 2-8. 

TABl-e Z-8: PE'l<MiJTeD C:HOIC:e PC-Z 

Position of input bits b, b, b, b, b, b• b, bs 

Output labeled with b, b, b, bs b• b, 

original input bits 

Figure 2-15 shows the results of applying permuted choice PC-2 from 
Table 2-8 to C1 and D 1• 

Figure 2-15: Permuted choice PC-2 

Repeating the key schedule steps will yield new keys to use for reduced DES. 

F:OTATe THe BIT$ A<SAIN 

Now we are going to generate K_,. Each bit of C
1 

and D
1 

is rotated to the left by 
two bits, as shown in Figure 2-16. 

Rotate 2 bits
� 

to the left 

c, 

Figure 2-16: Rotating C1 and 01 two bits to the left 

This results in C
2 

and D
2
: 

COMP!<� THe BIT$ 

c, = (1001), 

D, = (1010)
2 

D, 

Based on permuted choice PC-2 in Table 2-8. C
2 

and D
2 

are compressed from a 
total of 8 bits to 6 bits. This yields key K2, which is used in the second round of 
encryption: 

K
2 

= (111000)
2 



Figure 2-17 shows how permuted choice PC-2 compresses the bits of C2 
andD2• 

Permuted � 
choice PC-2 

Figure 2-17: Using permuted choice PC-2 to produce K
2 

We've learned how reduced DES works, As mentioned at the beginning of this 
chapter, real DES used in practice is more complex. 

DES (and its reduced version) is no longer secure and should not 

be used in any practical implementations. 
Reduced DES is a modified DES that encrypts and decrypts only 8-bit mes­

sages using an 8-bit key, while real DES encrypts and decrypts 64-bit messages 
with a 56-bit key. This means that all of the procedures done in real DES use 
a different expansion function,J function, and S-box to accommodate for the 
size of the inputs. In addition, real DES performs 16 rounds rather than the 
2 rounds of the Feistel network. The key schedule is also different, because 
real DES generates 16 keys and performs only one circular bit shift rather 
than two. 

Although we didn't cover real DES, this section should still give you an idea 
of just how involved, exhaustive, and particular the steps in modem-day encryp­
tion schemes are. 
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PUB�IC-KSY 

fNCfzyPTION 



THS 8A51C5 OF 

PUBL.IC-KSY eNcµ:YPTION 

:-HOOT, NOW I'M 
BRO!<�! 

106 CHAPT!,1' 3 PUEll-lC•l<eY eNCJ<YPTION 

THAN!<5, 
BIG BROTH�R! 



l5N'T THAT DAN6SROU5? 
I MSAN, WHAT If YOUR 
CRSDIT CAl-(D INFO 15 

5TOI.-SN? 

THAT'<;; WHY we u-:;e 
PUBI.-IC-l<SY SNC�PTION­

TO PReveNT YOUR 
TRAN5ACTION5 F ROM 
BSINS INTe RCSPTeD! 

{:J 
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�"% l (j 
:�) w .Y-

[Q; 
i§ -

DESIGNER PURSE 

¥ 300,000

AND PJ.:E;$TO! 
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a Certificate 

General �!Ms CerlifkalionPath 

Show:.:"'=..'--------' 

Rold 

Valid from 
Validto 
"""" 

:;:P\blic:�yparameters 
c;,,h......tl --

WHOA! THAT'5 AN 

AWFUUY 1.-0NS 

HSXADSCIMAL- 5T�IN6! 

,..., 

""'" 

US, Bitdo!feider, IDS, Bitdo!fffl 
.
_

-

r 
Sallrday,.l.Jy 15, 20175:00:. 
Monday, Juy 16, 2018 5:00:0. 
nos0'ch.com,Cb.d'l¥e,Inc. 

0500 

~•sN 

X 

You can view the public key used for 
encrypting messages to a website you 
are currently communicating with 
in your web browser. If you're using 
Google Chrome, click the lock sym-
bol in the address bar, and then click 
the Valid option under the Certificate 
heading. Switch to the Details tab and 
select Public key. You would also click 
the lock symbol in Firefox and Safari to 
view your SSL certificate. 
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NOW l..fi'5 L.eAl<N 

ABOUT A5YMM!;;Tl<IC 

Cl<Y PTO61<APHY .•. 

WHICHMO?T 

pe;oPL.e U5e 

1<e6Ul..Al<l..Y ON THe 

INTei<Nf:;T WITHOUT 

1<eAl..lZIN6! 

TH!;;N WHY 15 

IT O't'.AY FOi< 

THI;; l(f:;Y TO Be 

Dl$COV!;;l<ABL.e; IN 

THI$ CA$!;;? 

110 CHAPWI< 3 PlJBL-IC·KSY SNCl<YPTION 

Public key 

IN THe CIPHe!Z5 we'Ve 

5TUDleD UNTIL- THl5 POINT, 

THe �ey AL-WAY5 HAD TO 

5TAY 5ecizer, IZl0HT? 



IN OTHE:R WORD$, 
WHE:N WE: WE:RE: 

$HOPPIN6 JU$T NOW, 
THE: CU$TOME:R DATA 

WA$ E:NCl<!YPTE:D WITH 
A PUBL-IC l<E:Y .•. 

. 

Sender 

II 
ONe PUl't$e, 

Pl-eAse! 
-7 

Plain text 

Public key 
Ciphertext 

The recipient (the retailer) makes the public 
key P

k 
(the encryption key) open to the public 

but keeps the private key s
k 

(the decryption 
key) secret. 

THeN THe KeY U$eD FOl't 
eNCl'tYPTON AND THe KeY 

useD FOl't DeCl'tYPTION 
Al'te DIFFel'teNT? 

YE:P! AND THI$ 
1$ KNOWN A$ 
A:WMMeTRIC 
eNCRYPTION. 

AND WA$ 
DE:CRYPTE:D WITH 
A PRIVATE: l<E:Y BY 

THE: RE:TAIL-E:I<!. 

THANK YOU FOl't Y 
� E!U$INe$$! , 

if 
'IE("-, 

::: tr::::

THE: E:NCl<!YPTION $CHE:ME: 
1$ ONE: PART OF 

Pl/8/.../C-KeY 
CRYPT0<3RAPHY, 

WHICH 1$ AL-$O CAL-�E:D 
A5YMMeTRIC 

CRYPT0<3RAPHY. 
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8cCAU5c cVc�ONc 
INVOL.VcD IN THc 

CORRc5PONDcNCc HA5 
ONc PRIVATc KcY AND ONc 

PUBI..IC KcY cACH. 

cVcRYONc CAN 
COMMUNICATc WITH A 

5MAL.l..cR TOTAL. NUMBcR 
Of KcY5. 

7INCc YOU CAN 
cNC�PT U51N0 

A PUBL.ICL.Y 
ACCC77IBL.c KcY ... 

THcRc MU5T Be WAY 
MORc KcY5 THAN IN 
THc 5YMMfiRIC-KcY 

5CHcMc! 

In the public-key encryption scheme. 
even if n users were communicating with 
encryption, the total number of keys 
involved is only 2n. That's because each 

user's public key from their key pair is 
what others will use to encrypt a message 
to that person. When there are 1,000 users 
in a symmetric-key scheme, the number 
of keys is calculated as follows (using the 
equation on page 61): 

1,000 oo(l,000 -1) 
LOOO C2 :::: 

2 

This means that you need 499,500 8
keys for a symmetric-key scheme. But �or WOW! 
public-key encryption, the key calculation 
is just 2 x 1 ,000, which means you need 
only 2,000 keys. 

KcY Dcl..lVcRY 
15N'T AN l57Uc­

UNl..1Kc WITH A 
5YMMfiRIC KcY. 
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THAT'$ 

J , / 

excel.-LSNT! 50 WHAT IF Wf; 
Wf;f:f; TO JU5T 5TOP 

U5IN6 5YMMF3'TF:IC 
l(F;Y5 AND ONI-Y 
U5f3' PUBI-IC-l(F;Y 
CF:YPTO6F:APHY? 

ye,5, THE, KE,Y$ Ai<E, MUCH I.ON6E,i< 
FOi< PU131-IC·KE,Y E,NCi<YPTION, 

13UT THAT l$N'T THE, MAIN 1<E,A$ON 
OTHE,1< TYP!,$ OF Cl<YPTO61<APHY 

Ai<E, U$E,D. PUl31-IC·KE,Y 
Ci<YPTO61<APHY J<E,QUl1<E,$ A I.OT 

OF CAI-CUI-ATION$-

MANY MOi<E, THAN 
IN OTHE,1< TYPE,$ OF 

Cl<YPTO61<APHY! 

BUT Al<SN'T PUBl-lC 
!<SY$ INCl<SDIBI.-Y 

1.-0N6? 

THF; l(f;Y 5IZf3' OF 
A 5YMMF3'TF:IC l(f;Y 

15 64, 128, OF: 256 
BIT5, BUT PUBI-IC 

l(f;Y5 CAN BF; 
F;VF;N I-ON6f;F: AT 

1,024 BIT5! 

WS'U $TUDY THI$ IN 

CHAPTSI< 4, 

COMBININ6 $YMMSTl<IC-l<SY AND 
PUBL-IC-l<SY SNCl<YPTION. 

Al-$O, WHE,N A 
ME,$$A6E, I$ 

E,NC!<YPTE,D U$IN6 
A $YMME,Ti<IC·KE,Y 

Al-6Oi<ITHM, 
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WHeN YOU U$e A PU81-IC �eY, 
THe�e'$ NO WAY FO� THe 
�f;CIPISNT TO ve�IFY THe 
IDSNTITY OF THe $SNDe�! 

Ll�e $YMMeT�IC-�eY 
MSTHOD$, PU81-IC-�SY 
C�O$Y$TeM$ HAVe 

VA�IOU$ $CHSMS$. 
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MATHE,MATICAL. DE,PE,NDE,NCI� OF PIJBL.IC-1<.E,Y £:NC�YPTION 

PUBL.IC-l<SY SNCl<YPTION ?CHSMS? J<SL.Y ON TWO TYPS? 
OF MATHSMATICAL. Pl<OBL.SM7: 

THe 1NTeee1< 
FACTOl<IZATION 

Pl<OBL.SM I? U?SD BY 
R?A SNCl<YPTION, RABIN 
eNCl<YPTION, AND orHei< 

?CHSMS?. 

I NeeD TO KNOW MATH?! DON'T WOJ<:RY! I'L.L 
WACH YOU THS MATH 
BSHIND SNCRYPTION 
7TAl<TIN6 FJ<OM THe 

WHY DO we HAVe 
TO 1.-SAl<N ?UCH 
DIFFICUL.T MATH? 

BA?IC?. 

TO UNDf;Ft5TAND THe 
5TFtUCTUiate OF A 

CFtYPTO5Y5TeM, YOU 
NeeD TO l<NOW THe 

MATH 61,HIND IT! 

THe Dl?Cl<STe 
1.-OGAl<ITHM Pl<OBL.SM 
I? U?SD BY el-6AMAL. 

SNCl<YPTION, D?A 
AUTHSNTICATION, AND 

?0 0N. 

YOU CAN THINI< OF eNCfzyPTION 
A5 A HAFtD·TO-5Ol-Ve MATH 
PFtO6l-eM WHeiate '3,f;CUFtlTY 

INCFteA5e5 WITH THe 
DIFFICUl-TY OF THe PFtO6l-eM. 

THe MO.te TIMI, NeeDeD 
5Ol-Ve A PFtO6l-eM, THe 

eiat THe PFtOEll-f;M 15. 

Fll<?T I'L.L SXPL.AIN 
ONS-WAY FUNCTION?, 

WHICH Ai<e NSeDeD 
TO 6UAl<ANTee THe 

?SCU!<ITY OF PUBL.IC­
l<SY SNCRYPTION. 
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0NF;-WAY FUNCTION? 

A one-way Junction is a function F for which it is easy to compute F(x) for 
a given input x but not easy to find the input x given the calculation of F(x). 
Let's look at an example of a one-way function. 

INTe&e/i? FACTO/i?li:ATION Pfi?Of'JteM 

Multiplying two large prime numbers and finding the resulting compos-
ite number is simple. On the other hand, attempting to find the original 
two primes is exceedingly difficult when you are given only the composite 
number. The process of deriving the original primes based on the compos­
ite number is known as the integer factorization problem ( explained later in 
"Prime Numbers and Integer Factorization" on page 120). 

l?/'5C/i?eTe lO&Afi?ITHM Pfi?Of'JteM 

Consider the following equation, which uses modular arithmetic: 

a' � y(modp) 

When you know a and x, finding y is comparatively simple. But if you 
know a and y, finding x, the logarithm of y, is extraordinarily difficult. This 
is the discrete logarithm problem. 

THAT'? A I-OT 
Of COMPL.el< 

TE;i<MINOL.O6Y, 

YOU 1<eAL.I..Y 
MeAN THAT, 

1<16HT?! 

BUT YOU'L.I.. COMe 
TO UNDE;i<?TAND IT 
1-1me BY 1-1n1-e. 
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BY THS WAY, WHY 
15 THe ONe­

WAY FUNCTION 
NSCS?:,A� 

IN PU01..IC·l<SY C�PTOSRAPHY, 
WITHOUT THe ONe-WAY 

FUNCTION, THSRS'5 THe D ANSSR 
OF 50MSONe INFSRRINS THe 

PRIVATe l<SY. 

IN A 5YMMSTRIC·l<SY 
AI.. SORITHM, DOS5N'T 

OSCRYPTION INVOI..Ve RSVSR51N6 
THe eNCRYPTION PROCf;5:,? 

YOU JU5T U5e 
THe PRIVATe i<eY 

TO D SCRYPT, 
DON'T YOU? 

IF YOU U5e 
A ONS-WAY 

FUNCTION, ooe5N'T 
oeCRYPTION 0ecoMe 

IMP0?:,101..S? 

A ONS·WAY FUNCTION 15 A�50 
l<NOWN AS- A Tf<APPOOI< F/JNCT!ON. 

YOU CAN FIND THS INPUT U51N6 THS 
PF:IVATS !<SY, 50 THS FUNCTION ON�Y 
APPSAF:5 TO 6S ONS-WAY TO TH05S 

WITHOUT THS !<SY. 
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If you leave through an automatically locking door, then without a key, you 
can't get back in. A function with this type of structure is known as a trapdoor 
function. 

C 
Without a key, you can 

leave the room. 

�E:T'5 TAl<e A �001< AT THE: 
BlfcrH OF �:,A E:NC�YPTION, 

WHICH 15 A PUB�IC-!<eY 
eNC�YPTION 5CHE:Me, 

But without a key, you 
can't enter the room. 

A5 WE:L.L A5 HOW TO U5e THE: 
MATHE:MATIC5 BeHIND IT! 
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C 
If you have a key, you 
can enter the room. 



THE: Bl!c:TH OF F:SA f:NC!c:YPTION 

RSA was introduced in 1977 as the world's first public-key encryption system. 
Its name derives from the initials of the three American researchers who devel� 
oped it: Rivest, Shamir, and Adleman. 

RSA's strength lies in the difficulty of solving the integer factorization prob­
lem developers published in a science magazine in 1977. The problem involves 
applying integer factorization to a given number to decipher a message. 

Here is the 129-digit natural number they presented: 

,, 

I 
1143816257578888676692357799761466120102182967212 
4236256256184293570693524573389783059712356395870 
5058989075147599290026879543541 

t. 

Not until 1994 was the number's integer factorization calculated and the 
message deciphered. Doing so took some 1,600 computers. It may seem as 
though 17 years is a long time to find the factors of a number, but one of the 
RSA developers, Rivest, had anticipated that it would take a thousand years, 
so the creators were actually surprised the cipher was cracked when it was. 
Incidentally, the decoded message was "THE MAGIC WORDS ARE SQUEAMISH 
OSSIFRAGE." 

The numbers currently used in RSA encryption are more than 300 digits 
long in base 10 and, even with computers, would take an astronomical amount 
of time to perform integer factorization on. 
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PRIMS NUMB6R5 AND 

INT666R FACTORIZATION 

Fll<:ST, $OM£; 
MATel<:IAL-5! THese 

WIL-1.. HeL-P YOU 
UNDel<:STAND F:$A. 
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TH£;!<:£;'$ NOTHING FUN 
ABOUT THIS! 

1 GAve UP ON 
Al<:ITHM£;TJC A$ 
SOON A$ we 

STAl<:TeD DIVIDING 
Fl<:ACTION$. 



IN THe MATH BeHIND R$A, 

YOU ONI.-Y HAVE; TO WORK 
WITH NATURAL- NUMBE;R$. 

THeRe AReN'T ANY 
IRRATIONAL- NUMBE;R$ 

OR FRACTION$-
1<eep THI$ IN MIND! 

Rational 
numbers 

Integers 

Numbers 
comprising integers 

and fractions 

Numbers 
comprising natural 

numbers, 0, and 
negative integers 

(, .. , -2, -1, 0, 
1, 2, 3, ... ) 

Fractions 

Numbers that are 
expressed as the ratio of 

two integers and that, when 
expressed as decimals, are 

either finite or repeating 

Irrational 
numbers 

Numbers that can't be expressed 
as a ratio of two integers and 

that, in decimal form, are 
expressed as noncyclical infinite 

decimals (✓2, 1t, e, and so on) 

TIME; FOR A 
PROBI.-E;M! 

Natural 
numbers 

Integers not 
less than 1 
(1, 2,3, ... ) 

Nonnegative 
integers 

Integers that are 
not negative 

(0, 1, 2, 3, ... ) 
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�IMPL.e! 

He!<!£;'$ THe ReL.ATION$HIP 
BeTweeN THe NUMB£;!<! OF 
PeOPL.e AND THe NUMB£;!<! 

OFO!i!ANS�: 

0 0 
Number of 

children 

1 

2 

3 

5 

6 

10 

15 

30 

AND THeN THel<!e Ali!£; 
$OM£; NATURAL. NUMB£;!<!$ 

THAT Ali!e DIVl$IBL.e 
BY NOTHINS BUT 1 AND 
TH£;M$£;1..V£;$-THO?e 

Ali!e i<NOWN A$ P!</Me 
NUM8e!<:?. 

Oranges 

per child 

30 

15 

10 

6 

5 

3 

2 

1 

THAT'$ IT! 

A NUMB£;!<! THAT DIVID£;$ 
peopi..e, Oli!AN6£;$, AND 
OTHeli! THINS$ WITH NO 

li!f;MAINDeK .. 

THe DIVl$01<!$ COii! 
FACTOR$) OF 30 Ali!£; 
1, Z, 3, S, 6, 10, 15, AND 

30-elSHT IN AL.L. 

A FUNDAMeNTAL. !i!UL.e 
OF MATHeMATIC$ 1$ 
THAT 1 1$N'T A PRIM£; 

NUMBeK 
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2 Divisible only by itself (2) and 1 

3 Divisible only by itself (3) and 1 

4 Divisible by 2 

5 Divisible only by itself (5) and 1 

6 Divisible by 2 and 3 

7 Divisible only by itself (7) and 1 

8 Divisible by 2 and 4 

9 Divisible by 3 

10 Divisible by 2 and 5 

11 Divisible only by itself (11) and 1 

12 Divisible by 2, 3, 4, and 6 

13 Divisible only by itself (13) and 1 

14 Divisible by 2 and 7 

15 Divisible by 3 and 5 

16 Divisible by 2, 4, and 8 

17 Divisible only by itself (17) and 1 

18 Divisible by 2, 3, 6, and 9 

19 Divisible only by itself (19) and 1 

20 Divisible by 2, 4, 5, and 10 

NONPl<IME: NUMBE:1<5 
Al<E: CAt...l.E:D 

COMP05/Tf: NLJMBE:!<5, 
AND THE:Y CAN BE: 

E:l<Pl<E:5�E:D A5 THE: 
Pl<ODUCT OF ONE: 01< 

MOl<E: Pl<IME:5. 

Prime number 

Prime number 

Not prime 

Prime number 

Not prime 

Prime number 

Not prime 

Not prime 

Not prime 

Prime number 

Not prime 

Prime number 

Not prime 

Not prime 

Not prime 

Prime number 

Not prime 

Prime number 

Not prime 
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4; 2
2

; 2 X 2 

6;2x3 

8; 2
3

; 2 X 2 X 2 

9; 3
2

; 3 X 3 

1Q;2x5 

12 ; 2
2 

X 3 ; 2 X 2 X 3 

14; 2 X 7 

15; 3 X 5 

16; 2
4 

; 2 X 2 X 2 X 2 

18 ; 2 X 3
2 

; 2 X 3 X 3 

20 ; 2
2 

X 5 ; 2 X 2 X 5 

DO we HAVe TO 

IN$Pf;CT eACH AND 
eve�Y NUMB£;� TO 

DeTe�MINf; WHeTHe� 

IT'$ P�IMf;? 

WHeN A NATU�AI.. NUMB£;� N 1$N'T 

DIVl$1BL.e BY AI..L OF THe �IMf; 
NUMB£;�$ !..£;$, THAN ✓N, THe NATUAAI.. 

NUMB£;� N 1$ A P�IMe NUMB£;�. 

124 CHAPTe� 3 PVEl"IC-1<!,Y 1,NC�ON 

INT!,61,� FACTO�IZATION FO� 
ANY COMPO$ITI, NUMEII,� HA$ 

ON"Y ON!, �!,$U"T. AUO�DIN6 
TO THI, //N!Q//li FACTO/<IZAT!ON 
THliOl<li/11, !,ACH FACTO�IZATION 
FO� A COMPO$ITI, NUMEII,� I$ 
A"$O UNIGUe TO THAT NUME!e�. 

TO �l,$1,l<\II, THe INTl,61,� 
FACTO�IZATION'$ UNIGU!,N!,$$, 

we DON'T CAT!,6O�1Zf; 1 A$ 
A �IMI, NUMEII,�. 

IF 1 we�e P�IMI,, NUMEII,�$ 
COUW HAVe MO�!, THAN ON!, 

FACTO�IZATION. FO� !,)(AMp"i;, THI, 
FACTO�$ OF 6 WOUW Ell, 60TH 

3 X 2 AND 3 X 2 X 1. 

FO�NATel..Y, we CAN U$f; 

A MeTHOD �OWN A$ THe 
7//3V/3 OP !3/<AT07THl3Nl37. 



THIN� OF N A$ BSIN6 
SQUAI.. TO pq. 

50 IF BOTH p AND 
q Al<e I..A1<6e1< THAN 
"JN, THSII< Pl<ODUCT 
WOUI..D HAve TO Be 

61<eAre1< THAN N. 

50 WHAT'$ 13/<A ...

WHATeve1< IT 15 
YOU $AID? 

p 
> ✓

N 

AND q > ✓N 

l 
pq > N 

IF N CAN Be eXPl<S55eD 
A$ THe Pl<ODUCT OF THe 
TWO Pl<IMS NUMBS!<$ pq,
AT I..SA5T p 01< q MUST Be 
l..e55 THAN ✓N. 
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TH£; ?leve; OF 
f=AATO?THf;N� AN f;FFIClf;NT 

MfiHOD OF Df;Tf;F:MININ0 
WH£;TH£;fi: A NUMB£;fi: 

l? Pfi:IMf;. 

Ot 

W0l<ATTHI? 
Pl<!INTOUT. 

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 

21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 

61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80 

81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100 

101 102 103 104 105 106 107 108 109 110 111 112 113 114 115 116 117 118 119 120 

121 122 123 124 125 126 127 128 129 130 131 132 133 134 135 136 137 138 139 140 

141 142 143 144 145 146 147 148 149 150 151 152 153 154 155 156 157 158 159 160 

161 162 163 164 165 166 167 168 169 170 171 172 173 174 175 176 177 178 179 180 

181 182 183 184 185 186 187 188 189 190 191 192 193 194 195 196 197 198 199 200 

201 202 203 204 205 206 207 208 209 210 211 212 213 214 215 216 217 218 219 220 

221 222 223 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239 240 

241 242 243 244 245 246 247 248 249 250 251 252 253 254 255 256 257 258 259 260 

261 262 263 264 265 266 267 268 269 270 271 272 273 274 275 276 277 278 279 280 

281 282 283 284 285 286 287 288 289 290 291 292 293 294 295 296 297 298 299 300 

301 302 303 304 305 306 307 308 309 310 311 312 313 314 315 316 317 318 319 320 

321 322 323 324 325 326 327 328 329 330 331 332 333 334 335 336 337 338 339 340 

341 342 343 344 345 346 347 348 349 350 351 352 353 354 355 356 357 358 359 360 

361 362 363 364 365 366 367 368 369 370 371 372 373 374 375 376 377 378 379 380 

381 382 383 384 385 386 387 388 389 390 391 392 393 394 395 396 397 398 399 400 

:,INC£; ✓400 = 20, TH£; 
PF:IMf; NUMBf;fi:? I,�,, 

THAN 400 CAN'T Bf; 
DIVIDf;D BY PF:IMf; 

NUMBf;fi:? 0F:f;ATf;F: 
THAN 20. 

TH£; ?e;T {2, 3, 5, 7, 11, 
13, 17, 1q} COMPF:1?� AU 
OF TH£; PF:IMf; NUMBf;fi:? 

1-�:>THAN 20. 
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2 3 4 5 6 7 8 9 IO II 12 13 14 15 16 17 IS 19 20 

21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 

61 62 63 64 65 66 67 68 69 70 7l 72 73 74 75 76 77 78 79 so 

81 82 63 84 65 66 87 68 89 90 91 92 93 94 95 96 97 98 99 100 

101 102 103 104 105 106 107 108 109 110 Ill 112 113 114 115 116 ll7 118 119 120 

121 122 123 124 125 126 127 128 129 130 131 132 133 134 135 136 137 138 139 140 

141 142 143 144 145 146 147 148 149 150 151 152 153 154 155 156 157 158 159 160 

161 162 163 164 165 166 167 168 169 170 171 172 173 174 175 176 177 178 179 180 

181 182 163 184 185 186 187 188 189 190 191 192 193 194 195 196 197 198 199 200 

201 202 203 204 205 206 207 208 209 210 211 212 213 214 215 216 217 218 219 220 

221 222 223 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239 240 

241 242 243 244 245 246 247 248 249 250 251 252 253 254 255 256 257 258 259 260 

261 262 263 264 265 266 267 268 269 270 271 272 273 274 275 276 277 278 279 280 

281 282 263 284 285 286 287 288 289 290 291 292 293 294 295 296 297 298 299 300 

301 302 303 304 305 306 307 308 309 310 3ll 312 313 314 315 316 317 318 319 320 

321 322 323 324 325 326 327 328 329 330 331 332 333 334 335 336 337 338 339 340 

341 342 343 344 345 346 347 348 319 350 351 352 353 354 355 356 357 358 359 360 

361 362 363 364 365 366 367 368 369 370 371 372 373 374 375 376 377 378 379 380 

381 382 363 384 385 386 387 388 389 390 391 392 393 394 395 396 397 398 399 400 

/ 

'--

13 15 17 19 

21 23 25 27 29 31 33 35 37 39 AFTBF<! THAT, 
41 43 45 47 49 51 53 55 57 59 DO THe $AMe 
61 63 65 67 69 71 73 75 77 79 THINS FOF<! Al-I. 

81 83 65 87 89 91 93 95 97 99 PF<!IMB NUMBBF<:$ 

101 103 105 107 109 Ill ll3 115 ll7 ll9 THF<!OU0H 1q, 

121 123 125 127 129 131 133 135 137 139 

111 143 145 147 149 151 153 155 157 159 

161 163 165 167 169 l7l 173 175 177 179 

181 163 165 187 189 191 193 195 197 199 

201 203 205 207 209 211 213 215 217 219 

221 223 225 227 229 231 233 235 237 239 

241 243 245 247 249 251 253 255 257 259 

261 263 265 267 269 271 273 275 277 279 

281 283 265 287 289 291 293 295 297 299 

301 303 305 307 309 311 313 315 317 319 

321 323 325 327 329 331 333 335 337 339 

341 343 345 347 349 351 353 355 357 359 

361 363 365 367 369 371 373 375 377 379 

381 383 365 387 389 391 393 395 397 399 
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2 3 5 7 11 13 17 19 

23 29 31 37 

41 43 47 53 59 

61 67 71 73 79 

83 89 97 

101 103 107 109 113 

127 131 137 139 

149 151 157 

163 167 173 179 

181 191 193 197 199 

211 

223 227 229 233 239 

241 251 257 

263 269 271 277 

281 283 293 

307 311 313 317 

331 337 

347 349 353 359 

367 373 379 

383 389 397 

LOOI(! NOW we'�e 

l-SFT WITH eve�Y 
P�IMS NUMBS� 

TH�OUGH 400! 
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BUT FINDING/ L-A1<6SI< 

Pl<IMS$ WOUL-D BS 

TOU6H SITHSI< WAY! 

TYP� OF Pl<IMAI..ITY T�T5 

ND Al<SN'T THS 

!<IMS NUMBS!<$ 

U?SD IN !<$A 

we HAYS A MeTHOD 

TO DSTSl<MINS 

WHSTHSI< 01< NOT IT 

1$ Tl<UL-Y Pl<IMS. 

The sieve of Eratosthenes is a reliable method for finding prime numbers. 
When determining whether a very large number is prime, however. using this 
method takes a great deal of time. Instead. we can use Fermat's method. It 
isn't completely reliable because it determines prime numbers probabilisti­
cally. but it is faster. We'll cover Fermat's method in depth later. but for now, 
you just need to know that this method has a small chance of misidentifying a 
nonprime number n (a composite number) as prime. 

We could also use the Miller-Rabin method, which improves upon Fermat's 
method. In a given test. the probability of misidentifying a composite number 
as prime is less than with the Fermat method. In fact, this method can deter­
mine prime numbers with near certainty. 

NUMBS!<$ THAT Al<S Pl<OBABL-S 

Pl<IMS? Al<S i<NOWN A$ 

P,eUI?OPR/Me,. 

Pl<IMe NUMB!,!<$ AND INTe6er< FACTOl<IZATION 1zq 



NeXT, 1.,t;T'5 cHeCI< 
WHeTHeia: INTe6e1< 
FACTOl<IZATION 15 
A5 DIFFICUI..T A5 IT 

5eeM5! 
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RIO, PeRFORM 
AN INTee>eR 

FACTORIZATION 
ON 35. 

THAT'5 eA5Y! 

S x 7! 

PeRFORM A PRIMe 
FACTORIZATION ON 

1,001! 



WHY DO I cser AU 
THe TOU6H ONS??! 

1,001 I? 

7 l< 11 l< 13, 

Fi!l6HT? 
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IT'5 'eA5Y IF 

YOU U5'e A 

FAC:TOF<!IZATION 

FOF<!MUI-A! 
Since x3 + y3 = (x + y)(x

2 - xy + y2

J, 

first think of 1,001 as 103 + l 3 . 

So, 1,001 = 103 + 13 

= (10 + 1) X (100 - 10 + 1) 
= 11 X 91 
= 11 X 7 X 13 

x2 - y2 = (x + y)(x - y), 

so 9,991 = 1002 - 32 

= (100 + 3) X (100 - 3) 
= 103 X 97 
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POTeNTIAL. DIVl$OR$ Of 10,001 AR& PRIM& NUMB&R$ 
I..&$:, THAN ✓1000L L&T'$ CON51D&R &ACH Of TH& 

NUMB&R$ IN TH& $&T {2, 3, �, 7, 11, 13, 17, 1q, 23, 2q, 31, 
37, 41, 43, 47, �3, �, 61, 67, 71, 73, 7q, 83, sq, q7} TO 

FIND POT&NTIAL. DIVl$OR$. 

WH&N we TRY TH&M AL.L OUT, we Dl$COV&R THAT 
10,001 = 73 X 137. 

\\ 
\ 

\ I 

I THIN!( W&'D 
MAI<& SR&AT 

FRl&ND$. 

TH& AN$W&R 1$ 
73 x 137. 

Of COUR$&, we HAVe 
TO CAL.CUL.AT& &ACH 

AND eveRY ON&. 

THAN!<$ 
FOR YOUR 
BU$1N&$:,! 

\_i" 
\:: . ,, 

:::::c:::: .. ''' .... ::::::,+ 
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YOU ME,AN L.ll(f; 

TH£; Ja:f;MAINDf;F: 

NSXT, I-ST'$ TAl(e A 1.-001( 
AT THe RSMAINDSR Of 

INTeSSR DIVl$I0N. 

DIVISION YOU l..f;A!<:N 

IN e;L,e;MeNTAF:Y 

SCHOOL.? 

IN MODUI..A� 
A�llliMSTIC, we 

WOU(.D ex�e� 
THS $AMS SQUATION 

w:erHI5. 

YOU NeeD TO secoMe 
FAMII..IAR WITH MODUl.-0 

OPSAATION$ TO 

UNDSR$TAND Ft,A 
SNCRYPTION. 

1S; 1 (MOD 7) 

THe SQUATION 
RSPRS?SNT$ THe 

RSMAINDeR WHeN YOU 
DIVIDS 1S 6Y 7. 
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\ '

1S + 7; Z 
WITH A RSMAINDSR 

Of1 



IT'? AN AB61-(EiVIATION 
fOI-( MOl?U/...0. 

-----

In typical modular arithmetic. a = b (mod NJ is also 
known as a modulo operation. This equation is read 
as "a and bare congruent modulo N." You can also 
use= instead of= to note congruence. 

15: 1 (MOD 7) 

THI$ f;QUATION 

MeAN$ THAT WHeN 1S AND 
1 Al<e DIVIDf;D BY 7, THe11< 
1<eMAINDe1< 1$ THe $AMe. 

IN OTHel< WOl<D$, 1S AND 1 
MODUL.O 7 Al<e CON61<UeNT. 

1/J 

BUT If IT'? JU?T INTE,(:',E,1-( 
CAL..CUL..ATION, IT'? 

?IMPL..Ei .•. 

6!:iCAU?Ei IT HA? A 
NUM8E,I-( Of VE,� 

?PEiCIFIC ADVANTA6Ei? 
WHY COMPL..ICATEi 

THIN6? WITH MODUL..AI-( 
Al-(ITHMfilC? 

FOi-( E,NCl-(YPTION! 
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Position 0 

�VeN-CAJ<: 

fel<:Rl5 WHeEI., 

$INCe THe Pl<08(.1,M INVO(.V!,$ 
FINDIN6 THe 1<eMAINDe1< AFTel< 

we DIVIDe BY 7, we'i<e ON(.Y 
W01<1(IN6 WITH THe NUMBl,1<$ 

0 THl<OU6H 6. 

THAT'5 THe fll<:5T 
ADVANTAE':le! 

5UJ<:PW5 CJ<:e 
11.,l. Al,WAY5 Be 5 

THAN THe DIVl50 
ODUl.,ONOJ<: M 
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Heia:e, rve 

c:oNveia:reo 

A MODUl.,O 7 

OPeF:ATION INTO 

ADIA0F:AM. 



IT MOY� CI..OCl(Wl$E: 
FOR ADDITION AND 

COUNTeRCL-OCl(W1$E: 
FOR $UBTAACTION. 

Q +ADDITION 

0 EE) �UBTRACTION 

ADDITION AND SUBTl<:ACTION IN MODUL-O 0Pei<:ATION$ 

Let's use the Ferris wheel to model a modulo operation. Each of the seven 
cars is labeled with a number from O to 6. The cars correspond with num­
bered positions: we start with O at the top, and the positions are numbered 1 
to 6 clockwise. Position 3 is the exit, and position 4 is the entrance. 

Initially, car O is in position 0, car 1 is in position 1, and so forth. When we 
perform addition, the cars are rotated clockwise. 

First, take a look at car 0. After moving lrl of a rotation, car O moves from 
position Oto position 1. This is defined as +l (the addition of 1). When the 
wheel makes 2n of a rotation, car O moves from position O to position 2. This 
is +2 (the addition of 2). When the wheel has made 7rl of a rotation-in other 
words, one full rotation-car O returns once again to position 0. This is + 7, 
which is the equivalent of 0-in other words, it is the same as if the wheel had 
not moved at all. 

in rotation= +1 

� 2n rotation = +2 
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This Ferris wheel model can be used to explain modulo addition. For 
example, consider 5 + 6. In the initial state, the 5 in 5 + 6 corresponds to 
car 5. When this car moves by 6/7 of a rotation, where do you think it will 
end up? 

If we move the car six positions clockwise, we find that it ends up in posi­

tion 4. In other words, we end up with the following equation: 

5 + 6 ; 4 (mod 7) 

When a is the car in its initial state (the car's initial position) and is moved 
bn of a rotation, its final position is the solution to the addition problem. We 
can review all of the different additions here. 

a+ b MODUL.O 7 

0 1 2 3 4 5 6 

0 0 1 2 3 4 5 6 

1 1 2 3 4 5 6 0 

2 2 3 4 5 6 0 1 

3 3 4 5 6 0 1 2 

4 4 5 6 0 1 2 3 

5 5 6 0 1 2 3 4 

6 6 0 1 2 3 4 5 

Next, let's use the Ferris wheel to explore subtraction. 
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First, take a look at car O in the left Ferris wheel as we put it through its 
paces. After moving counterclockwise by 1/7 of a rotation, car O moves from 
position Oto position 6. This is defined as -1 (a subtraction of 1). After moving 
counterclockwise by 2/7 of a rotation, car O moves from position O to position 5. 
This is -2 (a subtraction of 2). If it moves a full rotation counterclockwise, car 0 
returns to position 0. This is -7, which is also the equivalent of the car having 
not moved at all. 

This Ferris wheel model can be used to explain all instances of subtrac­
tion. For example, let's consider the problem 3 - 4 using the Ferris wheel on 
the right. 

In its initial state, the 3 in the expression 3 - 4 is car 3. After car 3 moves 
4n of a rotation counterclockwise, it arrives at position 6. 

1/7 rotation= -1 

� 
7/7 rotation= -7 = 0 

2/7 rotation = -2 

� 

In other words, this is the 
equivalent of the following 
equation: 

3 - 4 = 6 (mod 7) 

When a is the car in its initial 
state (the car's initial position) and 
is moved counterclockwise bn of 
a rotation, its final position is the 
solution to our subtraction prob­
lem. The different combinations of 
subtracting a and b are shown in 
the table. 

a - b MODU�O 7 

� 
0 1 

0 0 6 

1 1 0 

2 2 1 

3 3 2 

4 4 3 

5 5 4 

6 6 5 

2 3 4 5 6 

5 4 3 2 1 

6 5 4 3 2 

0 6 5 4 3 

1 0 6 5 4 

2 1 0 6 5 

3 2 1 0 6 

4 3 2 1 0 
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MODUL..AR ADDITION 
AND $UBTRACTION 

ARS ACTUAL..LY PRSTTY 
$1MPL..e, Rl6HT? 

Fl6U!i!IN6 OUT WHAT 
TIME IT 15 ON A Cl-OCK 

AND WHICH DAY OF 
THE WEEK IT 15 ON A 
CAl-ENDA!i! Ali!E AL.SO 
TYPES OF MODUl-O 

OPE!i!ATION5. 

S x 4 = 7 x Z + 6, 
$O5X4=6CMOD7) 
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NOW L..ST'$ 
U$S MODUL..O 
OPS RATION$ 
TO PSRFORM 

I...TI I...ICATIO 



a X b MODU�O 7 

I� 0 1 

0 0 0 

1 0 1 

2 0 2 

3 0 3 

4 0 4 

5 0 5 

6 0 6 

BUT �00"1 IN THe 

COWMN5 IN WHICH 

NelTHeia: a NO!<: b 15 

eGUA� TO 0 ... 

2 3 4 5 6 

0 0 0 0 0 

2 3 4 5 6 

4 6 1 3 5 

6 2 5 1 4 

1 5 2 6 3 

3 1 6 4 2 

5 4 3 2 1 

eACH NUMBeia: BeTWeeN 1 

AND 6 APf'eA!<:5 ON�Y ONCe 

IN eACH COWMN AND !<:OW! 

ax b MODU�O8 

c:3RE:AT POINT! 

HE:RE:'? HOW 
MODUl-O8 

MUI-TIPL.ICATION 
WOR�?. 

\ 
\ I I 

I\ 
0 

1 

2 

3 

4 

5 

6 

7 

0 1 2 

0 0 0 

0 1 2 

0 2 4 

0 3 6 

0 4 0 

0 5 2 

0 6 4 

0 7 6 

3 4 

0 0 

3 4 

6 0 

1 4 

4 0 

7 4 

2 0 

5 4 

THE: NUM6E:R? IN THI? 
TA61-E: ?E:E:M PRE:TTY 
CHAOTIC, THOU6H .•• 

5 6 7 

0 0 0 

5 6 7 

2 4 6 

7 2 5 

4 0 4 

1 6 3 

6 4 2 

3 2 1 
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WHeN NelTHel<: a NOi<: 
b 1$ 0, C:OI...UMN$ 1, 

3, !;;, AND 7 INC:1...UDe 
Al-I- OF THe NUM6£;1<:$ 

seTweeN 1 AND z .. 

FOi<: MUI...TIPI...IC:ATION 
TO Ylel-D zeµ:o WHeN 
zeµ:o I$N'T PAl<:T OF 
THe eQUATION-THAT 

5eeM5 weI1<:D, l<:I6HT? 

WHY DO£;$ THI$ 
HAPP£;N? 

BUT THl5 DO!½N'T APPI-Y 
TO l<OW5 2, 4, AND 6 ... 

IN THI$ C:A5e, THe 1<:Ul-e THAT 
•wHeN a x b = o, eITHe1<: a Oil: b 
HA$ TO eQUAI... 0" NO I...ON6el<: 

we1...1-.•. IT HAPP£;N$ IN 
$ITUATION$ WHeN MODUI...O 8 

AND errHel<: a Oil: b Al<:eN'T 
C:OPl<:IMe. 

HOI...D$ T!<:Ue. 

142 CHAP"rel< 3 PlJBI-IC-l<SY SNCl<YPTION 



TWO NUM6eR$ ARe $AID 
TO 6e COP!</Mf3 WHeN 

THeY $HARe NO COMMON 
FACTOR$ (COMMON 
DIVl$01<($) excePT 1. 

For example, in addition to 1, the numbers 8 and 2 share the common 
factor (common divisor) 2, so they aren't coprime. The numbers 4 and 6 in 
the modulo 8 multiplication table likewise share the common divisor 2 with 
8, so they aren't coprime. 

On the other hand, 1, 3, 5, and 7 are coprime to 8. You can determine 
whether two integers are coprime by confirming that the greatest common 
divisor of both is 1. 

Thus, all prime numbers are coprime to integers that are not multiples of 
themselves. This property allows us to uncover prime numbers when using 
the sieve of Eratosthenes method. 

$0 THAT MeAN$ IT'$ 
O.,:.AY If A NUM6eR 

THAT TAl<e5 THe 
MODUL-0 1$ PRIMe? 

AND If YOU HAVe 
A PRIMe NUM6eR 
t..11<e 7, YOU CAN 
AL.$0 DIVIDe IT! 

HMM .•. 

$0 HOW WOUL.D 
we 5ot..ve THe 

eQUATION 3 + !7? 
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JU$T CONVS!n 
THe DIVl$ION INTO 
MUL..TIPL..ICATION! 

LST'$ TA�e 
ANOTHSR l..O0� 

AT THe MODUL..O 7 
MUL.. TIPL..ICATION 

TABL..e AND FIND Al..L 
IN$TANCS$ OF 1. 

THE; !Zf;CIPIZOCAl- OF 1 1$ 
1, THE; !Zf;CIPIZOCAl- OF 

2 1$ 4, THE; !Zf;CIP!ZOCAl­
OF 31$ :'i, THE; 

!Zf;CIPIZOCAl- OF 4 I$ 2, 
THE; !Zf;CIPIZOCAl- OF :'i 1$ 
3, AND THE; !Zf;CIP!ZOCAl­

OF61$ 6. 
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a 7 b =ax (1 / b) 

DIVIDIN<S a BY b 1$ THS 
$AMS A$ MUL..TIPL..YIN<S a 

BY THS RSCIPROCAL.. OF b. 

THS RSCIPROCAL.. 1$ Al..$O 
�NOWN A$ THe /NV!3!<1?!3 

!3t..!3Ml3NT. 

3 X (l/3) = 1 

FOR IN$TANCe, THe 
RSCIPROCAL.. OF 3 1$ 1/3. 

THe RSCIPROCAL.. OF A 
NUMBSR 1$ A NUMBSR THAT 
YISL..D$ 1 WHSN MUL..TIPL..ISD 
BY THS ORl<SINAL.. NUMBSR. 

ax bMODUl-07 

�
0 1 2 3 4 5 6 

0 0 0 0 0 0 0 0 

0 0 (02 3 4 5 6 
2 0 2 4 60 3 5 

3 0 3 6 2 5 04 
4 0 40 5 2 6 3 

5 0 5 3 0 6 4 2 

6 0 6 5 4 3 2 (1



?O YOU WOUI-D 
CAL.CUL.AW 3 + S 

L-ll<e THI?? 

THeRe'? A 
DIVl?ION TABL.e, 

TOO. 

We CAN Al..?0 U?e 
THe Feli:RI? WHeel.. 
MODel.. TO eXPL.AIN 
MUI.. TIPL.ICATION AND 

DIVl?ION! 

3 DIVIDeD BY S I? eQUIVAL.eNT 
TO 3 TIMe? THe ReCIPROCAL. 

OF S, WHICH I? 3: 
3+S=3X3=q 

q+7=7+2=2CMOD7) 

IN OTHeR WORD?, 
3 + S = 2 CMOD 7). 

a+ b MODUL.O 7 

� 
0 1 

0 - 0 

1 - 1 

2 - 2 

3 - 3 

4 - 4 

5 - 5 

6 - 6 

<:iReAT JOB! 

2 3 4 5 6 

0 0 0 0 0 

4 5 2 3 6 

1 3 4 6 5 

5 1 6 2 4 

2 6 1 5 3 

6 4 3 1 2 

3 2 5 4 1 

MODUL.O 0F'el<ATION$ 145 



MUI...TIPI...ICATION AND DIVl$10N OF MODUI...O OP!?!i!ATION$ 

Let's start by explaining multiplication using the seven-car Ferris wheel model. 
It's best to think of multiplication in terms of rotational speed. 

In the initial state, car O is in position 0, car 1 is in position 1, and so on­
all of the car numbers and position numbers match. 

If in 1 minute, a car moves 1/7 of a rotation (in other words, in 7 minutes, it 

moves one full rotation), car O's position after 3 minutes would be as follows: 

1 (speed) x 3 (minutes) = 3 (position after rotation) 

Distance advanced in 
1 minute 

Distance advanced 
in 3 minutes 

When the car moves at a rate of 5n of a rotation per minute, what position 
would it be in after 6 minutes? 

5 X 6 = 30 
30 = 7 x 4 + 2 (30 + 7 = 4 with a remainder of 2) 

Therefore, 5 x 6 = 2 (mod 7). 
In other words, after the value of 30 is divided by 7, we have 4 rotations 

with a remainder of 2. In this case, 4 rotations is equivalent to O rotations when 
dealing with modulo, so you only have to pay attention to the remainder of 2. 

4 rotations = 0 rotations 
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Think of division as the opposite of multiplication. Given the final position 
and the rotational speed, we determine the time the car was in motion using an 
inverse operation. 

With a speed of lr7 of a rotation per minute, car O begins at position 1 and 
finally ends up in position 5. Let's determine how many minutes the car was in 
motion. 

5 (final position) "' 1 (speed) = 5 (minutes) 

So, it was in motion for 5 minutes. Were it to move for 12 minutes, or 19 min­
utes, it would end up in the same position, since each of these rotations is equal 
to 5 added to a multiple of 7 (5 + 7n). However, because the times in our mod 7 
calculation range only from Oto 6 minutes, we can't visually represent the pas­
sage of 12 or 19 minutes. They would appear identical to 5 minutes. (See the 
Ferris wheel at the bottom left.) 

At a rate of 2r7 of a rotation per minute (in other words, two full rotations 
per 7 minutes). car O begins at position O and finally arrives at position 5. Using 
the division table, we can determine the number of minutes it was in motion as 
follows: 

5 (final position) "'2 (speed) = 6 (minutes) 

The answer is that it rotated for 6 minutes, but what's the best way to 
explain this? 

Consider this: the final position was 5, but there was actually one surplus 
rotation. In other words, in reality the final position was 2 x 6 = 12, which in 
mod 7 is expressed as 5. 

Therefore, since 12 "'2 = 6, the answer is that the car rotated for 6 minutes. 
(See the Ferris wheel at the right.) 

Distance advanced 

in 1 minute 

Distance advanced 

in 5 minutes 
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NOW We'l<e AL.I.- Cl.-eAI< 
ON HOW THe FOUi< 

Al<ITHMeTIC OPel<ATION5 
CAN Be Pel<FOl<MeD 

U5IN0 MODUl.-O 
OPeAATION5, 1<I0HT? 

15 THAT A 810 
DeAI.-? 

We CAN'T U5e 
AL.I.- INTe0el<5 

WITH THe5e 
OPel<ATION5, 

1<I0HT? 

ONCe YOU'Ve MA5Tel<eD 
THe5e OPeAATION5, 

YOU'J<e l<eADY TO TAl<e 
ON THe MATHeMATIC5 
OF eNCl<YPTION AND 

DeCl<YPTION! 
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THe FOUi< Al<ITHMeTIC 
OPel<ATION5 

Al<e ADDITION ,  
5UBT!<ACTION, 

MUI.-TIPI.-ICATION, AND 
DIVl5ION. 



MOD UI..O OPeRATION? ON A PRIMe NUM6eR p ARe 
?TIL.L ?U6JeCT TO THe COMMUTATIVe, A?5OCIATIVe, 
AND D l?TRl6UTIVe PROpf;RTle?, ?0 ANY OPeRATION 
WIL.L AL.WAY? Re?UI..T IN A NUM6eR IN THe 7f;T: (0, 1, 

... ' p - l}. THI? ?el I? f;QUIVAL.eNT TO THe CAR? OF 
THe Ff;RRI? wHeeL. IN OUR eXAMPL.e; WHeN THeRe 

weRe 7 CAR?, THeY weRe NUM6eReD 0 THROUSH 6. 

eXAMPl.-1;5 OF THe COMMUTATIVe PF:OPSF:TY: 
a+b=b+a 

ab=ba 

eXAMPL-1;5 OF THe A5?OCIATIVe PF:OPSF:TY: 
(a+ b) + c = a+ (b + c) 

(ab)c = a(bc) 

eXAMPL-e OF THe Dl5TF:16UTIVe PF:OPcli:TY: 
a(b + c) = ab + ac 

A Flf:U7 I? THS ?ST Of 
Sl-SMSNT? (NUMBS�? IN OU� 

CA?S) �S?Ul-TINS f�OM 
MODUl-0 AND A�ITHMSTIC: 

OPSAATION?.•
_,-�:;i 

RATIONAL. NUM6eR? ARe ONe eXAMPL.e OF A Flel..D , 
?INCe AL.L RATIONAL. NUM6eR? CAN 6e FACTOR? IN 

AN OPeRATION. THeRe I? AN INFINITe NUM6eR OF 
RATIONAL. NUM6f;R?, WHICH MA�e? THe RATIONAL. 
NUM6f;R? AN !NFIN!Te Flf:U?. IN CONTRA?T, THe 

FACTOR? OF THe MOD UL.O OPeRATION FOR PRIMe 
NUM6f;R p ARe 0, 1, ... , p - 1, MeANINS THAT p I? A 
FIN/Te Flet..l? 6eCAU?e THeRe I? A L.IMIWD NUM6eR 

OF NUM6eR? IN THe Flel..D. 

' THS JAPANS?S WO�D FO� FIE:U? ?OUND? 
?IMll-A� TO THS WO�D fO� A TYPS Of fl?H. MODUl-0 0PS�ATION? 14q 



Gl<SAT! NOW WS'l<S 

FINl$HSD WITH MODUl.-O 

OF'el<ATION$, 1<16HT? 

a
b 

MODUl-O7 

� 
1 2 3 

1 1 1 1 

2 2 4 1 

3 3 2 6 

4 4 2 1 

5 5 4 6 

6 6 1 6 

4 

1 

2 

4 

4 

2 

1 

THI$ MODUl.-0 OPSl<ATION 

l<S$UI..T$ IN VAL.US$ 

THAT Al<e Pl<STTY 

$Pl<SAD OUT ... 

THSl<S'$ ONe 
I..A$T THINS! 

5 6 

1 1 

4 1 

5 1 

2 1 

3 1 

6 1 
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He1<e'<;; A POWSI< 

TABl..e. 

TO CAL.CUL.AT!: TH!: VAL.US$ IN 
TH!: TAEll-6, TAK!: TH!: NUM661< a" 
AND DIVID!: IT 6Y 7 TO 0!:T TH!: 

l<!:MAIND!:I<. FOi< !:l<AMPl..6, TAKIN0 
ANY VAI-Ue OF a 6!:TW!:!:N 1 AND 6 TO 

TH!: 6TH POW!:I< AND TH!:N DIVIDIN0 
THI= 1<67Ul-T 6Y 7 Wll-l- AL.WAY$ 

1<67UI..T IN A l<!:MAIND!:I< OF 1, WHICH 
15 l<!:Pl<!:5!:NT!:D IN TH!: I..A5T COI..UMN 

OF THI= TAEll..6. 

1
6
=1=0X7+1 

2
6
=64=qx7+1 

3
6 
= 72q = 104 X 7 + 1 

4
6 
= 4,0q6 = 585 X 7 + 1 

5
6 
= 15,625 = 2,232 X 7 + 1 

6
6 

= 46,656 = 6,665 X 7 + 1 



INDEED! 

MODUL-O OPERATION5 
ARB AL-5O U5BD 
TO 6BNBRATe 

P5BUDORANDOM 
NUM6BR5. 

EXACTL-Y! 

I5N'T THI5 
5TRAN6B?! 

ACWRDIN6 TO THl5 
TA6L-e, ANY NUMBER 
TA�BN TO THE 6TH 

POWER YIBL-D5 1? 

AND THl5 15 CONNECTED TO 
THE NEXT THINS WB'L-1. 5TUDY: 

FBRMAT'5 1-Ime THEOREM! 
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FSf<MAT'� l.lTTL.S THSOf<SM AND 

EUL.Sf<'� THSOf<SM 

we; U$f;D Ff;l<!MAT'$ 1..Ime; 
THf;OJ<:f;M IN PRIMAI-ITY Te$T$, 

J<:f;Mf;MBE,R? 

IT'$ AN AB$O1..UTel..Y f;$�f;NTIAI­
FOUNDATION TO HAVE, FOR 1,f;Al<!NING 

f:Ul..f;J<:'$ THE,O1<:f;M. 

ff;l<!MAT'$ 1-lffif; THE,Ol<!f;M: 

WHE,N n 1$ A PRIME, NUMBf;I<! 
AND YOU HAVE, AN INTE,Gf;I<! 
a THAT 1$ COPRIMf; TO n 

(AN INTE,Gf;I<! THAT 1$ NOT 
A MUI..TIPl..f; Of n), THE, 
FOL.I-OWING FORMUI..A 

HOI-D$ Tl<!Uf;: 

a"-1 = l (mod n) 
IN OTHE,R WORD$, IF YOU 
TA�f; a TO THE, POWE,!<! OF 
n-1 AND DIVIDE, IT BY n, 

THE, J<:f;MAINDE,R 1$ 1. 

a• MODU�O 7 a 
1 2 3 4 5 6 

�o THI$ 1$ THE, I-AW we 
$AW Df:MON$TRATeD IN 

MODUl-O 7, WHBN RAl$ING 
NUMBf:1<!$ 1 THROUGH 6 TO 

THB 6TH POWBR YIBI-D$ 1. 
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1 1 1 1 1 1 1 

2 2 4 1 2 4 1 

3 3 2 6 4 5 1 

4 4 2 1 4 2 1 

5 5 4 6 2 3 1 

6 6 1 6 1 6 1 



WHO WA':ITHl':1 
Ff:;l<MAT 6UY? 

F�l<MAT: TH� FATH�!< OF NUMB�!< TH�Ol<Y 

Pierre de Fermat (1601-1665) was a 17th-century French lawyer and promi­
nent mathematician. He made great contributions to the field of number 
theory, including but not limited to creating the modulo operation. 

He created not only Fermat's little theorem but also what is known as 
Fermat"s big theorem (or last theorem). 

Fermat's big theorem states that given a natural number n whose value 
is 3 or more, no three natural numbers (x, y, z) can solve the equation x' + yn 

= zn. Interestingly, Fermat himself left no proof of this theorem. 
At first glance. the contents of the theorem look so simple that it seems 

like a middle schooler could solve it. I'm sure you're familiar with the Pythag­
orean theorem, which states that if the lengths of the sides of a right triangle 
are a, b, and c, then a2 + b2 = c2. Fermat's theorem concerns an equation for 
when the 2 in a2 + b2 ;;;; c2 is replaced by a value of 3 or more. 

Proof of the big theorem came 330 years after Fermat's death, in 1995, 
thanks to British mathematician Andrew Wiles (1953-). 

Ff:;l<MAT HAD APPAl<f:;NTI-Y 
Wl<ITreN THI';, IN HI';, 

NOWBOOI(: 

1 THOU6HT 1 WOUI-D Wl<ITf:; A 
Pl<OOF OF MY BIS THeo1<eM 

He1<e, BUT THf:;l<f:; l';,N'T eNOU6H 
':IPACe IN THe MAl<61N! 

ntei<e, THei<e. 

FEci<MAT'S l-lTTl-e nteoi<eM AND eu1-ews THeoi<eM 1$3 



I...E:T'? U?E: FE:RMAT'? 
I...ITTI...E: THE:ORE:M TO 

VE:RIFY PRIMS NUMBE:R?! TAl<e THe CONTRAPO?ITION OF 
FE:RMAT'? I...ITTl...e THE:ORE:M. IF n AND 
a ARE: COPRIME: AND a1n-IJ"' 1 [mod n) 
I? TRUE:, THE:N we CAN ?AY THAT n I? 

I ?Se... WAIT, 
THI? l?N'T A 

MANSA. 

A CONTl<AP05/T/ON CONTAA$T$ 
WITH A P!<OP05mON. FOR 
e)(AMP�e, IF We HAD THe 

PIZOPO$IT1ON •rF A, THeN 8," THe 
CONT!ZAPOSITION WOUW 6e •1F 

NOT 8, THeN NOT A.' 

IF TH£; PROPO?ITION 
"AL.I.. MANSA 
ARE: FUN" I? 

rnue, THE:N THE: 
CONTRAPO?ITION 

"IF IT I? NOT FUN, IT 
I? NOT A MANSA" 17 

Al...7O TRUE:. 
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NOT A PRIMS NUMBE:R. 

•
IF NOT 8,

�
</ 

HEiN NOT At .I 
.,, .. ,. 

THE: CONTRAPO?ITION 
OF A CORRE:CT 
PROPO?ITION I? 

Al-WAY? TRUE:. 

U?IN0 THI? A? A MeTHOD 
OF DE:TE:RMININ0 PRIMS 

NUM8£;R7 ... 



To perform a primality test using Fermat's method, use this equation: 

a"-1 " 1 (mod n), 

where n, the number you are performing the primality test on, and a are 
coprime. 

Although Fermat's method is very efficient at testing for primality, even if 
the number n passes the primality test for several of its coprimes, that doesn't 
necessarily prove n is a prime number. 

With Fermat's method, there are situations in which a number may be 
probabilistically determined to be prime even when it really isn't prime. We 
call such values pseudoprime numbers. 

For example, when n = 3,215,031,751, it passes the primality test for the 
coprimes 2, 3, 5, and 7: 

23215031750 = 1 (mod 3,215,031,751) 
33215031750 = 1 (mod 3,215,031,751) 
53215031750 = 1 (mod 3,215,031,751) 

73215031750 = 1 (mod 3,215,031,751) 

However, 3,215,031,751 is not actually a prime number. You can see this 
when you perform integer factorization: 

3,215,031,751 = 151 X 751 X 28,351 

However, out of the numbers n less than 250 billion, 3,215,031,751 is the 
only non prime that passes the Fermat method's primality test for the four 
prime numbers 2, 3, 5, and 7. 

Fe1<MAT'$ 1-ITTl-e THeo1<eM ANc:> eu1-e1<'5 THeo1<eM 15? 



N&XT UP 1$ E:UL.&1<'$ 
TH&Oi<&M. 

IT'$ TH& MATH&M 
FOUNDATION 

&NCl<YPTION. 0NC 

L.&Ai<N E:UL.&1<'$ TH 
YOU'L.L HAVe THe 

TO UND&i<$TAND 

Given a natural number n and a coprime integer a, we present the following 
equation: 

a01"1 = 1 (mod n) 

The q,(n) is known as Euler's totientJunction. Euler's totient function 
gives the number of integers betw'een 1 and n that are coprime to n. 

In addition, if we multiply a11"1 by a, we get a•1"1'1, and from this we can 
extrapolate the following equation: 

aofJCnl+l = a (mod n) 

When k is an integer, ak¢(nJ (mod n) will result in 1, as we saw in this 
equation: 

a01"1 = 1 (mod n) 

This might not be apparent at first sight, but for example, when k = 1. 

We can express an even number as kq,(n) + 1. since adding 1 to any odd 
number will result in an even number. Because we know that multiplying both 
sides of Euler's theorem equation by a results in 

aiPlnJ+l = a (mod n), 

that means madding ak<P(nJ+l by n will also result in a. You should get the 
following formulas: 

ak'1"1 = 1 (mod n) 

akl/>lnl+l = a (mod n) 

This means that when a is any integer between 1 and (n - 1). the following 
formula will apply: 

akrf,(n)+l ;;;; a (mod n) 
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0IveN ¢(7), THe NUM6eR5 
{1, Z, 3, 4, 5, 6} ARe 

COPRIMf; TO 7. 

IF n 15 A PRIM!; NUM6eR, 
THeN THe ONI..Y NUM6eR 
THAT I5N'T COPRIMf; TO 

n 0eTweeN THe NATURAi.. 

70 ¢(7) = 6, Rl0HT? 
NUM6f;R5 1 AND n 15 n 

IT5el..F! 

IN OTHeR WORD?, 
¢(n) = n- 1. 

WHeN n 15 A PRIM!; 
NUM6f;R, THeN 

¢(n) = (n - 1), WHICH we 
CAN 5U65TITUTe INTO THe 

f;QUATION 50 THAT 
a11"1 = a"-1 = l (mod n), 
WHICH 15 CON5I5TeNT 
WITH Ff;RMAT'5 I..ITTl..f; 

THeOReM AND THe 0AAY 
COI..UMN OF THe TA61..e 

ON PA0e 15Z. 

THE: MATHE:MATICIAN E:UL.E:Fi: 

Leonhard Euler (1707-1783) was a 
prominent Swiss mathematician of 
the 18th century. 

He not only made huge contribu­
tions to the broad field of mathematics 
but also contributed to the fields of 
physics and astronomy. His most well­
known contribution to mathematics 
is known as Euler's formula: 

ei' = cos0 + i[sin0) 

We won't cover it in detail, but this 
formula demonstrates the relationship 
between the complex exponential func­
tion ei° and the trigonometric functions 
cos0 and sin0 through the imaginary 
number i = ✓ -1. 



t.eT'$ 1-00� AT AN euu;� 
FUNCTION IN WHIC:H A 
NONP�IMB NUMB£;� N 

1$ j:;)(p�e5�eD A$ THe 
P�ODUC:T OF TWO �IMB 

NUMB£;�$ p AND q. 

I. f 
E:UI-E:1<: FUNCTION ON THE: Pl<:ODUCT OF TWO Pl<:IME: NUMBE:1<:9 

N is the product of two prime numbers p and q. Here, in order to derive the 
Euler function of N using p and q, we need to first count the integers that are 
not coprime to N. Since p and q are prime numbers, we know that multiples of 
p and multiples of q make up all the numbers that are not coprime to N. 

I. Because the multiples of p between 1 and qp are p, 2p , 3p, ... , up to qp, 
there are q number of multiples of p. 

z. Because the multiples of q between 1 and qp are q, 2q, 3q, ... , up to pq, 
there are p number of multiples of q. 

3. Of the multiples of q and p, only qp and pq are shared by both p and q, but 
because qp and pq are both equal to N, they are the same number. 

For a prime number n, ,j>(nJ = n - 1. but because N isn't prime and the mul­
tiples of the prime numbers q and p are not coprime with it, we need to subtract 
the number of multiples of p and q from N instead. Through our analysis from 
steps 1 and 2, we found that there are q + p number of integers not coprime 
with N. In other words, 

,j>(NJ =N - p - q + 1 

Since N = pq, we can substitute it into the equation to get this: 

,j>(NJ = pq - p - q + 1 = (p - l )(q - l J 

This means that ,j>(p q) = ,j>(p),j>(qJ. If we apply Euler's theorem to p and q 
individually, we would get these equations: 

aP--1 = 1 (mod pJ 

a•-1 = 1 (mod qJ 

We can combine these equations to derive another equation. The smallest 
multiple (p- lJ and (q - lJ share is known as their lowest common multiple, 
which we'll represent as L. This means that when (p - lJ is multiplied by some 
integer m, it equals L, and when (q - lJ is multiplied by some integer n, it also 
equals L. Therefore, L = m(p - 1) = n(q - lJ. 

With a,,..1 = 1 (mod pJ, if we raise both sides by m, we get 

a<p--llm = 1 m (mod p J  

aL = 1 (mod pJ 
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If we do the same with aq-i = 1 (mod qJ, we get the same result: 

a{q-l)n = 1" (mod qJ 

aL = 1 (mod qJ 

We can combine these two equations to get aL = 1 (mod p, mod qJ. Because 
N is equal to pq, we would get the following equation: 

aL = 1 (mod NJ 

In other words, L functions identically to Euler's theorem </>(NJ. In addition, 
because the product of two arbitrary positive integers is equal to the product of 
the lowest common multiple and the greatest common divisor (which we'll call 
GJ, we would get the equation (p - l)(q - lJ = LG , and we can derive the following: 

L=(p-l)(q-1) 
G 

For example, let's say p = 3 and q = 5 ,  so N = pq is 15. Therefore, (p - lJ is 
2, (q - lJ is 4, and </>(NJ= (p- l)(q - lJ is 8. The lowest common multiple L of 2 
and 4 is 4, and the greatest common divisor G is 2. In this case, for any natural 
number a that is coprime to 15 and for any k that is a nonnegative integer, the 
following formula applies: 

a4k = 1 (mod 15J 

In other words, until we take a to the <f>(NJth power, the greatest common 
divisor G = 1 sometimes appears periodically for every L numbers. According 
to the Euler's theorem equation, for all of the integers a between 1 and (N - lJ, 
this applies: 

a
kL+l 

= a (mod N) 

You can see this in the gray columns of this table. 

PJ<:ODUC:T OF TWO PJ<:IMB NUM�BF:$ WHBN a" IN= 3 x 5. ¢115) = s. L = 4. G = 2) 

I� 1 2 3 4 5 6 7 8 

1 1 1 1 1 1 1 1 1 

2 2 4 8 1 2 4 8 1 

3 3 9 12 6 3 9 12 6 

4 4 1 4 1 4 1 4 1 

5 5 10 5 10 5 10 5 10 

6 6 6 6 6 6 6 6 6 

7 7 4 13 1 7 4 13 1 

8 8 4 2 1 8 4 2 1 

9 9 6 9 6 9 6 9 6 

10 10 10 10 10 10 10 10 10 

11 11 1 11 1 11 1 11 1 

12 12 9 3 6 12 9 3 6 

13 13 4 7 1 13 4 7 1 

14 14 1 14 1 14 1 14 1 

I cycle 1 cycle 



THAT'$ IT FO� 
THE, BA$1C$ OF 

E,NC�ION 
MATHE,MATIC$! 

NE,XT, WE,'U TAKE, 
A L.O0K AT �e;AL. 

PUBL.IC-KE,Y �$A 
E,NC�YPTION$! 

IT'$ O�Y, IT'$ O�Y! 
'E,VE,N A JOU�NE,Y OF A 

THOU$AND Mll,E,$ 8E,61N$ 
WITH THE, Fl�$T $TE,P!" 

JU$T TAKE, 
IT AT YOU� 
OWN PACE,. 

I GUE,$$ ... 
YOU'�!:, �IGHT. 

I 
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THe ST!<UCTU!<e OF 

RSA fNC!<YPTION 

l.lBSAATeD Fl<OM 
MATH AT I...A5T! 

WHAT DO YOU 
MSAN? WS'l<S 
JU5T 6STTIN6 

5TAl<TSD! 

THe5e 5NAC�5 Al<e 
He1<e TO TSACH YOU 
ABOUT f:NCl<YPTION. 

THe !,if!<UCTIJl<e OF !<!,,A eNa<YPTION 161 



THSl<c'7 A 7cC1<eT 
Tl<ICK TO PUBI.-IC 

KSY?l 

1 DO 1.-IKS 
POl<K BUN7 ... 

?0 Now we'1<e 
FINAL-LY 1.-SAl<NINIS 

HOW i<:?A 
SNCl<YPTION WOl<K?, 

l<IISHT? 
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I-ST'? Fll<?T 
1.-00K AT THe 
DIFFe1<eNCc7 
BeTweeN !<:?A 

eNCl<YPTION AND 
DSCl<YPTION. 



F:�A E:NC�YPTION: E:NC�YPTION AND DE:C�YPTION 

With a plaintext message m and ciphertext C, encryption is expressed as 
follows: 

C= me (modN) 

In other words, if we raise m (the plain text) to the power of e (a pub­
lic key) and divide it by N (another public key), we're left with C (the 
ciphertext). 

Decryption is expressed as follows: 

m= c" (mod NJ 

In other words, in decryption, C raised to the power of d (the private 
key) divided by N yields m. Here, N is made up of two different and large 
prime numbers p and q. 

DO YOU !<NOW WHY we 
CAN'T DeCODe THe flR5T 
f;QUATION, eveN THOUGH 
THe PUBI-IC �eY5 e AND N 

AND THe CIPHeRTeXT C ARe 
l<NOWN? 

If YOU THIN� Of m IN 
TeRM5 Of AN UN�NOWN 

VAI-Ue x IN AN f;QUATION ... 

I DON'T WANNA 
HeAR IT! 
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If YOU !<NOW evel<YTHIN0 
BUT x (WHICH 1$ m) AND 

d, YOU THIN!< IT'D ee 
P0?�1e1.-e TO Dec1PHe1< 

THe CIPHeJ<TeXT. 

BLIT $INC!, IT WOUU7 TAI<!, AN 
E,NOJ<MOU$ AMOUNT OF TIME, 
TO DE,J<IVE, x BY $UB$TlTUTN6 

NUME,J<ICAL VALUE,$ FOi< d ONE, 
BY ONE,, 

IT WOULD Be Nf;AJ<LY IMP0$$IBLE, 
TO $OLVe THe E,QUATION FJ<OM A 

PJ<ACTICAI- $TANDPOINT. THI$ 1$ WHAT 
MAI<!,$ F<:,A A COMPLITATIONAI-LY 

$f;CUJ<E, E,NCJ<YPTION. 

IF YOU UNDe1<5TAND 
eu1.-e1<'$ TOTleNT 

FUNCTION ¢(NJ, YOU 
CAN CAL-CUL-Are THe 

i<e5UL-T U51N0 eu1.-e1<'5 
THeoi<eMJ 

UT WHeN 
L-CUL-ATIN0 
YOU HAve TO 

l<M INTe0e1< 
IZATION ON 

IN OTHei< WOl<D$, we eND UP WITH AN INTe0ei< 
FACTOl<IZATION Pl<O81.-eM THAT 1$ DIFFICUI.-T TO 

$O1.-Ve MATHeMATICAL-LY! 

THAT'$ WHY IT'$ HAl<D TO DeCl<YPT! 

THe eNCizyprJON 1<eY 

AND DeC�PTION 1<eY 
CARRY OUT IMPORTANT 
ROI-� IN A PUBI-IC 1<eY. 

Nt;XT UP, l-t;T'$ 1-t; ARN 
ABOUT THe MeTHOD$ 

FOR eeNeRATIN<:i THeM 
5TeP-BY-5TeP! 
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FACTOl<IZATION WII.-L 
TAl<e AN eNOl<MOU$ 

AMOUNT Of TIMe, 
WHICH MeAN$ THe 

eNCl<YPTION'$ 
5eCUl<ITY 1$ 8A5eD 

ON INTe0e1< 
FACTOl<IZATION. 



c:iE,NE,J<ATIN6 AN fc!�A f;NCl<YPTION KE,Y 

We'll first generate the public key, and then we'll generate the private key. 

P//BUC-KE!.Y 6E!NE!l<ATION 

Public-key generation involves several steps. 

1. Select two different, large prime numbers, p and q, at random 
and calculate N = pq. 

z. Solve Euler's function c/>[N) = c/>[pq) = c/>[p)[q) = [p - l)[q - 1 ). 

After you solve Euler's function, p and q become 
unnecessary! You should discard them so that 
other parties don't find them. This is crucial 
because if an adversary finds p and q, it is trivial 
to then calculate d and break RSA encryption. 

3. Select a random positive integer e such that e is coprime with N: 
1 < e < cp[n) 

Pl?IVATE!-KE!Y 6E!NE!l<AT/ON 

However, select e such that me > N! If me s N, 

we wouldn't be able to use the modulo opera­
tion since we would get me = C, where C is the 
ciphertext. We wouldn't be able to mod by N to 
scramble the equation. Because we don't know 
what messages we'll be encrypting, it is best to 
choose a reasonably large e [in the past, 65,537 
has commonly been used as a value for e). 

Find a positive integer d that satisfies the following equations: 

d = e-1 (mod cp[N)) 

ed = 1 [mod cp(N)), 

where dis less than cp(N) but larger than both p and q. 
Now the public key is the pair [n, e), and the private key is d. 
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d 15 SQUIVAI-SNT TO THS 
l<SCIPl<OCAI- (INVSl<5S 

SI..SMSNT) OF e IN 
MUI-TIPI-ICATION WHSN 

MODDING> BY ¢(NJ. 
IN OTHeR WORD$, 

YOU Nf;ED TO 5O1-ve FOR 
THe DeC.:YPTION 1<eY d 

AND THe eNC!i:YPTION 
1<eY e A5 A PAIR! 

V&Fc:IFYIN0 THAT TH& PIJBI-IC K&Y & AND Pl<:IVAT& K&Y D WO!<:!(: IN 

1<::-A &NCl<:YPTION 

Since we know that ed = 1 (mod ,j>(n)), we can subtract 1 from each side of the 
equation to get ed - 1 = 0 (mod ,j>(n)). In other words, ed - 1 leaves no remainder 
when modded by ,j>(nJ, meaning that it is a multiple of ,j>(nJ. So, you get 

ed-1 = kq,(n), 

where k is a nonnegative integer. In addition, we can manipulate the equation to 
be this: 

ed = kq,(n) + 1 

Therefore. if we take the earlier equation akL+l = a (mod N) (see 
page 159), we can express all of the natural numbers of m (the plaintext) 
from 1 to (N -1) in the following equation: 

mkL+i = m (mod NJ 

Because ed = kq,(nJ + 1. we can substitute the exponent. so when the 
ciphertext is raised to the private key, we get the following: 

med = mk.P(n)+l = m (mod N) 

Since the ciphertext C = me, m"" = Ce, it becomes clear that d allows us to 
decrypt plain text m. 

�IVATS !<SY 
d AND pUBL.IC 
!<SY e CANCSI­
SACH OTHSI< 

TO l<SVSAI- THS 
PI-AINWXT! 
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HOW TO MA�.f; PUBL.IC KeY$ AND P1i:IVATe KeY$ 

Now, given two prime numbers p = 5 and q = 11, let's solve for public key N and 
private key d. 

!H73P/ 

The product of p and q is N. 

;,T/3P Z 

Solve the Euler function of N, </>(NJ. 

</>(55J = (5 - lJ X (11 - lJ = 4 X 10 = 40 

;,T/3P3 

Choose a random integer e such that e is coprime to N and 1 < e < </>(NJ. The list 
of candidates that fulfill these requirements for our current example is (1, 3, 7, 
9, 11, 13, 17, 19J. We'll use e = 17, so the public key is (55, l 7J. 

;,T/3P 4 

Solve for the private key d. We know that e = 17, and we are using modulo 
</>(N)(40J . The equation we need to solve is 

d = e - 1 (mod </>(NJ) 

ed = 1 (mod </>(NJ) 

17d = 1 (mod 40J 

We can see that d multiplied by 17 modulo 40 must equal 1. From the 
extended Euclidean algorithm, which we'll see later, we get that d = 33. 

For now, let's verify that: 

where 

17d = 1 (mod 40J 

17 x 33 = 1 (mod40J 

561 = 1 (mod 40J 

561 = 1 + 40k 

561 = 1 + (40 x 14J fork= 14 

561 = 1 + 560 

This shows that d = 33 is valid; thus the private key is d = 33. 

THI, !>TT<UCTUJ<e OF !<!>A !,NCl<YPTlON 167 



&T/3P:i 

Solve for the decryption key d, which is the inverse of encryption key e. We 
know that e = 17 and are modding by 40 (</>(55) = 40). 

ed = k</>[n] + 1 (mod 40), so 17d = 40k + 1 

When you rearrange this equation, you get 

40k + 1 

17 

Because we know d must be an integer, the right side of the equation can't 
leave a remainder. So we can search for solutions in which 40k + 1 is a multiple 
of 17 and find that one solution is k = 11. 

Furthermore, you can calculate what d is in relation to each e acquired in 
step 4 by solving the same formula, ed = 40k + 1. You would get the following d 
and e pairs: 

(e = 3, d = 27), (e = 7, d = 23), (e = 9, d = 9), 

(e = 11, d = 11), (e = 17, d = 33), (e = 19, d = 19) 

In general, the encryption key and decryption key should be different inte­
gers (e;, d), and larger integers are preferred for encryption key e; e = 17 and 
d = 33 are just examples we will use here. 

NOW THAT 

we HAVS A 

COMPcSTS 5ST 

OF t(SY5, 
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G&N&�ATIN6 A CIPH&�T&XT U51N6 R�A 

To begin, we'll look at the procedure for using a public key to generate a 
ciphertext. 

To make this a concrete example, we'll encrypt the four-letter plaintext 
GOLF using the encryption key e = 17 that we calculated earlier. 

9T/3P I 

First, use the table at the right to encode 
the characters as integers. This is non ­
standard character encoding, but it  is 
convenient for this exercise. 

" 

J, 

32 

9T/3P:? 

0 

J, 

40 

f 

J, 

31 

Convert the integers to 6-bit binary. 

32 40 

J, J, 

100000 101000 

9T/3P3 

37 

J, 

100101 

31 

J, 

011111 

Express the binary data as a nonnega­
tive integer less than (N - 1). In this 
example, since N = 55 and N - 1 = 55 - 1 
= 54, the data is divided into 5-bit units. 
In other words, the greatest value that 
can be expressed in 5 bits is 31, which 
is below 54 and fulfills the conditions. 
Of course, we could use 3- or 4-bit 
sections instead, but using larger-bit 
sections is more efficient. 

... 

a 

b 

C 

... 

w 

X 

y 

z 

A 

B 

C 

D 

E 

F 

G 

H 

1 

J 

. . ... 

0 K 

1 L 

2 M 

... N 

22 0 

23 p 

24 Q 

25 R 

26 s 

27 T 

28 u 

29 V 

30 w 

31 X 

32 y 

33 z 

34 ... 

35 Space 

100000 101000 100101 011111 0+--Add 

+HH'-..++H�H+�H�+
10000 01010 00100 10101 11110 

" 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

... 

63 

We append the final O to pad the last section because there is an insuf­
ficient number of bits to make the section a complete 5-bit unit. Here, we're 
using 0, but other padding digits could be used instead, depending on the 
encryption scheme. 

9T/3P 4 

Convert the binary data into decimal notation. 

10000 

J, 

16 

01010 

J, 

10 

00100 

J, 

4 

10101 

J, 

21 

11110 

J, 

30 
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!9TeP:3 

Using the encryption key s (N = 55, e = 17), perform the encry ption. In concrete 
terms. this involves raising the data in decimal notation to the 17th power. divid­
ing by 55, and searching for the remainder. By performing these calculations for 
each integer as follows ... 

16 17 
(mod 55). 1017 (mod 55). 4 17 (mod 55). 21 17 (mod 55). 3017 (mod 55) 

... we obtain the encrypted data. For example, we can calculate this for 16 
by finding the solution to 16 17 

(mod 55). We can reduce 16 17 by expanding the 
exponent as follows: 

16 17 = 16 2 
X 16 2 

X 16 2 
X 16 2 

X 16 2 
X 16 2 

X 16 2 
X 16 2 

X 16 (mod 55) 

Because 16 2 
= 256 = 36 (mod 55), we can replace each 16 2 with 36 : 

= 36 x 36 x 36 x 36 x 36 x 36 x 36 x 36 x 16 (mod 55) 

which is equal to 

= 36
2 

x 36
2 

x 36
2 

x36
2 

xl6 (mod 55) 

And since 36 2 = 1,296 = 31 (mod 55), we can further reduce the equation: 

= 31 x 31 x 31 x 31 x 16 (mod 55) 

= 312 x 312 x 16 (mod 55) 

Then because 312 = 961 = 26 (mod 55). we get 

= 26 x 26 x 16 (mod 55) 

= 26 2 x 16 (mod 55) 

And finally, because 26 2 = 676 = 16 (mod 55), we get 

= 16 x 16 (mod 55) 

= 36 (mod 55) 

The remaining encryption is performed in the same way, and we record the 
results as follows: 

1017 (mod 55) = 10 

4 17 (mod 55) = 49 

21 17 (mod 55) = 21

3017 
(mod 55) = 35

Thus, the ciphertext expressed in decimal notation is as follows: 

36 10 49 21 35 
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Then we can encode the decimal notation into letters: 

36 

t 

K 

10 

t 

k 

So the ciphertext is KkXvJ. 

49 

t 

X 

Di;C�YPTIN6 A CIPHE;�TE;)(T U51N6 R�A 

21 

t 

V 

35 

t 

J 

Now let's go over the process of using the private key to decrypt a ciphertext 
into plaintext. We'll use the private encryption key d == 33 in our concrete 
example. 

9TffPI 

Using decryption key d = 33, calculate c" (mod N). This involves raising each 
number in the decimal-form ciphertext (36 10 49 21 35) to the 33rd power, 
dividing by 55, and seeking out the remainder to obtain the plain text data as 
follows: 

3633 (mod 55), 1033 (mod 55), 4933 (mod 55), 2133 (mod 55), 3533 (mod 55) 

To calculate this for the first decimal digit 36, adopt the same technique 
used in step 5 of generating the ciphertext, as follows: 

3633 = 363 
X 363 

X 363 
X 363 

X 363 
X 363 

X 363 
X 363 

X 363 
X 363 

X 363 (mod 55) 

= 46,656 X 46,656 X 46,656 X 46,656 X 46,656 X 46,656 X 46,656 X 46,656 X 

46,656 x 46,656 x 46,656 (mod 55) 

= 16 x 16 x 16 x 16 x 16 x 16 x 16 x 16 x 16 x 16 x 16 (mod 55) 

: 162 
X 162 

X 162 
X 162 

X 162 
X 16 (mod 55) 

= 36 x 36 x 36 x 36 x 36 x 16 (mod 55) 

= 967,458,816 (mod 55) 

= 16 (mod 55) 

The remaining encrypted data {10, 49, 21, 35) is calculated in the same way, 
and we record the results as follows: 

1033 (mod 55) = 10 

4933 (mod 55) = 4 

2133 (mod 55) = 21 

3533 (mod 55) = 30 

Thus, we would get the plain text data represented in decimal notation as 
follows: 

16 10 4 21 30 
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&TePZ 

Next, convert the decimal numbers you have obtained into 5-bit bina:ry data: 

16 10 4 21 30 

_j, _j, _j, _j, _j, 

10000 01010 00100 10101 11110 

&TeP3 

To make the bits correspond with the character encoding in the table on 
page 169, divide the binary data into 6-bit units: 

10000 01010 00100 10101 11110 

HH+ ✓ HH #' +H � H � + 
10000 0 1 0 1 0 0 0 100101 0 1 1 1 11 O �Eliminate 

Because the last O was used as padding, it won't fit into a 6-bit unit. You 
can eliminate it. 

&TeP4 

Convert each 6-bit binary unit into an integer: 

&TeP:5 

100000 

_j, 

32 

101000 

_j, 

40 

100101 

_j, 

37 

011111 

_j, 

31 

Using the table on page 169, encode the integer data into characters: 

32 

_j, 

G 

40 

_j, 

0 

37 

_j, 

L 

Now you've completed the decryption process. 
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PUBL.IC-KeY fNC�YPTION AND 

Dl5C�ere I..O<SA�ITHM P�OBL.eM5 

DO YOU 0fi R=1A 
eNCl<YPTION NOW? 

Ye5, THAT'$ RIGHT. 1'1..1.. 
Al..5O 01ve A 51MPL.e 

eXPI..ANATION Of 
E:l..6AMAI.. eNCRYPTION, 

WHICH HA5 IT5 
FOUNDATION IN THe 

Dl5CJ<ere l..O0Al<ITHM 
Pl<OBL.eM. 

BY THe WAY, 
FOi<: PU61..IC-KeY 

eNC!<:YPTION, 

YOU DON'T U5e JU$T 
INTeeeµ: FACTO!<:IZATION 
1..11<:e IN !<:!>A eNC!<:YPTION, 

i<:10HT? WHAT e1..5e 1$ 
THe1<:e TO IT? 
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Dl?Cfz:fi& !.06Afz:ITHM Pfz:061-&M? 

Take another look at the modulo 7 power table. This table contains all the 
powers between 1 and 6 and shows the results of modeling them by 7. We can 
express the possible results of a modulo 7 operation as a finite field comprising 
these members: 

(0, 1, 2, 3, 4, 5, 6} 

We'll represent this finite field in 
group notation. When we have a num­
ber n and a field of numbers related 
to n, we can represent the whole 
group as z/. In this case, n is 7, so 
we get z; = (0, 1, 2, 3, 4, 5, 6}. You'll 
notice that every number in this set is 
coprime to 7 except 0. We'll represent 
the group of coprimes in Z

n
• as Z

i
. 

a• MODU�O 7 

You'll notice in the table to the 
right that in the row showing the 
power of 3 mod 7, the values from 
1 to 6 each appear in the row only 
once. This means z; with the excep­
tion of O is expressed in the power of 
3 modulo 7. When we have a number 
n, if the power of a modulo n con­
tains every coprime of n in Zn•, then 
a is called n's primitive root. 

I� 
1 

2 

3 

4 

5 

6 

1 2 

1 1 

2 4 

3 2 

4 2 

5 4 

6 1 

3 4 5 

1 1 1 

1 2 4 

6 4 5 

1 4 2 

6 2 3 

6 1 6 

Every prime number p has primitive roots, and the number of primitive 
roots is c/>{p - 1). For modulo 7, the result of this equation would be 

cj,(7 - 1): cj,(6): cj,(2 X 3): (2 - 1) X (3 -1): 2 

6 

1 

1 

1 

1 

1 

1 

This means that modulo 7 has two primitive roots. Thus, aside from 3, 
there must be one other numerical value that is a primitive root, and, if we 
look at the ab modulo 7 table, we can ascertain that it is 5. Where pis a prime 
number, a represents a primitive root modulo p. and k is a nonnegative integer 
but also fulfills the equation ks p - 1. we can express any member of z, as a 
modulo operation like so: 

ak = z, (mod p) 

With some rearrangement of this equation, the exponent k of primitive root 
a can also be expressed as the following equation: 

k = log"Z' (mod p) 
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When this is the case, k is known as a discrete logarithm with base a. 
Let's quickly go over log notation. For example, the equation 23 = 8 is the 

same as 

3 = 3 log
2
2 = log

223 = log28 

This is similar to rephrasing the expression "2 to the power of 3 is 8" to be 
"to get 8, you must multiply 2 by itself 3 times." 

As is also explained on page 116, when you have the equation 

a• = z, (mod p), 

it isn't difficult to find z, when a, k, and pare known, but finding the discrete 
logarithm k is incredibly difficult even if you know a, z,, and p. This is the 
discrete logarithm problem. 

ffi 

y = loga AND 
X= ay! 

weL.t., NeXT I'L.I.. 
eXPL.AIN !:1.-C:iAMAI.. 
eNC:�PTION, AN 
AL.60�1THM THAT 

U7f;7 THe Dl?C:�ere 
L.06A�ITHM P�OBL.eM. 
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f;NCl<YPTION AND Df;Cl<YPTION IN !;I-GAMA[.. f;NCl<YPTION 

In this cipher, the sender is Ruka, and the recipient is Ran. 

1. Recipient Ran prepares a large prime 
number q and the primitive root a. 

e i.: MeN 

we've sec 

F1<1eND?! 

z. Recipient Ran randomly chooses a private key d, performs the 
following calculation, and makes the public keys g, a, and q 
available to others. 

g= ad (modq) 

3. Sender Ruka selects a random number r and calculates C, = ar 

(modq). 

In addition, she calculates C
2 

= m x gr (mod q) for the plain­
text message m. 
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4. Sender Ruka sends C
1 

and C
2 

to Ran. 

Public keys g, a, and q 

5. The recipient Ran uses private key d to calculate the following 
equation and decrypt the message: 

we HAVf; 

c/ = (a'f = (ad)' = ard = g' 

50 

_s__ = 
moog' = m 

Gld g' 
15 THe Df;C!ZYPTION 

OF m. 

m = i�(modq) 

WOW! Wf:'Vf; 
Df;Cl-(YPTf:D THf: 

PI.-AINTf:)(T ml 
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:,HAl<IN6 A l<SY IN el-GAMAI­
SNCl<YPTION I? ?IMII-AI< TO 
?HAl<IN6 A l<SY WITH THS 
DIFFIS-HSl-l.MAN MSTHOD. 

I. Ruka and Ran share the large primary number p and the primitive 
root a, neither of which is private. 

z. Ruka selects a secret random number c and then sends ac (mod p) 

to Ran. On the other end, Ran selects a private random number d 
and then sends ad (mod p) to Ruka. 

3. The shared key is acd. Ruka obtains the shared key by calculating 
(ad)c = acd (mod p) from private key c, and Ran obtains the shared 
key by calculating (ac)d = acd (mod p) from private key d. 

0HHH, THAT'? 
SA?Y TO 

UNDSl<?TAND! 

The two of them are able to share a key. 
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ON TOP OF 
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f=I-GAMAI- 1$ Al-$0 U%D A$ A 
l?l&ITAI- 5/&NATLJ!<f: 5CH/:Mf: ... 

\ \ 
FROM: RAN UZUl<I 

TO: RUl<A 

,UBJSCT: BYS-BYS! 

I HOPS TODAY'S- �S?!>ON WAS-N'T TOO TOU0H! I'Ve 
MOVeD ove.:s-eAS-. BUT DON'T WO!i:RY-We 
CAN 5TI�� SMAI�! 

YOU!<: CONVS!i:5ATIONS- MSANT 50 MUCH TO Me, S-0 

p�eAs-e !':SEP IN TOUCH! 

HOPE YOU CATCH THE THIEF AND 0ET THE 
EME!i:AW BACI(! 
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YOU AL.I. �NOW WHO 
M?, CYPH!?� 17 NOW, �16HT?! 
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THe exreNDeD eUCI.-IDeAN Al.-0O1<:ITHM 

The Euclidean algorithm derives the greatest common divisor of two natural 
numbers more efficiently than does base factorization. The procedure for iden­
tifying the greatest common divisor of two natural numbers a and b (where 
a> b) using the Euclidean algorithm is as follows: 

I. Divide a by b to find the remainder r. 

2. When r = 0, the greatest common divisor is b, and the process is finished. 

3. When r,; 0, replace a and b with b and r, and perform the first step again. 

In other words, repeat steps 1-3, and when you arrive at a remainder of 0, 
the divided number is the greatest common divisor. 

For example, let's solve for the greatest common divisor of 1,365 and 77. 
Although the Euclidean algorithm deals with remainders, its proof is conven­
tionally written without using modular arithmetic, so we'll do the same: 

1,365 = 17 X 77 + 56 
77 = 1 X 56 + 21 

56 = 2 X 21 + 14 

21 = 1 X 14 +(v 

14 = 2 x(z)+ 0 

1,365.;. 77 = 17 with a remainder of 56 
77 .;. 56 = 1 with a remainder of 21 

56 .;. 21 = 2 with a remainder of 14 

21 .;. 14 = 1 with a remainder of 7 

14 .;. 7 = 2 with a remainder of 0 

So, the greatest common divisor is 7. 
Next, we'll locate the greatest common divisor for the coprimes 20 and 17. 

20=lxl7+3 

17=5x3+2 
3=lx2+1 

2=2xl+O 

Of course, since the greatest common divisor is 1 for coprimes, the 
Euclidean algorithm seems unnecessary. However, the extended Euclidean 
algorithm is very useful to us. 

The extended Euclidean algorithm is used to solve for the modular multipli­
cative inverse, which is one of the calculations required in RSA. It aims to solve 
for the coefficients of Bezout's identity, which is the following equation, 

ax+ l>y = d, 

where d is the greatest common divisor of a and b (x and y are the coefficients 
we aim to solve for). To solve for x and y, we must perform a few more steps 
after Euclid's algorithm (hence the name extended Euclidean algorithm). 

First, we'll transpose the first three equations into the following equations: 

20-lxl7=3 

17 - 5x3=2 

3-lx2=1 
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Since 2 is equal to (17 - 5 x 3), as seen in the earlier equations, we'll take 
the last equation we created and substitute it for 2. 

3 - lx2=1 

3 - 1 X (17 - 5 X 3) = 1 

Then manipulate the equation by distributing and combining like terms. 
The goal of these substitutions is to express everything on the left side in terms 
of ax + by where a = 20 and b = 17. 

3 - 1 X (17 - 5 X 3) = 1 

3 + (-1 X 17) + (-1(-5 X 3)1 = 1 

(-1 X 17) + 3 + (5 X 3) = 1 

(-1 X 17) + (6 X 3) = 1 

Next, we'll substitute (20 - 1 x 17) for 3: 

(-1 X 17) + 6 X (20 - 1 X 17) = 1 

(-1 X 17)+ (6 X 20)+ (-6 X 17) = 1 

(6 X 20) + (-7 X 17) = 1 

The result of this series of procedures is rewritten as follows: 

20(6) + 17(-7) = 1 

This is exactly what we were looking for. The valued= 1 because a and b 

are coprimes, a = 20 and b = 17 as expected, and we now have the values of x 

and y. 
The solution to the extended Euclidean algorithm here is x = 6, y = -7. 

CAL.CUL.ATIN0 THe Pl<:IVATe KeY IN lc:�A KeY eeNe!<:ATION 

Here we'll show how we got d = 33 in our key generation example, which 
requires calculating inverse elements in a modulo operation. 

In our example, we were trying to solve for the private key d and had this 
equation: 

17d= 1 (mod40J 

To solve this, you can rearrange the equation into Bezoat's identity (ax+ by 
= 1) and use the extended Euclidean algorithm. We'll arrange the equation so 
that a= 17, b = 40, and x = d to get 

17x+40y= 1 

Now, to solve for x, let's first perform Euclid's algorithm: 

40=(2xl7)+6 

17 = (2 X 6) + 5 

6 = (1 X 5) + 1 

5 = (5 X 1) + 0 
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Now we'll perform the extended Euclidean algorithm. Let's start with the 
second-to-last equation from our calculations for Euclid's algorithm: 

6-lx5=1 

Now substitute the third-to-last equation into the second-to-last equation: 

6 -1 X (17 -2 X 6) = 1 

Now substitute in the first equation as well: 

(40-2 X 17)-1 X (17-2 X (40-2 X 17)) = 1 

Group the numbers into similar terms. In this case, group them into 17s 
and 40s: 

-7 X 17 + 3 X 40 = 1 

Given that we had l 7x + 40y = 1 and were solving for x, we can see that our 
private key d = x = -7 = 33 (mod 40) became -7 + 40 = 33. 

Now that you've completed this hands-on example, you should have the 
confidence to solve for other private keys for RSA key generation! 
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�ACTICAL. 

APPL.ICATION? OF 

fNC�PTION 



BY "HYBl<:10" 00 YOU MeAN 

A "COMBINATION"-A5 IN 

A FU510N OF MUI.. TIPl..e 

MeTHOD5? 
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IT'$ A MeTHOD OF eNCizyp-rJON 
THAT ACCOUNT$ FOP: THe 
weA�Ne5�e5 OF BOTH 

$YMMeTP:IC-�eY Al-6OP:ITHM$ AND 
PIJBI.-IC-�f;Y CP:YPTO6P:APHY. 

THe CAI.-CUI.-ATION$ 
FOP: �YMMeTP:IC-�eY 

Al.-6OP:ITHM$ AP:e 
FA$T, BUT eXCHAN61N6 

�i;y5 1$ AN 1$�Ue. 
THe CAI.-CUI.-ATION$ 

INVOI.-VeD IN PIJBI.-IC-�ey 
Cia:YPTO6P:APHY TA�e 
A I-OT OF TIMe, BUT 

eXCHAN61N6 �eY$ TO 
IMPl.-eMeNT A PIJBI.-IC-

�ey $CHeMe 1$ $1MPl.-e. " 
-4· 

t.eT'5 5ee HOW HYBF<ID eNCF<YPTION 
5Ol.Vfe5 THEe5Ee I55Ufe5 BY EeNCF<YPTIN6 

A 5HAF<EeD l(feY FOF< A 5YMMfeTF<IC 
Al-6OF<ITHM U5IN6 PUBI-IC-KeY 

CF<YPTO6F<APHY. 0NCe THe EeNCF<YPTeD 
l(f;Y 15 excHAN6eD, THe PU61-IC-l(eY 

Al-6OF<ITHM 15 NO I-ON6eF< NeeDeD, AND 
FUTUF<e Me55A6e5 AF<e eNCF<YPTeD 
U5IN6 THe 5YMMeTF<IC Al-6OF<ITHM 

WITH THe 5HAF<eD KeY. 

Symmetric algorithm 

Message 
(plain text) 

The recipient's ; ________ ,, The recipient 
public key is creates a pair of 
received in public keys in 

1 advance �-------- advance 1 
·�------� '-- - - - -�·

•-------------------•-••••••••••••••••••••••••••••••••••••••••••••••••••••• I 

Public-key encryption process 
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As demonstrated in the previous figure, public-key encryption is used only to 
encrypt and decrypt the shared key so that the symmetric-key algorithm can be 
used to encrypt and decrypt the actual messages that are exchanged. Since the 
shared key is encrypted using a public key, the greatest weakness of a shared 
key-the delivery of the key-is avoided. 

So, now let's look at a real-life example of encryption using ramen orders. 

____ _. Shared key 
???? 
? 7?? 
(I - .. " 

� 
J 

These two a,e 

Pri�
k

e
y 

•�• 

u 
/1 , . 

• 

Message , 
,

�
Encltion 

Encrypted 

THe Mf;5:-A6e 15 
f;NC�PTeD U51N6 
A 5HA�eD i<eY, AND 
THe 5HA�eD i<eY 1$ 

eNC�YPTeD U$1N6 , 'Encryption , 
I{ 

f!.;••''"'tt" 
Received 

public key 

i 
Ciphertext 

A PU81.-IC l<f;Y! 

� 

mill 
Sending the encrypted shared key 
and the message as a ciphertext .. 

Encrypted 
shared key 

???? 
? 7?? 
0 - .. 0 

Received ci phertext 

• 

Decryption ____ _.. � 

i ,,
,W ;hared

k
e

y 

Private key 

" 

, 
, , , 

____ _.. Decryption 

, , , 

Message 
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I ?f,E! :>O THAT'5 HO; / 
WE CAN EXCHANGE 

ENC�PTED 
ME55A0E? IN A FA5T, 

H10HL-Y EFFICIENT 
MANNE!<! 

HYBl<ID ENC!<YPTION 15 
U5ED ON THE INTEl<NET. 

501<� FOi< THE WAIT! 

H THE !<AME 
D COME 0 

FA5T, H10HL-Y 
IENT MANNE!< 

5'eVeia:AL. TYPe5 OF HYBF<:ID 
eNCF<:YPTION f;)(l5T ONI..INe, 
INCI..UDIN6 PF<:eTTY GOOD 

PF<:IVACY CPGP), WHICH 15 U5eD 
FOi': eNCF<:YPTIN6 eMAIL., AND 
55L/Tlh, WHICH 15 U5eD TO 

eNCF<:YPT wes PA6e5. 



HASH FUNCTIONS AND M&SSA6& 

AUTH&NTICATION COD&S 

I \ 

1qo CHAPWI< 4 Pl<ACTICAI- APPI-ICATIONS OF eNCl<YPTlON 

l DON'T 

OWWHEil-(E, 



we l-0$T 2'l BOWi-$ 

OF l<AMeN THe 

OTHel< DAY! 

we 1<ece1veo A 

oe1-1ve1<Y 01<oe1< VIA 
eMAII-, BUT ... 

THe Me55A6e WA$ 

TAMl7el<eD WITH! 

RAMeN?! 

� C 

C � 

C 

C 

c" 
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"HA5H" ,i:efe,i:$ TO 

$OMeTHIN6 THAT'$ 
CHOPPeD UP. 

IN$TeAD OF Beef, HA5H 
FUNCTION$ CHOP AND MANSL-e 

Me55A6e$ INTO TINY PleCe$ TO 

� 
P,i:ODUCe HA5H VAL-US$. 

r I) 

WHAT'$ A HA5H 
VAL-Ue? 

IT'5 A VAI.-Ue CAI.-CUI.-ATeD FF:OM THe 

Me55A6e. IT'5 1.-ll<e A FIN6eF:PF:INT 

YOU WOUI.-D use TO IDeNTIFY A 

pf;F:5ON IN A CF:IMINAI.- INVe5Tl6ATION. 
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HA$H FUNCTION$ 

A hash value identifies a message, like a fingerprint. The hash value is a small, 
fixed size, whereas the input is often larger than the hash. A hash function is 
used to calculate a hash value from a message. 

The sender transmits a hash value with a message to guarantee the mes­
sage's integrity. A message has integrity when the recipient is assured that the 
message hasn't been falsified. The recipient recalculates the hash using the 
same hash function as the sender and then compares that calculated hash to 
the hash attached to the message. If the values are the same, the message hasn't 
been falsified. This process, shown in the following figure, is called performing a 
checksum. 

Message 
{plain text) 

Hash function 

Tampering 
has occurred 

Hashes 
are 

different 

Hashes 
are the 

Message 
(plain text) 

Recipient I 

A hash function is a one-way function. The original message can't be 
derived from the hash value. This property is referred to as irreversibility. 

Hash functions need to be resistant to collision attacks, which guess the 
hashes for messages. Because a hash needs to be unique to a message, the hash 
function can't produce the same hash for different messages. When a hash func­
tion fulfills this requirement, it has strong collision resistance. In addition to 
being resistant to hash collisions, a hash function shouldn't prcxl.uce similar 
values for similar messages. For example, if we were to give the input 01001 to 
a hash function, it should output a different value than if we used 01000 as the 
input, which differs by only 1 bit. Real-life hash functions have a larger input 
than output, which means collisions are unavoidable. Therefore, they don't 
have strong collision resistance. However, hash functions can be developed to 
make finding an input that matches an output as difficult as possible. This is 
accomplished by using a large output and sets of calculations that are thought 
to be resistant to reverse engineering. Some hash functions developed with 
these requirements in mind are MD5, SHA-1, SHA-256, and SHA-512, but these 
functions are not foolproof. For example, researchers discovered that MD5 and 
SHA-1 are vulnerable to collision, so they are no longer safe to use. 

HA$H FUNCT10N$ AND Mf;�A6e ALJTHeNTICATlON CODI;;$ 1q3 



weNTITY F�AUD 

YOU 5HOUI..D U5e 
HA5H FUNCTION$ TO 

pµ:eveNT Me5=1AGe 
TAMPeµ:ING. 

We L-O?T 30 BOWL.$ 
OF µ:AMeN AGAIN 

TODAY! 
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THAT AL-ONe 15N'T 

GOOD eNOUGH! 



ID�NTITY Fli:AUD COUNT�li:M�A?Uli:1;$ 1----------------.

WHeN YOU HAve A 

Me?:1A6e FROM THe 

ACTUAL- ?eNDeR. .. 

MAC: Me?:1A6e AUTHeNTICATION cooe 

IT AUTHeNTICATe? THAT 

THe Rece1veo Me?:1Ase 

HA? COMe FROM THe 

CORReCT PeR?ON 

AND 15N'T FROM A 

FAAUDUl-eNT 5eNDeR 

eN6A6eD IN IDeNTITY 

THeFT. 
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ST!i!UCTUl<!e OF ME:$$A0e AUTHeNTICATION CODe$ 

A message authentication code is a procedure that confirms a message's authen­
ticity and certifies a message. Let"s look at the following figure to learn how a 
message authentication code can be produced. 

Message 
(plain text) 

The sender transmits a message and the MAC value (also called a tag) 
derived from their message. The MAC value is used to perform a checksum in 
the same way as with a hash value. 

MAC value 

Shared 

i 
MAC value is 

generated 

Message 
(plain text) 

+ 

• ! Recipient 
�

Message 

---� 
(plaintext) 

0111 
011101 

110010 ... 

MAC value 

Pass the 
buck 

Grim 
prospects 

No falsification 

Falsified 
message! 

The sender delivers a message with its corresponding MAC value to a recip­
ient. The recipient calculates a MAC value from the message they received and 
compares their MAC with the original MAC value from the sender. If the two 
MAC values match, the recipient is assured that the integrity of the message 
is intact and that the message is from the sender. 

NOTE:-: The recipient knows that the message is from the sender because it 

is assumed that only the sender and recipient have the key. 1J the recipient 

didn't create the tag (the MAC value}, then it must be from the sender. 

Think of a message authentication code as a one-way hash function that 
is associated with the shared key. MAC values are similar to hash functions 
because they possess the same mechanisms and confirm the authenticity of 
a message by calculating and comparing values on the sender's and recipi­
ent's ends. 

When the two parties calculate the MAC value, they use a key that is shared 
only between themselves. By calculating the MAC value from the message, the 
receiving party can be assured that the sender of the message is in fact the per­
son who has the same shared key. 
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MAC values provide integrity for a 
message. When the two MAC values are 
identical, the message has not been tam­
pered with en route from the sender. When 
the two MAC values differ. the message has 
potentially been falsified, and the sender 
may not be the one who shared the key. 

A message authentication code works 
in this way, but as with public-key encryp­
tion, there are issues with the security of 
the shared key. 

Message authentication codes are also 
used for SSL/TLS, which is used by inter­
national banks for money transfers and in 
online shopping. 

R&PUDIATION 

M1$Tel<:, NOW YOU 
CAN !<:�T i;A$Yl NO-WAIT! 

HA5H FUNCTION$ AN[:1 Mf;55A6e AiJTH!,NTICATlON C0[:11,$ 1'17 



Attacker 

CAN'T Wf:i U?ri A Mf:i?�A6ri 

AlJTHriNTICATION CODf:i? 

UNFOl<TUNATf:il...Y, THf:il<f:i Al<f:i 

I...IMIT? TO WHAT A Mf:i?�A6f:i 

AlJTHf:iNTICATION CODf:i CAN DO. 
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Dli:AWBACI(:$ OF Me½A0E, AUTHE,NTICATION CODE,$ 

Repudiation is the ability to deny being the sender of a message. For 
example, a message and MAC value are sent from A to B, and afterward A 
claims, "I didn't send this message to B. B made this up." There's no way 
to disprove A's statement, and even if B enlisted the help of a third party to 
find out the truth, this third party wouldn't have a way to determine whether 
the message and MAC value were generated by A or by B. 

When a message is sent from A to B, B can't verify to a third party C that 
the message was sent from A. This is because the message and MAC value 
can be generated by either A or B. In other words, C is unable to determine 
whether the MAC value was generated by A or B. 

ecccKJ 
WHAT $HOUL-D I DO?! 
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Dl61TAL. :,l6NATUJ<e5 

cc:: 

HOW DO YOU 

DB-F!,ND A6AIN5T 

ia:i;PUDIATION? 

YOU U?!? A DISITAL. 
?16NATUR!?! 

A DISITAL. ?16NATUR!? I? TH!? 
OPPO?IT!? Of !?NCRYPTION IN 

PUBL.IC-l(!?Y !?NCRYPTION. 

HOW DO!?? 
IT WORI(? 

Ml;o,$A 
i;NTIC:ATIO 
VIDI; INTI; 

IVATJ;-l<l;Y/, 
i;NC:l<YPTION, 
A Dl<::>ITAc':71 
Pl<OVIDI;, I 

IN PU 
!;NC: 

THI; TABci; ,HOW, 
i;NC:l<YPTION AND 171<::>ITAc 
$1<::>NATUl<i;o, IN PUBclC:­
KeY C:!<YPTO<::>l<APHY. 

Encrypting Encryption using 

message sender's public key recipient's private 

key 

Digital 

signature 

Decryption using Signature Encryption using 
sender's public key sender's private key 
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Of A DISITAL. 
?16NATUR!?! 



THe WO!<:l(:IN(½ OF A Dl01TAI- ?10NATU!<:e 

When using a digital signature, the sender signs a message that has been 
encrypted using their own private key. This signature is sent to the recipient 
along with the message. 

The recipient decrypts the signature using the sender's public key to obtain 
the message. Then the recipient compares the decrypted message to the sent 
message. 

If the two are the same, the message is verified as authentic, and the sender 
is thought to be legitimate. Because the sender's public key is used for decryp­
tion, a third party can also verify the signature. When a third party is able to 
verify that a message came from a specific sender, we have nonrepudiation-the 
sender can't deny they sent a message. 

Let's look at some examples of how a digital signature works. The follow­
ing figure has been simplified to make the general concept of a digital signature 
easier to understand. 

ffi 
u Private 

key 

Public-key 
encryption and 

decryption Public 
key 

! Recipi
;

e
�eA

�� 

A warrior 
worth 1,060 

warriors 
Let the brush 

follow the 

Message 
(plaintext) _____ _ 

A warrior 
worth 1,060 

warriors 
Let the brush 

follow the 
mind 

Message 
(plain text) 

Signature 
(ciphertext) 

Decryption 

010010 
101100 
010011 

010011.. 

Signature 
( ci phertext) 

A warrior 
worth 1,000 

warriors 
Let the brush 

follow the 

Message 
(plain text) 

No problems with 
authentication 

Problem with 
authentication! 

In this figure, the message shown is immediately encrypted and signed. In 
reality, it takes time to sign an entire message with public-key cryptography. 
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ffi 
u 

Sender 

It is common to first use a hash function to turn the message into a hash 
value and then convert the hash into a signature, as shown in the following 
figure. 

Private key Public key 

Problem with 
authentication! 

Different 

Same 

Hash value 
obtained 

from received 
message 

Decryption .--�t�---,
-! -Hash function 

No problems with 
authentication 

Scemc beaut 
X 

xxxx Castle in 
xxxx the sky 

Message 
(plain text) 

Signature 
(hash-value 
ciphertext) 

Signature 
(hash· 

function 
ciphertext) 

Message 
(plain text) 

A digital signature is also used to generate a server certificate that authen­
ticates the legitimacy of an SSL/TLS server. A certificate is something that 
appends a digital signature to a public key (in this case, the server's public 
key). Certificates also append digital signatures to software downloads to pro­
tect software from being falsified. 
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WITH TH15 MANY 

COUNTeia:MeA5Uia:!½, YOU'l-L 

HAVe NOTHIN6 TO WO!Zia:Y 

ABOUT wHeN YOU oel-1veia: 

IZAMeN. 

MAN-IN-THE,-MIDDI-E, ATTACI< 

Let's say we have a sender A and a receiver B. We'll have Mr. Sato of District 1 
be A and Usagi's Diner be B. Sender A corresponds with B using encryption. but 
first he has to receive B's public key. A person in the middle, an attacker, inter­
cepts the public key as it is transmitted from B to A and then sends their own 
public key to A instead. 

Since the encrypted message sent by A has been encrypted using the 
attacker's public key, the attacker can decode the message using their own 
private key. The attacker alters the contents of the message, encrypts it using 
B's public key, and sends it. Once the attacker is done, B has no idea that the 
message was tampered with and has no way to check for falsification. Let's see 
what this looks like. 

1'1...1.. ORDSR 
A BOWi.. OF 

RAMSN U$1N6 

SNC:RYPTION. Attacker's 
public key 

1'1...1.. C:HANCSe 
THe l<SY AND THe 

MS$5A6e. 

Mr. Sato in 
District 1 

' 
I ORDER 

OF RAMEN, 
PLEASE! 

Message is 
encrypted 
using the 
attacker's 
public key 

OF RAMEN, 

QUICK! 

Fraudulent message is 
encrypted using Usagi's 

Diner's public key 

Attacker sends their own public key 
in place ofUsagi's Diner's public key 

Usagi's Diner 



BUT IF YOU !(NOW WH05e 
ic;ey WA':, U5eD TO 

eNCjzyPT THe Me5:,A6e, 
THAT TAl(f;':, CAF:e OF THe 

PF:OBl-eM! 

U$1N0 CS�IFICAT!½ TO Pli:OTSCT A0AIN$T 

MAN-IN-THS-MIDDI-S ATTAC1'5 

IF YOU HAVe A 
TF:U5TeD THIF:D 

PAF:TY CA CeF:TIFICATe 
AUTHOF:ITY) WHO CAN 
ACCUF:ATel-Y veF:IFY 

WH05e ic;ey IT 15, 
YOU'F:e 6O0D! 

A certificate attaches the digital signature of a public key and that key to an 
identity. A certificate is published by a certificate authority. When someone 
wants to make a public key available, they register their public key using a cer­
tificate authority and simultaneously request publication of the certificate. 

Based on this request, the certificate authority verifies the authenticity 
of the user, and, if the public key meets the certificate authority's standards, 
the certificate authority generates a certificate for the public-key and digital­
signature set. Sometimes the user creates the public- and private-key set. while 
other times the certificate authority generates these during registration. 

The process of verifying the certificate guarantees that the public key indeed 
belongs to a specific user. The certificate authority, a trusted third party, verifies 
that the public key is correct on behalf of the user. Now let's look at the proce­
dure shown in the next figure and outlined in these six steps. 

I. User A requests that the certificate authority publish the user's public key. 

z. After the certificate authority confirms the identity of User A, the certifi­
cate authority produces a digital signature for User A's public key, and the 
certificate is published. The published certificate affixes a digital signa­
ture to User A's public key by means of the certificate authority. The cer­
tificate is usually made up of the public key of User A (PKA) and the digital 
signature of PKA. 

3. The certificate authority stores the certificate in a repository [a data 
storehouse). 

4. User B downloads User A's certificate from the repository. 

5. User B decrypts the digital signature using the certificate authority 's pub­
lic key. 

6. The decrypted key is compared with the public key attached to the cer­
tificate. If the two keys are the same, the public key included with the 
certificate is verified as belonging to User A. 

By means of the certificate-issuing procedure, User B can obtain User A's 
verified public key. By using User Ns secured public key, User B can verify that 
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the message was encrypted with User Ns private key and affixed with a digital 
signature. 

The validated message will simultaneously meet the following three 
conditions: 

The message has not been falsified. 

z. The message has not been generated by a third party posing as User A. 

3. User A can't repudiate the message. In other words, User A can't deny they 
generated the message.

As long as the legitimacy of a public key is verified, any message affixed 
with the public key's digital signature is assured to meet these three con­
ditions. Let's finish up by discussing the mechanisms behind public-key 
infrastructure (PK!). 
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l..eT'5 THIN!< 
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BUT Nor� AJ<:e 
l?�UeD BY THe BANI< 
OF JAPAN, WHICH we 

CAN TJ<:U?T, J<:16HT? 

sorr 
WAS 
MINI,! 
WH!,N 

DID YOU 
eveN ... ? 

IN OTHel< WOl<DS, 
CUl<iitf;NCY HAS VAI-UI, 
B!,CAUS!, OF SOCIAI­

INFl<ASTiitUCTlJiit!,. 

IF MONeY I..O?e? 
VAI..Ue, IT J<:eAI..L.Y WII..L. 

Be JU?T A ?!..IP OF 
PAPeJ<:. 

Only the Bank of Japan produces paper currency in Japan 
(no one else is allowed to create money). 
The Bank of Japan enacts a variety of measures to ensure 
that the value of money (paper currency) doesn't decline. 
The nation defends against forgery and uses laws to defend 
society's trust in money. 
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BUT WHO 
SUARANTBE? 
INFORMATION 
9ecU1<:1TY AND 
ALJTHeNTICITY? 

AND THI$ 9OCIAL­
INFRA9TRUCTURe 

19 �OWN A9 
A PUBL-IC-1<eY 

INFRA9TRUCTUi<:e! 

Just as social infrastrncture maintains the security and 
authenticity of money, public-key infrastructure (PKJ} guar­
antees information security and authenticity for public-key 
encryption. 

In other words, because of PK!, we can use public-key 
encryption to exchange emails, do business over the internet, 
and perform other actions with peace of mind. 

PK I 
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TO ee61N, we HAVe 
U5e� A AND U5e� B, 
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User B wants to receive User A's message without 
fear of falsification, identity fraud, or repudiation. 

Using his own private key, User A attaches 
a digital signature he has generated to the 
message. Then he sends the message to 
User B. 

r 
Private key 

0 r:::7 
UserA Lg 

BUT HOW DO we 
!<NOW THI$ PUBI...IC 

i<eY ACTUAI...LY 
Bel-ON6$ TO 

U$e� A? 

THAT'$ IT! THe 
T�U$TeD ce�IFICATe 

AUTHO�ITY CAN 
ve�IFY THe 
pUBI...IC i<eY! 

User A registers their public key 
with the certificate authority. which 
publishes a certificate. 

Using User Ns public key, User B verifies the 
digital signature on the received message. If 
the decryption of the digital signature with 
User Ns public key matches the message 
sent, the message is legitimate. 
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The certificate is composed of User A's 
public key and the certificate author­
ity's digital signature. 

User B downloads User A's cer ­
tificate from the repository. 

User B decrypts the digital signature 
included in User Ns certificate. User B 
then compares the public key and digital­
signature key. H the two keys are the 
same, User B has verified that the mes­
sage came from User A. 

UserB 

1 Certifi�•�e 

;:?:i?2��; � 
Compare 

➔ Same 
Decryption ---+ � 

$INCe THe PU61-IC ic;:ey 
15 ize015reizet7 WITH THe 

Ce!ZTIFICATe AUTHOIZITY 6Y 
U5eiz A, ANYONe CAN veizlFY 

U5e!Z A'5 lt7eNTITY. 

CERTIFICATE 
AUTHORITY 

The certificate authority 
stores the certificate in a 
repository. 

When verification is complete, we 
know that User Ns public key is 
legitimate and the message User B 
received is also legitimate (in other 

words, we've ruled out falsification, 
identity fraud, and repudiation). 
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Certificate authority 
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xxxx 
�-- Authorization 

xxxx 

Encrypted 
authorization 

request 

� request 

Certificate 
authority's 
private key 

Message 

When the decryption of the received application and the public key are 
verified, the certificate authority will grant User A the certificate. 
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OF A PAIN FOR 
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I 
Here's an example of a certificate in a web browser. Web browsers 
have the functionality to view certificates from websites. You'll be 
able to see the certificate's version information, serial number, 
signature algorithm, issuer, and other such information. 
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OH! 1T 5,AY5, 
IT'5, FROM RAN, 

Al..5,0 �NOWN A5, 
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\ I I 

I 

/ 

WHA-WHAAAAAAAT?! 
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ze�O-KNOWL.eoee INTSAACTIVS P�OOF 

In order to use a credit card, you need to share information to verify the authen­
ticity of the card, but credit card theft is common. If your credit information is 
stolen while you are authenticating your card, you could be charged for items 
you don't recall purchasing (because you didn't purchase them!). In the same 
way, you risk revealing private information to outsiders whenever you need to 
verify your identity. Because of these risks, we need methods that ensure con­
fidentiality can't be breached (also known as a zero-knowledge protocols) and 
methods that verify a person's identity to others (also known as authenticity). 

In an effort to respond to these necessities, Goldwasser, Micali, and Rackoff 
introduced the concept of the zero-knowledge interactive proof in 1985. The 
zero-knowledge proof is a means by which a third party (for example, a credit 
card company) can verify the authenticity of an individual's card while ensur­
ing that the private information attached to a card is not leaked. For example, 
a card has a randomized decimal password of more than 100 digits. To authen­
ticate a card, a company or individual charging to the card would need to verify 
that the password is authentic without the ability to see the card's password. 
This might seem impossible, but we can do this using the mathematical theory 
behind encryption. Let's look at how this method works in detail by breaking 
the process down into two stages: the preparatory stage and the implementa­
tion stage. 

The setup of a zero-knowledge proof first requires an honest verifier (such as a 
credit card company). Let's look at an example. 

C/<liATEf A COMP09/Tlf NI/MB/fl< N THAT /9 PI/BUaY AVA!tABU TO AU 1/9/f/<9 

The verifier prepares two prime numbers (p. q) and calculates their product, the 
composite number N. That is. they use the following equation: 

N = pq 

The prime numbers p and q are secret. In actual practice, a proof would 
use large prime numbers comprising around 80 digits, but here, we'll use the 
two-digit prime numbers p = 13 and q = 19 for simplicity's sake. The product of 
these two prime numbers is 

N = 130019 = 247 

This is a three-digit composite number, but as noted, the factorization of 
N in practice would generate a number so large that it would be impossible for 
any computer to calculate. This very large composite number N is made avail­
able to all users. 

i<lf&/9T/ffl lfACH 1/9/f/<'9 IO WITH TH/f Vlf'l<IF//fl< 

Each user has an ID that is a publicly available numerical value associated 
with each user's public key. These IDs enable users to engage in one-to-one 
correspondence. Each user registers their ID with the verifier. In this book, 
we'll identify IDs with subscripts. For example, User Pis ID is ID,. 
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THe Vefi?IF/e/i? CAlC/11-ATe,; AN/7 ,;eN/7,i eACH 1/oie/i? A Pfi?IVATe KeY 

The verifier calculates the user's registered ID modulo the square root of N. 

When dealing with real numbers, calculating a square root is simple: how-
ever, because we need to use integers, the square root calculation is complex 
unless the prime numbers p and q of composite number N are known. The zero­
knowledge proof is built upon this computationally complex calculation. 

In this example, only the verifier knows the prime numbers 13 and 19. and 
since only the verifier can calculate the square root of each ID registered by the 
users, confidentiality is not breached. Let's look at an example in which ID

A 
is 

IOI. In this case, the square root is 71. 

✓
l

Ol(mod 247) = 71 

When we calculate in reverse and square 71, we get 712 (mod 247) = 101. 
The value 71 is User A's private key (S

A
), which is secretly delivered to User A. 

Generally, the following relationship exists between ID
A 

and private key S
A

: 

.Jm,:: (mod N) = S
A 

(s.)'(modN) = ID
A 

In practice, the private key will be a number of more than 100 digits, so the 
private key isn't a number that User A can memorize. However. the purpose of 
the private key (S

A
) is not to verify the identity of User A but rather to verify the 

authenticity of User J>.s card. Therefore, User A doesn't need to memorize S
A 

as 
one would memorize the PIN for an ATM card, Now that User A has a number to 
verify that their card is authentic, let's look at how User A would use this card. 

IMPL.l�M�NTATION �TA6� CV�Fc:IFICATION PFl:OC�) 

Now we'll demonstrate the verification process for when a prover such as User A 
wants to authenticate their identity to User B. lf User A is trying to buy some­
thing with their credit card, this process shows that the card User A possesses 
is genuine. 

1/oie/i? A ,;eN/7:i A ve/i?/FICAT/ON /i?ecwe,;r TO 1/oie/i? 8 

First, User A selects a random number r
A
, squares it, and divides it by the com­

posite number N to find the remainder. Y
A

" In equation form, the remainder Y
A 

is 
calculated as follows: 

Y
A 

=(rS(modN) 

The remainder Y
A 

is sent to User B. Say for example that User A chooses 
the random number 50. The remainder Y

A 
is calculated as follows: 

Y
A = 502 = 2,500 = 30(mod 247) 

Thus, User A sends 30 to User B, 
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Next, User A takes the product of the private key S
A 

they received from the 
verifier and the random number r

A
. Then User A divides the product by the com­

posite number N to find the remainder, z
A

. 

Once User A calculates z
A

, they send the value to User B. If we use the 
example where the random number r

A 
is 50, we get the following equation: 

Z
A 

= 710050 = 92(mod 247) 

And 92 is sent to User B. 

//'5e/< 8 ve1<1F1e,; //'5e/< A''5 A/ITHeNT/CITY 

User B squares the z
A 

they received from User A and divides by the composite 
number N to find the remainder u

A
. 

v. = (z.)' (mod N) = (s.r.)(mod N) 

In our example, z
A 

= 92, so we get the following equation: 

v. = 922 = 8,464 = 66(mod 247) 

Next, User B calculates the value of v
A 

divided by Y
A

• which User B received 
from User A earlier in the process. 

All of the calculations are operations using the composite number N, and 
y

A
-i expresses the inverse element (reciprocal) of y

A
. This means that y

A
-i is a 

value that satisfies the following equation: 

In this example, vA 
= 66, YA

= 30, and YA
-t = 30-1 (mod 247) = 140; therefore, 

we can calculate w
A 

as follows: 

w
A 

= 
66

(mod 247) = 660030-'(mod 247) = 66ool40(mod 247) = 101 
30 

Lo and behold, this is User A's ID (ID
A

). 
Using this process, User B can verify the authenticity of User Ns identity. 

We can find ID
A 

using this process because squaring User A's private key S
A 

yields ID
A

. That is to say, we can derive (S
A

)2 using the previous equations as 
follows. 
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w
A 

is found by the equation w
A 

= v
A 

I Y
A 

(mod NJ. 
Recall the equations found for u

A 
and y

A
: 

v
A 

=(zS(modN)=(S
A
rS(modN) 

Y
A 

=(r
A

)2(modN) 

Substitute these into the equation for w
A 

to get 

In other words, w
A 

is equal to User Ns ID, ID" as you can see in Figure 4-1. 

Sends yA 

Receives y
A 

Sends zA 

Receives z
A 

(S
A

: User A's private key) w, = (z.)' (modN) 
Y, 

The value w
A 

is calculated and 
then compared to User A's 
public ID (ID

A
). 

Figure 4-1: Verification process using a zero-knowledge interactive proof 

MeTHOD$ OF IDeNTITY Fl<:AUD 

Building on the same example, let's consider how User X, an attacker, might try 
to steal User A's identity. If User A can verify themselves to User X while ensur­
ing that there is only a very small probability User X can learn anything about 
User A's secret key, then the scheme is a valid zero-knowledge protocol. Other­
wise, the protocol is faulty. 

The zero-knowledge protocol requires that the prover (in this case, User A 
or User XJ know the secret key to be able to prove their identity to the verifier 
(User BJ, so the protocol protects against identity attacks in which the adver­
sary doesn't have knowledge of the secret key. User X, the adversary trying to 
identify as User A, doesn't know anything about User Ns private key S

A
" In an 

attempt to trick User B, User X selects two numbers e andJ that have the fol­
lowing relationship with ID

A
: 

e2 = ID
A 

ooJ(mod N) 
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We'll discuss this equation in more detail later. 
In the scenario from Figure 4-1, the legitimate User A first sends User B YA 

and z
A 

to initiate a verification request. When attempting identity fraud, User X 
mimics this verification request by sending] and e to User B as though they 
were User Ns credentials. 

Let's use e = 25 andj = 82 to see how User X would try to mimic User Ns 

ID (ID
A

). 
Once User X sends e andf in place of z

A 
and YA

• respectively, User B uses 
e andf to calculate w

A 
as they would with a legitimate request. Because User X 

generated e andjto have a specific relationship with ID
A

' w
A 

will be identical to 
User A's public ID (ID

A
= 101), and User B will mistakenly authenticate User X 

as User A. 
Let's see how User B's calculations work with e andj. 
First, let's look at e's relationship with v

A
" First, we know that z

A 
;;;; e, so we 

can substitute z
A 

fore in the following formula: 

We find this relationship: 

V
A 

= e2 = 252 = 13l(mod 247) 

Next, we would substitute v
A 

= e2 andf = YA 
into this equation: 

Doing so yields the following: 

Here, from 82-1 (mod 247) = 244, we get w
A 

= 131 x 244 (mod 247) = 101. 
Using this method, User X can commit identity fraud on User A's public ID

A 

without knowing User A's private key S
A 

or the random number r
A

. This process 
is illustrated in Figure 4-2. 

To get around the verification process in Figure 4-1, User X needs to find 
values that fulfill the relationship J = e2 (mod N) using only User Ns public ID. 
To do this, User X squares e and divides by ID

A 
to findf: 

e' J=-(modN) 
IDA 

Once User X calculates e andf, they can pretend to be User A without even 
knowing the random number r

A
, committing a security breach. Let's look at a 

way to turn this protocol into one in which only User A, or someone with actual 
knowledge of the secret key S

A
' can be verified as User A. 
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Legitimate User A (ID
A

= 101) 

Random number r A = 50 

Sends �h 

Sends z
A 

92
2 

w
A 

□ W[)nod 247 D 

OOIIllllllIIJl)l □ ID
A 

Illegitimate User X 

Sends y
A 

Sends z
A 

25
2 

w
A 

= 
82

(mod 247) 

=10l=ID
A 

Thief has matched 
real ID A and stolen 
User A's identity. 

Figure 4-2: Example of identity theft 
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INTSFl:ACTIVS PFl:OOF 

Our protocol is flawed because identity fraud is possible, so let's look at how 
one can defend against an attack. To do this, we'll incorporate a randomly 
chosen challenge bit b and modify the prover and verifier's protocol, as 
shown in Figure 4-3. 

When User A delivers Y
A 

to User B, User B randomly chooses a value of 0 
or 1 as the challenge bit band sends b to User A. The prover then sends z

A 
to 

User B, where z
A 

= r
A 

x (S/). User B performs a check on the returned value to 
confirm whether the sender is a legitimate user. This check requires calculat­
ing z

A

2 using the two methods z/ = r/ x (ID
A

b) and z
A 

x z
A 

(where z
A 

is the value 
that User A sent). User B then compares the results of the two methods of cal­
culating z/ to determine whether they are equal: z

A 
x z

A 
= r/ x (ID Ab)? If they 

are equal, then the verifier accepts the prover's claim to be User A. 
This entire protocol is run t times to ensure that the verifier trusts the 

prover, because if b = 0 (which occurs 50 percent of the time if User B chooses 
he challenge bit randomly), the prover may simply return r

A
. This will trick the 

verifier into accepting the answer even though the prover doesn't have knowledge 
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of S
A

" The number of times the challenge bit check is perlormed depends on the 
level of secrecy one wants to achieve. where the probability a user will falsely 
impersonate someone is 1/(21). Performing the check t = log(N) times isn"t 
uncommon. 

As long as User X doesn't have the secret key S
A 

and we run this experi­
ment enough times to satisfy the verifier, this protocol can authenticate a user 
and address the risk of identity fraud. The verifier also doesn't learn any infor­
mation about S

A 
from the protocol because z

A 
is calculated from S

A
r

A 
(mod N), 

which multiplies S
A 

by a random number. 

Sends !h 

Sends z
A 

Protocol performed t times 

Receives y
A 

Sends challenge bit b 
(b randomly chosen to 
be 1 or 0) 

Performs the following: 

(r,s:)' (mod N) = z,z, 

y)D
b 

= z
,.
z

,. 

and accepts if they are equal 

Figure 4-3: Valid verification process that prevents identity fraw1. 

This protocol uses a small number of computations, so it's not uncommon 

to see this method on a token card of some sort. 
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WHAT NSXT? 

Though we've covered the main concepts of cryptography in this book, we've 
forgone exploring several important topics, including the future of cryptogra­
phy. If you're curious about where cryptography will develop from here or what 
areas you could explore next, the following sections will give you an idea of 
where to start. 

P5&UDO�ANDOM NUMB&�5 AND ENC�PTION �&CU�ITY 

PGP 

A sequence of random numbers is one of the foundational pieces underlying 
security. For example, in public-key encryption. the key used to encrypt and 
decrypt information is generated using a random number. To ensure a good 
encryption scheme, one must use a random number generator whose results 
are impossible or very hard to predict (that is, one that generates a random 
number that can't be predicted based on previous numbers). 

Pseudorandom numbers must be distinguished from the concept of 
physically random numbers (also called truly random numbers). Pseudo­
random numbers are produced from a fixed formula (called a pseudorandom 
number generator), so they are deterministic or predictable by individuals with 
enough computing power. Some examples of pseudorandom number genera­
tors include the linear congruential generator, the middle square method, the 
M-series, the BBS (Blum-Blum-Shub) method, and the one-way hash function. 

In contrast, a physically random number is generated based on a natural 
physical phenomenon, implements a perfectly random sequence of numbers, 
and can generate an infinite chaotic sequence of numbers. For example, a phys­
ical random number can be generated from the noise produced when electricity 
is distributed to a semiconductor circuit. 

Despite the fact that most pseudorandom numbers are not secure, most 
systems use them instead of physically random numbers because many pseu­
dorandom number generators require an inordinate amount of computing 
power to distinguish them from random number generators. In addition, the 
cost of using a truly random number generator is magnitudes higher than that 
of a pseudorandom number generator. We can't treat pseudorandom numbers 
as though they are truly random numbers. but in most cases, you can reason­
ably assume the adversary isn't capable of harnessing that much computing 
power. so pseudorandom generators suffice. Some top-secret or mission-critical 
systems may warrant the use of a random number generator. but these are rare. 

The initials PGP stand for Pretty Good Privacy. PGP is a widely used type of 
encryption software that was invented in 1991 by Philip Zimmermann. 

PGP is a vital piece of functionality in nearly all modern encryption soft­
ware. It makes certificate generation possible in symmetric-key algorithms 
(AES, 3-DES, and so on), public-key encryption (RSA, ElGamal, and so on), 
digital signatures (RSA, DSA), and one-way hash functions (MD5, SHA-1. 
RIPEMD-160, and so on). 



Communication protocols are used in online shopping and other forms of inter­
net correspondence. When a protocol is used, a message authentication code 
certifies and authenticates the contents of a correspondence. 'Iwo security 
protocols that are often used for this purpose are SSL (secure socket layer) 
and TLS (transport layer security). For example, when a credit card number or 
other secure information is sent through a web browser, SSL or TLS is used to 
encrypt the data and prevent it from being intercepted. To determine whether 
you are using SSL/TLS in online communication. you can inspect the URL in 
your internet browser. Non-SSL/TLS URLs begin with http://, while URLs begin­
ning with https:/1 indicate SSL/TLS communication. 

Like SSL/TLS, the protocols called SMTP (Simple Mail Transfer Protocol) 
and POP3 (Post Office Protocol) also encrypt emails using SSL/TLS to protect 
information. SMTP is used to encrypt mail that is being sent out, while POP3 is 
used for received mail. 

QUANTUM C�YPT06�APHY 

Quantum cryptography is considered an absolutely secure method of encryp­
tion. Quantum cryptography makes use of light pulses that contain more than 
10.000 photons, which are the smallest unit of measurement for light. A single 
photon contains 1 bit of information, and the photon's polarity (the direction 
in which the electromagnetic waves oscillate) is used to distinguish whether 
the bit is a O or a 1. Photons follow Heisenberg's uncertainty principle, which 
states that a quantum system can't be observed without changing the system's 
state. This means the data contained in photons can't be copied by an attacker 
because, if a photon were observed by the attacker, the photon's polarization 
would be changed and any suspicious activity would be detected. This means 
that quantum encryption can't be intercepted. When quantum cryptography is 
combined with a one-time pad that uses a single-use encryption key, cryptogra­
phers can create fail-safe encryption. 

6IOMeT�IC5 

Biometrics are biological features unique to an individual that are used to con­
firm a person's identity. Some examples of biometrics include fingerprints, palm 
veins, facial structures, iris patterns, palm prints, DNA (genes). and so on. Veri­
fication systems are seeing more everyday usage, one prominent example being 
the fingerprint unlock mechanism in smartphones. 
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