








Figure 12-4

A serial number database program, such as
Serials2000, lists valid (though stolen) serial numbers
for use in different versions of pirated programs.

Figure 12-5

This serial number generator creates serial
numbers to use in pirated copies of Microsoft
Windows XP.

COPY PROTECTION: LOCKING THE GATES

Because serial numbers alone will never keep people from pirating software,
some software publishers also try to prevent pirates from copying their pro-
grams. Many specialized programs, such as AutoCAD, cost several thousand
dollars because they have a limited market and are highly technical. Few warez
traders need the computer-aided design features of a program like AutoCAD,
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but companies may try to save money by buying one copy and pirating addi-
tional copies for the rest of the company. To prevent dishonest businesses from
pirating software, many companies copy-protect their programs.

The two most popular methods for copy-protecting software involve soft-
ware and hardware implementations. Software-based copy-protection schemes
work in two ways: they prevent someone from copying a program, and they stop
people from removing the program’s copy-protection method altogether.

At the simplest level, a software copy-protection scheme might require
shipping an additional file with your program. Before the program runs, it checks
for this file, typically a DLL (dynamic link library) or OCX (OLE custom control).
If this file doesn’t exist, the program assumes that it’s an illegal copy and either
refuses to run or runs in limited demo mode. Naturally, it's possible to just copy
this missing DLL or OCX file and pass it along with a pirated copy, and lo and
behold, the program will still work.

Some software publishers copy-protect their installation CDs by including
a hidden file on the disc. If someone tries to copy the CD, their computer will
likely miss the hidden file, so when they try to install the program from a copy of
the CD, it won’t work.

Once again, this problem can be overcome by copying a CD in Raw
mode. Instead of copying the files from a CD and storing them on a duplicate
copy, Raw mode captures an exact image of the CD, snaring any hidden files
in the process and duplicating them exactly on the copy of the CD. Some CD
burning programs that offer Raw copying mode include Alcohol 120% (http://
www.alcohol-soft.com), Raw CD Copy (http://www.mpegx.com), and BlindWrite
(http://www.vso-software.fr).

Any type of software copy protection can eventually be overcome with
enough patience, because crackers can keep probing a program until they find a
way to break the copy-protection method. That’s why many software publishers
prefer hardware copy-protection schemes that require users to attach a device,
called a dongle, to the parallel or USB port of the computer.

With hardware-based copy protection, it doesn’t matter if people copy the
program or not—the program won’t run unless it detects the presence of the
dongle attached to the computer. Because you can’t duplicate dongles and pass
them around as easily as you can duplicate CDs, hardware copy-protection
schemes tend to offer more security, but at greater inconvenience to legitimate
users. If you lose the dongle, you can’t use the program, even though you paid
for it. Too, sometimes the mere presence of the dongle can interfere with other
devices.

Although dongles can’t be easily duplicated, they can be mimicked. The
whole copy-protection scheme revolves around the program periodically check-
ing for the presence of the dongle, but if you emulate the existence of the dongle
without the dongle itself, the program won’t know the difference.



For example, there are two companies that can create software to
mimic dongles: Virtual Dongles (http://www.endlessvisions.com) and Soft-Key
Solutions (http://www.software-key.org). For a price, these companies will sell
you a program to mimic the dongle protecting a program so you can copy it,
along with your dongle program, to any other computer you want.

PRODUCT ACTIVATION: TYING SOFTWARE TO ONE
COMPUTER

One problem with ordinary copy protection is that you can install dozens of
copies of a program using the exact same serial number for each of them. To
prevent this, the latest copy-protection method involves product activation,
where a program creates a unique key based on the installed components of a
computer, such as the following:

— Display adapter

— SCSI adapter (if available)

— |IDE adapter

— Network adapter MAC address (if available)
— RAM amount

— Processor type

— Processor serial number

— Hard drive

— Hard drive volume serial number

— CD-ROM, CD-RW, or DVD-ROM drive

This unique key is tied in with a serial number and sent to the software pub-
lisher. Then, if somebody tries to reuse that serial number, the product activation
feature notices that the program has been installed on a different computer and
stops the program from working. That’s the theory, anyway. The reality is that
product activation can sometimes cause more problems for legitimate users.

For example, when Intuit added product activation to its TurboTax tax-
preparation program, customers immediately complained that the product
activation slowed down or crashed their computers and prevented them from
installing the same copy of the program on both a desktop and a laptop com-
puter, essentially forcing them to buy multiple copies of the same program to run
on different computers. Intuit eventually dropped product activation after enough
customers howled, which showed that product activation can sometimes hurt
legitimate users just as much as it might discourage software piracy.
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Symantec ran across similar product-activation glitches when it added
product activation to their Norton AntiVirus program. A small percentage of
users soon found that the program kept asking to be reactivated every day,
eventually stopping altogether. Symantec soon released a patch to fix this prob-
lem, but not before angering some customers for the unnecessary nuisance.

Naturally, crackers have found ways to fool product activation. Some have
developed programs that trick the product activation feature into believing that
it's already been activated, or into thinking that the user hasn’t used the program
past its initial time limit.

Because product activation ties a specific serial number to your computer
hardware, you may find that you can’t use software activated in this way when
you upgrade your computer. While product activation may allow you to change
a handful of devices, such as swapping out a video card or plugging in a new
sound card, a radical upgrade may trigger the product activation anti-piracy
feature and stop the program from working.

Product activation by itself can’t stop piracy, but it can slow it down and
discourage casual piracy among friends. Although product activation may cur-
rently be limited to a handful of high-profile software publishers like Microsoft,
Symantec, Quark, Adobe, and Macromedia, expect more programs to include
product activation in the near future.

INFILTRATION AND LEGAL ACTION

All the copy-protection methods in the world are nothing more than locks
designed to slow down a determined cracker, but they do nothing to catch the
people breaking the law in the first place. To find software pirates, government
agencies and a handful of major software companies have hired hackers to infil-
trate warez trading groups.

By masquerading as traders (who trade pirated software), couriers (who
deliver fresh versions of software to crack), crackers (who remove copy protec-
tion), and collectors (who try to store as many programs as possible), these
hired guns can learn who’s involved, how they find and transfer files, and where
they save them. Once they collect enough evidence to track a major warez trad-
ing ring, they attempt to identify everyone involved so they can be prosecuted.

Through massive sweeps and high-profile arrests, government authori-
ties and software publishers hope to punish the larger and more prominent
warez group members while sending a message to others that warez trading
will not be tolerated. Still, for every warez cracker who gets busted, more pop
up to replace them, so it’s a never-ending battle. Catching warez traders can
temporarily slow down the process of warez distribution but can never stop it
completely. Nevertheless, the threat of prosecution and the fear of infiltration
keeps warez groups cautious about attracting too much attention.



NOTE: To learn more about piracy from the corporate point of view, visit FAST
(Federation Against Software Theft), a UK software industry group (http://www.
fast.org.uk); the Software & Information Industry Association (http://www.
siia.net/piracy); the Business Software Alliance (http:.//www.bsa.org); and the
Entertainment and Leisure Software Publishers Association (http://www.elspa.
comy/piracy).

WHERE THE WAREZ ARE

Finding warez can be tricky. Although any search engine, such as Yahoo! or
Google, will turn up lists of warez websites, few of those sites will provide actual
working copies of anything. The reason is simple. After taking all the time and
risk of snaring a pirated copy of a major program, why would anyone blatantly
advertise their law-breaking activities and offer to give away the fruits of their
crime for free? To profit from their warez, many sites will force you to download
spyware or display a barrage of pop-up ads that you will likely need to click
through before you can (presumably) access their warez. (These pop-ups may
contain nothing more than fake links which, when you click them, make money
for the site owner.) Finding a warez website isn’t easy, but it’s still possible.

WEBSITES

While most warez websites offer enticing lists of programs like Photoshop,
Dreamweaver, or Microsoft Windows, they’re more often designed to lure people
into seeing pornography instead. If you want to find warez, be prepared to invest
hours wading through misleading sites until you find what you want. And if you
do spend the time, your chances of finding a minor program, such as a CD burn-
ing utility or an antivirus program, is much greater than finding the latest version
of a major program, such as Microsoft Office or Quark XPress.

The best way to find warez is to ignore the standard search engines and
visit a specialized warez search engine instead, like the one shown in Figure
12-6. Rather than scan thousands of irrelevant sites for a match, a warez search
engine scans a limited list of known warez sites. (Whether those warez sites
have more to offer than pornography, though, is another matter.)

Astalavista (http://www.astalavista.com) is one of the more popular warez
search engines, but you may also want to visit some of these other warez
search engines as well:

ZoneFree http://www.zonefree.de
AppzWorld http://www.appzworld.com

EasyWarez http://www.easywarez.com
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Warez.com http://search.warez.com

KatzWarez http://www.katzwarez.com

= Easywarez.com - We are new and improved! - Download Games, Apps and more! - Bookmark now!!! - Konqu
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legendary conflicts by offering over 10 new levels in an

all-new.

|
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our friends about us'

Figure 12-6
A warez search engine can help you track down a pirated version of a popular program hidden

somewhere on the Internet.

FTP SITES

FTP sites are much more reliable sources for warez, but again there’s a catch.
Most warez FTP sites (along with BBSs) are private, which means that unless
you know the exact address or telephone number to access the FTP site or BBS
and have the right password to get in, you won’t be able to download anything.
Keeping a warez FTP site or BBS secret prevents authorities from discovering
the site, shutting it down, and prosecuting the people responsible. So until you
can gain the confidence and trust of a private warez trading group, finding a
warez FTP site or BBS will likely not be an option for most people.

If you're feeling lucky, you can use an ordinary search engine and look for
the strings ftp and warez to find a list of warez FTP sites that may or may not let
you in. Warez FTP sites tend to appear and disappear with distressing regular-
ity, so you might want to try some of these websites to help you find FTP warez
sites:



OthNet http://www.oth.net
Warez FTP Search Engine http://www.dinkerland.com/warez.html

Warez Search Engine http://www.duthie.com/warezsearch.htm

NEWSGROUPS

Many people trade warez through newsgroups. By using a fake email address
and anonymous surfing to mask their real IP address, software pirates can post
warez for anyone to download. Just ask for a particular program, and if someone
reading your message feels generous, they might be willing to send you a copy
or post your desired warez in the newsgroup for everyone to download.

Although warez files can be huge, people often post them to newsgroups.
Some particularly trusting souls may even provide a password and IP address
or telephone number to their own warez FTP site or BBS, although like most
warez trading, you'll be expected to offer something in return. Some of the
more popular warez newsgroups belong to the alt.binaries hierarchy (such as
alt.binaries.cd.image, alt.binaries.mac, alt.binaries.mac.cd.images, alt.cracks,
alt.binaries.cd.image.games, and alt.binaries.games).

Unfortunately, some ISPs may block access to warez newsgroups for both
the illegal nature of the activity and for the technical reason that heavy warez
trading tends to clog a network’s bandwidth. If your ISP won’t allow you access
to a warez newsgroup or restricts the amount you can download in a day, you
may want to subscribe to a special newsgroup service. Not only will these ser-
vices give you a chance to access any newsgroups you want, but they may offer
a generous download limit that far exceeds the trivial download restrictions that
most ISPs may impose. Supernews (http://www.supernews.com) offers a free
30-day trial, but you may also want to investigate some of these other popular
newsgroup servers too:

AllTheNewsgroups http://www.allthenewsgroups.com
EasyNews http://www.easynews.com
Giganews http://www.giganews.com

Grablt Newsservice http://www.shemes.com
Meganetnews.com http://www.meganetnews.com

NewsHosting http://www.newshosting.com
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IRC CHANNELS

When warez traders crack the latest program, they often post it in an IRC
channel to publicize their achievement. Besides offering the latest programs,
IRC channels often harbor high-profile warez like cracked copies of Microsoft
Windows XP or the latest video game.

When trading files in an IRC warez channel, be especially alert for virus-
infected files, Trojan horses, and denial-of-service attacks (a classic hacking
attack designed to paralyze your computer by bombarding it with a barrage of
legitimate requests that overwhelm your computer and essentially shut it down).
Wandering unprepared into an IRC warez channel is like walking into the middle
of a saloon in a bad part of town crowded with veteran gunslingers. Say or do
something stupid or annoying, and you’re likely to get attacked or tricked into
downloading a booby-trapped file that will release a virus or Trojan horse that
allows others to infiltrate your computer.

Still, IRC can be a useful resource for downloading files or finding warez
sites. To find a warez channel, visit an IRC channel search engine, such as IRC
Search Engine (http://irc.netsplit.de/channels) or SearchIRC (http://searchirc.
com), and type warez, as shown in Figure 12-7.
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Figure 12-7

An IRC channel search engine can help you find a warez channel where you can chat with
warez traders and software pirates to find copies of the latest programs.



FILE SHARING NETWORKS

Nearly every file sharing network allows you to trade any type of file, whether it's
a music, video, or program file, as shown in Figure 12-8. To look for a program,
just type its name or the strings cracks, serial, or warez into your favorite file
sharing program. (To narrow your search to avoid irrelevant results, look for a
way to tell your file sharing program that you only want to search for program
files as opposed to MP3 or video files.)
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Figure 12-8
Practically every file sharing network is loaded with warez files, cracking programs, and serial
number generators.

Because most major programs, like Microsoft Office or Macromedia FreeHand,
can be huge, pirated copies are prevalent but they are tricky for file sharers to
download successfully. Downloading a massive file can take time, and if the per-
son with the file disconnects from the file sharing network, the download fails.

File sharers who are patient and persistent can find almost any file they
want, though they may need to find a crack to run the program or a list of serial
numbers to activate the program. For the average person, warez trading can be
cumbersome and tedious, but for a warez trader, these minor nuisances are just
obstacles to overcome, which makes getting the final warez program working on
their own computer all the more worthwhile.
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SHARING VIDEO GAMES

Nobody really buys a computer to balance their budget. Most people buy a com-
puter to access the Internet or play video games. And while the music industry
suffers from declining sales, the video-game industry continues to enjoy record-
breaking sales. The European Entertainment and Leisure Software Publishers
Association (ELSPA) (http://www.elspa.com) even claimed that video-game
sales in 2003 hit $18.5 billion and forecast continuing growth of up to 10 percent
every year. That's a heck of a lot of dough.

Naturally, with so many people playing games, there will always be a
minority who want to steal them. To keep that minority as small as possible,
video-game manufacturers employ a wide variety of tricks. Some try traditional
copy-protection mechanisms, and others use colored ink to print secret codes
that users must enter whenever they want to play the game. (The colored ink
keeps the codes visible to the human eye but renders them invisible when
photocopied.) Not surprisingly, the anti-piracy schemes don’t slow down the
dedicated pirate.

In one of the latest examples, Ubisoft (http://www.ubi.com), publishers
of Tom Clancy’s Rainbow Six 3: Raven Shield, used a copy-protection scheme
from MacroVision (http://www.macrovision.com) dubbed SafeDisc 2. This copy
protection mysteriously prevents a video game from running if it detects any of
the following three programs running on a computer:

Daemon Tools http://www.daemon-tools.cc
Alcohol 120% http://www.alcohol-soft.com
Clonecd http://www.clonecd.net

Not only can these three programs copy a copy-protected CD or DVD, but they
can also store the disc’s contents as a virtual drive on your hard disk. A virtual
drive basically saves the contents of a CD or DVD as a file on your hard disk, but
it tricks your computer into thinking that the file is an actual CD or DVD drive. So
instead of playing the game directly from a CD or DVD, your computer plays the
game directly from the virtual drive, which makes your games run much faster.

Games lubricate the
body and the mind.

—Benjamin Franklin
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Once people copy and save all of their game CDs and DVDs onto their
hard drives as separate virtual drives, they can store or loan their original CDs
and DVDs to others. As an alternative, many people simply share their virtual
drive files instead. You can run that virtual drive on any computer that has the
same program that created the original virtual drive. To learn more about a com-
mercial tool that can store and run copy-protected game CDs and DVDs as
virtual drives on your hard disk, visit FarStone (http://www.farstone.com).

Making your legitimately purchased games run faster by storing them as
virtual drives is completely legal. However, the game industry fears people will
illegally give away copies of the virtual drive files containing copies of copy-
righted video games, and they’re probably right.

Besides SafeDisc 2, some additional copy-protection mechanisms
designed to defeat virtual drive programs include SecuROM (http://www.
securom.com), CD-Cops (http://www.linkdata.com), and LaserLock (http://www.
laserlock.com). Still, despite the prevalence of so many different copy-protection
schemes, programmers keep updating the software that allows people to dupli-
cate copy-protected CDs or to run copy-protected CDs as virtual drives.

Besides relying on copy protection, video-game publishers are using law-
suits to thwart video-game piracy. Atari, Electronic Arts, and Vivendi Universal
Games recently teamed up to file a lawsuit against 321 Studios, which marketed
Games X Copy, a program that could duplicate copy-protected CD and DVD
games. In the lawsuit, the game companies claimed that “321 Studios’ actions
directly violate the Digital Millennium Copyright Act (‘DMCA”) .. . which prohibits
trafficking in products or services that circumvent technological protection mea-
sures designed to prevent unauthorized access to and copying of copyrighted
materials.” 321 Studios eventually went out of business.

While legal action may prevent companies from selling programs that can
copy game CDs, there will always be programs available that can copy CDs and
run copy-protected games on virtual drives. To find programs that can duplicate
copy-protected CDs and DVDs, visit BurnWorld (http://www.burnworld.com)
or use your favorite search engine to look for the phrase CD copying or DVD
copying. Many individuals create CD and DVD burning tools and give them
away for free, while many companies incorporate in other countries and sell
their products over the Internet, thereby circumventing U.S. copyright laws. By
using programs that can copy and run copy-protected CDs and DVDs as virtual
drives, you can stay one step ahead of the latest copy-protection mechanisms
that may be stopping you from playing the games you own legally (or illegally).

VIDEO GAMES AS WAREZ

In the world of the computer underground, warez is a slang term for any
software illegally traded online. While some people who trade warez, known



as warez traders, specialize in collecting popular applications like Adobe
Photoshop or Microsoft Office, most warez traders focus on video games. (See
Chapter 12 for more on how people download warez from the Internet.)
Newsgroups offer a rich source of video-game warez, because they give
warez traders the chance to offer a popular program on a specific date. Warez
traders always strive to offer warez the same day or a few days before the offi-
cial release date of a popular program, and newsgroups give such traders a
forum to date-stamp and post their files for everyone to verify. To find Windows
games, visit alt.binaries.cd.image.games and alt.binaries.games. To find
Macintosh games, visit alt.mac.games. For ROM images of games for the Sony

PlayStation 2 or Microsoft Xbox, visit alt.binaries.cd.image.xbox and alt.binaries.

cd.image.playstation2.

While newsgroups are great for finding the latest video games, constantly
searching different newsgroups to find a particular game can be tedious. As
an alternative, many people also use file sharing networks to track down video
games, particularly older, but still popular, games that are less likely to appear
in newsgroups simply because they’ve been around for so many years. Poke
around a file sharing network for specific game titles, such as Sim City or Zoo
Tycoon, and you'll see that the latest video games aren’t at all hard to find (see
Figure 13-1).
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Figure 13-1
Many file sharing networks offer complete video games for downloading.
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To find a website that offers video games, visit your favorite search engine and
search for warez games and visit one of the many sites that pop up, such as the
warez files site shown in Figure 13-2.
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Figure 13-2
Video games are one of the most popular types of pirated programs you can find offered on
warez websites.

One site, GameCopyWorld (http://www.gamecopyworld.com), lists servers
around the world that provide cracks that allow you to install and play a duplicate
of a copy-protected game CD. They provide the “crack” that normally allows a
user to play a copied game CD (thereby avoiding the copy protection involved
in ISO copies of games). These cracks normally are an executable file that
replaces the one that is installed (the modification usually removes the copy-
protection check so that the program will not detect a copied CD).

Besides stealing commercial video games, pirates have found another
way to steal games: steal the source code. The source code contains the actual
instructions that tell a computer what to do. Getting access to a video game’s
source code is like getting the recipe to McDonald’s special sauce—once you
know how something works, you can duplicate it and sell it yourself, albeit not
legally.



VIDEO GAMES AS EMULATION

While many people pirate the latest computer video games, many others seek
out video games from their youth. Such video games may have originally
appeared in coin-operated arcade machines or specialized home video-game
consoles that have long since been discontinued. Arcade machines and game
consoles basically consist of a dedicated computer and a video game stored

in a ROM (read-only memory) chip. Video-game consoles allowed people to
play different games by plugging in different game cartridges that held different
games burned into their ROM chips. The problem is that unless you have the
actual hardware to run a particular video game and the ROM chip that holds the
game, you can’t play the video game.

To overcome both problems, game enthusiasts have developed ways to
burn the contents of a ROM chip to a digital file, known as a ROM image, and
they have created emulation programs that allow a Windows, Macintosh, or
Linux computer to emulate the actual hardware that the original game ran on.
So if you want to run old video games on your computer, you just need to find
the ROM image of the video game and an emulator program that can run that
particular ROM image on your specific computer. Figure 13-3 shows a Nintendo
Game Boy emulator running on Windows XP.

(8] BasicBoy - ALPH# (GB/GBC) [9=1.3]
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Figure 13-3
With the BasicBoy emulator, you can play Nintendo Game Boy games under Microsoft

Windows.
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NOTE: Most people create emulators for the sheer joy of playing a favorite video
game on their personal computer. Because emulating another machine can be
tricky, emulators range in quality from excellent to buggy. Unlike most programs
that you can install and run, installing and running most emulators is not particu-
larly easy. Be sure to read any documentation that comes with an emulator so
you can install and run it correctly without any problems.

FINDING AN EMULATOR

Basically, there are three types of emulators: single-machine, multi-machine,
and personal computer emulators. A single-machine emulator only mimics one
type of machine, usually an obsolete home video-game console, such as an
Atari 2600 or ColecoVision. Once you have a single-machine emulator running
on your computer, you can run all of the video games that were designed for
that video-game console. To find an emulator for a specific machine, visit one of
the following sites, as shown in Figure 13-4:

ClassicGaming http://www.classicgaming.com
emulation.net http://www.emulation.net
Emulators Unlimited http://www.emuunlim.com

Game Revolution http://www.game-revolution.com/

download/emulator/emulator.htm

MorphGear http://www.pocketgb.com

Multi-machine emulators typically mimic coin-operated arcade machines rather
than home video-game consoles. One of the most popular multi-machine
arcade emulators is MAME (Multiple Arcade Machine Emulator), as shown in
Figure 13-5. To grab a Windows or MS-DOS version of MAME, visit the official
MAME site (http://www.mame.net). To find a Macintosh version of MAME, visit
MacMAME (http://www.macmame.org).
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Figure 13-4
Many people have created programs to emulate once-popular home video-game consoles,
such as Sega Genesis, Turbo Grafx-16, and Nintendo 64.
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Figure 13-5
The MAME emulator lets you play classic arcade video games on a personal computer.
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Besides programs that can emulate video-game consoles or arcade machines,
there is also a handful of programs that can let your computer emulate another
personal computer. So if you want to play an old video game designed for the
Macintosh or Atari ST, you can always turn your PC into a Macintosh or Atari
400/800/ST clone by visiting Emulators, Inc. (http://www.emulators.com). If you
have an old MS-DOS or Windows game that you want to play, grab a copy of
Virtual PC (http://www.microsoft.com), which runs on Windows and Macintosh,
or VMware (http://www.vmware.com), which runs on Windows and Linux. Figure
13-6 shows Virtual PC running the classic MS-DOS video game, Doom.

& PCDOS - Microsofi Yirtual PG 2004
Action Edt CD Floppy  Help

e (1) -

Figure 13-6
Virtual PC lets you play MS-DOS games on a Windows or Macintosh computer.

GETTING ROM IMAGES

Once you have an emulator installed on your computer, the next step is to get

a game. Video-console games were often sold on ROM chips packaged as
cartridges, while arcade machines often had their games burned into ROM
chips soldiered directly into the machine. Because you can’t plug a PlayStation
cartridge or arcade machine ROM chip directly into your computer, video-game
pirates copy the instructions stored in a ROM chip to a digital file known as a
ROM image. With a copy of a ROM image of a game, you can play that game
through an emulator on your computer. ROM images of games often take up
less than 1MB of storage space, so the copying and distribution of ROM images
is rampant on the Internet.



NOTE: If you're using a computer emulator program, such as Virtual PC, you
don’t need ROM images. You just need a copy of the video game and whatever
operating system that game needs to run on. You can often find old video games
through file sharing networks or on websites.

To find a website that offers ROM images, just visit your favorite search engine
and search for ROM images. Some video-game pirates even sell CDs stuffed
with ROM images over the Internet and through online auction sites, as shown
in Figure 13-7.

You can buy legitimate ROM images of different video games from
StarROMs (http://www.starroms.com). For ROM images of public domain
games, visit PDROMS (http://www.pdroms.de).
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Figure 13-7
Many websites sell CDs full of illegally copied video-game ROM images.
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To find ROM images or to get help installing and running an emulator program
for your computer, visit one of the following newsgroups:

alt.binaries.emulators.mame

alt.binaries.emulators.misc

alt.binaries.emulators.arcade

alt.binaries.emulators.neogeo
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THE LEGALITIES OF ROM IMAGES

Emulation programs themselves are not illegal, but it is illegal to copy and dis-
tribute the ROM images they run. Still, the legalities blur when one considers
that U.S. copyright laws allow people to make backup copies of computer pro-
grams for archival purposes. So if you create a ROM image of a video game that
you already own, you’re within the boundaries of the law, but if you download a
ROM image of a game that you already own, you're breaking the law, because
you aren’t allowed to transfer copyrighted information over the Internet unless
you either own the copyright or have permission from the copyright holder.

Many video-game ROMs are of games produced by companies that are
no longer in business. As such, ROM traders assume that the copyrights are no
longer valid. However, according to U.S. copyright law, copyrights remain valid
for 75 years from the date of publication. And a game doesn’t enter the public
domain simply because the company that produced it went bankrupt or because
the game is no longer sold. Remember, that game could now be owned by
another company. For example, Atari video games have been around for years,
yet at different times the Atari copyrights have been owned by Time Warner,
WMS Gaming, and Hasbro.

NOTE: For more information about video-game copyrights, visit the
Entertainment Software Association site (http://www.theesa.com).

Despite copyright infringements, the video-gaming industry is taking a more
cautious approach toward the problem of people sharing video-game ROM
images over the Internet. “We are very aware that there is a strong community
of classic game players online,” said Dana Henry, spokeswoman for Hasbro
Interactive. “We certainly don’t want to alienate that base of fans.”

Perhaps the music and movie industries could learn from the approach
of the video-game industry and address the issue of piracy while balancing the
concerns of their customers. Such a move might, in fact, more effectively limit
piracy than an endless string of lawsuits.



SHARING PORNOGRAPHY

Probably one of the few facts the media gets right about the Internet is that
despite the promise of online libraries, workgroup collaboration, and shopping
from your computer, one of the most common uses for the Internet is looking

at pornography, and you don’t have to look very far to find it. Once one of the
most heavily trafficked newsgroups on the Internet, alt.sex was where people
routinely swapped graphic sexual images to cater to all types of sexual fetishes.
Nowadays, alt.sex has been flooded mostly with spam and many other sex-
related newsgroups suffer from this problem as well.

Because of the popularity of pornography on the Internet, the porn indus-
try became one of the first industries to face file sharing problems when people
started scanning pictures and centerfolds from magazines and sharing the
images over the Internet.

Because the porn industry knew they wouldn’t get much sympathy from
Congress, they embraced the enemy and fought back by creating their own
websites that charged admission. Many people even credit the porn industry for
driving the creation of several Internet innovations, including streaming audio/
video content, online payment systems, interactive webcams, and Digital Rights
Management (as well as spam, cookies, and pop-up ads).

Today, pornography is so pervasive on the Internet that most people don’t
want to steal it as much as they want to get rid of it. Porn sites hijack our web
browsers, and unwanted ads for pornography often clog our email accounts.
Despite the apparently free nature of pornography, stolen images still cost the
porn industry lost revenue, but unlike the music and movie industries, the porn
industry just counts their losses as part of doing business over the Internet, and
they work to offer a superior alternative that actually makes money.

FINDING PORNOGRAPHY

Perhaps in a backhanded attempt to shut down file sharing networks, several
U.S. government officials have focused on the fact that file sharing networks can

I've looked on a lot of
women with lust. I've
committed adultery in my
heart many times. This

is something that God
recognizes | will do—and
| have done it—and God
forgives me for it.

—Jimmy Carter
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be used to distribute pornography (as if cable TV, printed magazines, and the
government’s own post office can’t also be used to distribute pornography).

U.S. Rep. Joe Pitts (R-PA) actually introduced the Protecting Children from
Peer-to-Peer Pornography Act (HR 2885) in 2003 to keep pornography off file
sharing networks. But before trying to slap government controls on legally eva-
sive file sharing networks, Pitts might want to start by legislating search engines,
webcams, and websites, all of which offer free porn to anyone who can find it.

FINDING PORNOGRAPHY WITH SEARCH ENGINES

Perhaps the simplest way to find pornographic pictures on the Internet is to
ask for them using an image search engine, such as Google’s image search
(http://www.images.google.com). By searching for the word porn with Google’s
filter turned off (click Advanced Image Search and choose the No Filtering
option under SafeSearch), you can find hundreds of pornographic images

(see Figure 14-1). Add your own words after porn to fine-tune your search to
your own fetish. Although Google can’t serve up sound or video, it’s fast, free,
and accurate.
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Figure 14-1

Google turns up plenty of free pornographic images if you turn on its No Filtering option.

To find more pornographic images for free, visit AltaVista Image Search (http://

www.altavista.com/image), Excite Image Search (http://www.excite.co.uk/



search/image), or Lycos Multimedia Search (http://multimedia.lycos.com) and
turn off their parental controls so you can access pornographic images.

Visit any search engine, such as Yahoo!, and type in words like sex, xxx,
or porn, and you'll find plenty of adult-oriented websites to satisfy your carnal
desire. Most adult websites offer free samples, but if you want access to a vari-
ety of pictures, you’ll have to sign up with a credit card.

For voyeurs, type in the words upskirting, downblousing, or voyeur in
your favorite search engine to find websites that offer pictures taken from under-
neath a woman’s skirt, down a woman'’s blouse, or in shower rooms in public
gyms. (With cameras shrinking in size and even embedded in cell phones, it's
easy for strangers to sneak pictures of unsuspecting men and women in public
places and then post the compromising images on a website.)

In case you prefer video to static images, type adult webcams in your
favorite search engine, and browse through the list of adult-oriented webcam
sites that offer continuous, unedited video of naked people posing in front of a
webcam. (If you have a webcam attached to your own computer, you can often
share your own captured video of yourself with others.)

Perhaps video and static images don’t excite your libido as much as your
own imagination. In that case, type in the phrase cybersex chat rooms and
browse through the list of adult-oriented chat rooms where you can chat about
any particular sexual fetish you might desire. (Just remember that cybersex
chatting can lose its appeal real fast if you're a slow typist prone to frequent
misspellings.)

Type the phrase naked celebrities into a search engine, and you can
browse through websites that offer real (and faked) video and photographs of
celebrities having sex, including video of Pamela Anderson having sex with
Tommy Lee, Paris Hilton having sex with her boyfriend, and early photographs
of Dr. Laura Schlessinger posing nude.

With so much free pornography available, how does the porn industry
avoid the piracy that’s rampant with music and videos? Basically, they don’t, but
instead of suing individuals who trade copyrighted porn pictures and videos,
the porn companies sue the pirates who make money copying and reselling the
porn industry’s products.

To make money from individuals, the porn industry takes advantage of the
fact that horny people don’t have much patience. As a result, people are willing
to pay for reliability, something rarely found when scrounging the Internet for
free porn. If you search the file sharing networks and find a porn video called
Sex Bomb, you could download the whole thing before realizing that its video
quality is shoddy, or that it's actually a completely different movie than what
you expected.

Successful porn sites combine quality and reliability with convenience
so customers know exactly what they’re getting. Click a few buttons on an
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inexpensive pay porn site and you can look for anything ranging from blonde
cheerleader pictures, gay black male videos, or interactive webcam sessions
with a Russian amputee.

“Free is very anarchistic and hard to deal with,” one successful por-
nography entrepreneur told the New York Times. “You don’t know what you're
getting. Cheap is more convenient.” Their strategy seems to be working. Nielsen/
NetRatings says about 35 million people visited porn sites in December 2003.

Other porn publishers use file sharing networks as a promotional tool.
When award-winning porn publisher Jules Jordan saw yet another of his DVDs
ripped and swapped on the Internet, he began placing his website’s name
(Julesdordan.com) in the screen’s bottom corner, as shown in Figure 14-2; simi-
lar to the way television stations add their call signs to advertise themselves.

Julesdordan.com

Figure 14-2
To profit from piracy, porn publisher Jules Jordan watermarked the
Flesh Hunter 4 DVD with his website’s name in the lower right corner.

“The main thing is to deter pirates that are ripping off images from the DVD and
using it on the Internet,” Jordan told AVN (http://www.avn.com), a porn industry
news site. “If these pirates still want to rip off my shit, essentially, 'm going to
use them for promotion.”

FINDING PORNOGRAPHY ON FILE SHARING NETWORKS

Pornography is the weak link in the file sharing networks. Sure, you can type
phrases such as Traci Lords or pornography and have a file sharing network
overwhelm you with more pornographic pictures and videos that you could ever
watch in a lifetime. The problem is that government officials, under prodding
from the recording industry, have blamed file sharing networks for spreading
pornographic material to minors and for distributing child pornography.



When debating the problems of pornography on file sharing networks,
Orrin Hatch (R-UT) even asked law enforcement officials, “Do you suggest we
put out of business the networks that allow this to occur?”

Wendy Seltzer, an attorney with the Electronic Frontier Foundation (http://
www.eff.org), claimed that cracking down on child pornography was just a pre-
text to targeting the file sharing networks in general. “We don’t have hearings
calling the photo industry to task when their film is used to create child porn,”
Seltzer said.

Until the government succeeds in using the threat of child pornography
to shut down your favorite file sharing network, you can still find your favorite
pornographic videos and pictures by typing in the titles of pornographic mov-
ies (Deep Throat or Debbie Does Dallas), the names of famous porn stars or
celebrities (Ron Jeremy or Cameron Diaz), descriptions of different centerfolds
(Playboy playmate or Penthouse pet), or words often associated with adult
entertainment (fetish or lesbian). Figure 14-3 shows the typical pornographic
files you can find on a file sharing network, such as Kazaa.
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Figure 14-3
You can find both pornographic video and photographs on file sharing networks like Kazaa.

Trading copyrighted pornographic images may be a crime, but you probably
won’t get sued by the porn industry. However, if you start swapping child por-
nography, you could get caught in a government dragnet designed to catch child
pornographers. When police asked one child pornographer why he used the file
sharing networks, he simply replied, “Because the cops are in the chat rooms.”
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FINDING PORNOGRAPHY ON NEWSGROUPS

If you visit any adult-oriented newsgroups, you'll find them flooded with pornog-
raphy. (Many ISPs block access to adult-oriented newsgroups, so if you want
to see them, you may need to subscribe to a separate newsgroup server, as
discussed in Chapter 3.) In fact, pornography fills 28 of the top-29 most traf-
ficked binary newsgroups, according to NewsAdmin (http://www.newsadmin.
com/top100reads.htm).

Unfortunately, pornography is so popular that many virus writers launch
their work by disguising their latest virus creations with misleading head-
ers, such as “Christina Aguilera Nude,” “Britney Spears hot sexy nude 3034,
“Hillery_Duff.scr Nude,” or “Halle_berry.scr Nude.” Perhaps the one advantage
for the porn industry is that with so many viruses and Trojan horses masquerad-
ing as free pornography, many people are flocking to fee-based porn sites as a
way to avoid catching viruses.

Still, if you want to take the risk of catching a virus when looking for free
porn, you'll find more than 100 newsgroups devoted to nearly every fetish, as
shown in Figure 14-4. And those are just the newsgroups devoted to photos.
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Figure 14-4
You can find more than 100 different newsgroups catering to different types of porn.

The videos live on alt.binaries.multimedia.erotica (ABME), with each fetish
separated into its own newsgroup. Most contain DVD rips of popular erotic



videos, although rips of “classic” VHS tapes and even old 1920s movies turn up
occasionally.

Because video takes some time to download, most posters include “pre-
views” containing several screenshots from the video. A look at the subject
header on the porn video in Figure 14-5, for instance, shows the name of the
star (Dina Jewel), the movie clip’s length (nine minutes and 17 seconds), and
that it includes ten JPEG screenshots. By downloading the screenshots, you
can find out exactly what you should expect if you take the time to download the
entire clip.

{_ Agent - [alt binaries.multimedia.eratica] 1
! % Fle Edt Oniine Post Nawgals “Group Message Options  Window  Help =181
] [STE ] (O[] (=] > [ STl @IS]
Groups/Folders M:ssage List Message
Status [ Subject WAl Messages ]
45 "Dina Jewel - 9m 175 - =
653 “Dina Jewel - Im 175 -
610 "Dina Jewel - 9m 175 - =
£34 "Dina Jewel - 9m 17s -
530 “Dina Jewel - Im 17s -
575 "Dina Jowel - Sm 175 - 7 Ing” 256 KBptas
588 "Dina Jewel - Sm 17s - 8.jpg” 26.2 KBytes
664 "Dina Jewe! - 9m 17s - Y.ipg” 29.6 KBytes
66673 "Dina Jewel - Im 175.part22.ra
41565 "Dina Jewel - 9m 17s_part23.ra
4 Re: "Dina Jowel - 9m 17s.part23 rar" (05718 1.9 MBytes
8762 "Dina Jewel - 9m 175.vol00+1 PAR2" (+/4) 3935 KBytes
17436 "Dina Jewe! - Im 17s.vol01 +2.PAR2" (/8] 787.0 KBytes
4774 "Dina Jewel - 9m 175.vol02+4 PAR2" (=/151 1.6 MBute: =
[Finished reliieving bodies. Orline. 784 / 3689

Figure 14-5
The headers of this porn video clip indicate that it includes ten JPEG screenshots of the video,
which will let you know at a glance whether you should download the entire clip.

Although some uploaders simply use Windows’ PRTSCR key to take screenshots,

and then post the JPEGs as individual files, others prefer creating “contact
sheets” of the video, each full of thumbnail shots. Here are some of the most
popular programs for creating and viewing previews of images:

ACDSee http://www.acdsystems.com
Graphic Workshop Pro http://www.mindworkshop.com
IrfanView http://www.irfanview.com
LView Pro http://www.lview.com
VirtualDub http://www.virtualdub.org

ImageMagick http://imagemagick.sourceforge.net
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The ABME FAQ (http://abmefaqg.net) is one of the longest, most current, and
best researched tutorials on newsgroups and computer video anywhere, which
is a strong testament to the seriousness of its fans. Some unrelated newsgroups
forward new users to the ABME FAQ to find answers to questions about Internet
video. The FAQ comes in especially handy when explaining codecs—the algo-
rithms used to compress video into easily transmitted computer files.

Often you may download a video file only to find that your computer won’t
play it because it lacks the right codec. Most porn videos use DivX (http:/www.
divx.com) for compression, but some use other, less mainstream codecs. When
you try to play such a video back, Windows Media Player displays an error mes-
sage, as shown in Figure 14-6.

Windows Media Player % |

= %  windows Media Plaver cannot play the file, The file may be
(n formatted with an unsupported codec, or the Internet security
setking on your computer is set too high, Lower your browser's
security setting, and then try again,

| Close | [More Infarmation

Figure 14-6
Windows Media Player displays an error message when you try to
play a video that uses an unfamiliar codec.

The solution is to figure out what codec you’re missing, and then download and
install it. Sometimes an NFO file that accompanies the video file will contain
information on the exact codex needed to play the video, but otherwise you
might need to visit the Codec Corner site (http://www.codeccorner.com). This
site can test which codecs are installed on your computer and, if necessary,
download and install the ones you're missing. Although it is maintained by the
adult video enthusiasts, the page comes in handy when your computer is miss-
ing a decoder for nearly any downloaded video.

PORNOGRAPHY: A REFLECTION OF SOCIETY

Nothing incites heated emotions faster than the topic of pornography. Whether
you find it in bookstores, magazines, cable TV programs, or on the Internet, por-
nography has evaded all attempts at both definition and regulation. Comedian
Bill Hicks once commented, “The Supreme Court has defined pornography as
anything without artistic merit that causes sexual thought. Hmm. Sounds like
every commercial on television, doesn’t it?”

Some people say that pornography is free speech. Others say that
pornography is evil, although what’s pornographic in one culture is just consid-
ered normal behavior in another. Janet Jackson caused an uproar when she



inadvertently flashed her breast during a half-time Super Bowl presentation, yet
women in many European and Latin American countries routinely walk around
topless on public beaches.

Too often, government authorities have used pornography as a smoke-
screen to mask their true intentions, whether it’s to justify regulation of the radio
and television airwaves or to shut down file sharing networks on the Internet.

As distasteful as it might appear, pornography stands at the front line in
the debate over free speech and freedom of the press. To question the definition
of pornography, Larry Flynt, publisher of Hustler magazine, once printed photo-
graphs showing atrocities from the Vietnam War with the heading, “This is the
REAL pornography.”
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MISCELLANEOUS THIEVERY

When kids began swapping music, they certainly weren’t doing anything new.
Another generation had already been swapping for years. Many needlework
enthusiasts, often older women and grandmothers, had saved money by copy-
ing and sharing “counted cross stitch” needlework patterns: grid-filled pieces of
paper with instructions for stitching ornate designs on pillows and wall hangings.
At first, the women simply made a few copies on the copy machine, passing
them along to friends.

When computers and scanners became popular, women could scan
the patterns and email them to friends much more easily. For example, Carla
Conry, profiled in an August 2000 Los Angeles Times article, created an Internet
ring on Yahoo! called “Pattern Piggies Unite” where hundreds of avid traders
met to swap scanned patterns. To weed out any industry snoops, the women
demanded that new members upload copyrighted patterns before being allowed
to join. In several months, members posted more than 10,000 messages, with
many bearing attachments of copyrighted patterns.

When pattern-publisher Jim Hedgpeth of Pegasus Originals (http://www.
pegasusor.com) saw his revenue stream drop by 40 percent, he gathered oth-
ers in the industry. Some industry members snuck into the groups, observed
the trading, and asked the members to stop infringing on copyrighted material.
But when the trading continued, the pattern publishers began suing under the
DMCA, effectively shutting down the websites.

Women still trade patterns today, but not as openly as before. Instead,
they’ve embraced the same technology used by music traders: file-sharing
networks and newsgroups. They still trade needlework patterns, trademarked
embroidery patterns (such as Winnie the Pooh, Mickey Mouse, and other popu-
lar cartoon characters), and patterns for computerized sewing machines. Today,
copyrighted and trademarked patterns appear regularly on Usenet’s alt.binaries.
crafts.pictures and alt.binaries.patterns.plastic-canvas newsgroups.

Although a few websites allow downloads of cross-stitch patterns, most
are based outside the United States, like the Russian site shown in Figure 15-1.

The heart is deceitful
above all things, and
desperately wicked.
Who can know it?

—dJeremiah 17:9
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Figure 15-1

This Russian site offers free downloads of copyrighted needlework patterns.

While the media focuses on people stealing music, movies, TV shows, books,
programs, and computer games online, few people realize that every type of
copyrighted information can be stolen and traded when stored digitally. The
threat of stealing copyrighted information goes beyond the entertainment
industry and into the world of patient health records and DNA sequences for
genetically modified plants. The general rule is that if it can be scanned, copied,
or saved as a digital file, it can eventually be stolen and distributed illegally.

STEALING SOUNDS

Although the music industry bemoans music swapping by its customers, many
musicians are also swapping different types of music files. For example, a wide
variety of computerized music programs, like Sony’s ACID and Sound Forge
lines (http://mediasoftware.sonypictures.com) let musicians create songs on

a computer by mixing loops of presampled sounds. Other samples, like those
from Spectrasonics (http://www.spectrasonics.net) are created directly for a
musician’s keyboard or synthesizer, letting players create and record orchestras
of exotic sounds. The prices of many samples, like Quantum Leap’s “Voices of
the Apocalypse” for $499 (http://www.soundsonline.com), exceeds the budget of
most musicians.



That makes the alt.binaries.sounds.samples and alt.binaries.sounds.
samples.music newsgroups popular stops for musicians who are eager to try
out the latest samples, stay on the technological edge, and simultaneously stick
to their budget.

STEALING GUITAR CHORD CHARTS

Very few musicians make money from their music, and fewer still would be
called wealthy. Many aspiring guitarists who can’t afford lessons or songbooks,
but who still want to learn the latest Steve Vai licks, drop by the alt.binaries.
guitar.tab newsgroup. This newsgroup contains scanned-in tablature showing
chords, guitar leads, bass tracks, and other music for specific songs and bands.
Blues legend Robert Johnson’s work, for instance, appears in Figure 15-2.
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Figure 15-2
Guitar players scan in tablature from popular songs and swap them on Usenet’s alt.binaries.
guitar.tab forum.

Once copied and stored on a computer, these music charts are easy to print out
and carry in a guitar case or give away to friends during jams. Most importantly
to starving musicians, such charts are free.

STEALING HDTV SHOWS

Thought downloading a DVD took a long time? Try downloading a High-
Definition TV (HDTV) show from the alt.binaries.hdtv newsgroup, created in
early 2004. An HDTV post of the movie Shrek consumed 4.159GB, a post so
large that people spent several 24-hour days downloading it with their broad-
band modems.

The newsgroup’s posts are so large that some newsgroup veterans fear
that newsgroup servers won’t be able to handle the increased load. Of course,
people have been heralding the demise of newsgroups since file sharing first
began, but to be safe, visit the newsgroup while the looting’s available.
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STEALING BANDWIDTH

Bandwidth theft, also known as hot linking, is similar to plugging an extension
cord into the neighbor’s house and using it to power your electric heater so you
get all the benefits while someone else pays all the bills.

Similarly, some people don’t bother storing images on their own website’s
server. Instead, they’ll just link to an image being displayed on somebody else’s
website. Although their website’s page still looks the same to a visitor, the other
person’s web server does all the work of sending the image. That makes the
host’s web server work harder, sometimes resulting in higher charges or even
“bandwidth exceeded” problems for the host server, but not for the site hot link-
ing to the files.

Bandwidth theft is fairly common on the Internet, whether through mal-
ice or ignorance. However, it's easy for a victim to detect pilferage from their
website. Their server keeps a record of every file being dished up, as well as
the website that requested it. When somebody sees another site draining one
particular image, they not only know that they’ve become the latest bandwidth
theft victim, but they also know the culprit. A quick visit to the offending site can
confirm the problem.

People avoid this problem in several ways. Some quickly rename their own
site’s hot-linked image to something else—image2.jpg, for instance—and then
copy a porn file onto their server and give it the same name as their old image.
The result is that when somebody visits the thief’s site, they no longer see the
expected image—they see the embarrassing porn picture.

NOTE: If somebody’s hijacking an image on your website, and you want to
fight back, replace one of your images with one of the many from the arsenal
of offensive images available on the alt.binaries.pictures.tasteless newsgroup
or from rotten.com (http://www.rotten.com), dedicated to collecting images that
‘present the viewer with a truly unpleasant experience.” Be forewarned.

STEALING WEBSITES

Some people don't just steal a few images from a neighboring website. They
steal the entire website. It's much easier to change a few words on an existing
site than to create one from scratch or hire a web designer. So, after changing

a few links, the pirates post the copied site onto their own server under their
own domain name. This saves them the time and expense of creating their own
websites from scratch while mimicking a more established company’s website
that can trick people into buying products from the thief’s website rather than the
original website that the thief copied.



The Internet’s open nature makes stealing a website fairly easy. Just
choose Source from a browser’s View menu, and a text editor quickly lists the
web page’s programming. There are even specialized programs, like SurfOffline
(http://www.surfoffline.com), that will download up to 100 files simultaneously,
copying a website as fast as your Internet connection allows.

Once you’ve copied and saved the website’s entire source code, it's easy
to pick through it for useful tidbits. Some people steal logos, alter them a little
bit, and call them their own. Others steal buttons, graphics, and other attractive,
custom-made design elements.

The Pirated Sites website (http://www.pirated-sites.com), shown in Figure
15-3, showcases side-by-side comparisons of sites “suspected of borrowing,
copying or stealing copyright-protected content, design or code”
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Figure 15-3
The Pirated Sites website showcases side-by-side comparisons of websites suspected of
copying from each other.

For instance, the BidBay (http://www.bidbay.com) site in Figure 15-4 once bore
a striking resemblance to eBay (http://www.ebay.com). The resemblance was so
close that eBay eventually sued for trademark infringement, forcing the site to
drop the design elements that mimicked eBay.
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The eBay auction site sued BidBay for trademark infringement when the site mimicked eBay’s own
name and design.

When one person found out his website had been stolen, he turned the tables
by changing his own site to link to the images and content on the thief’s site.
Suddenly, everyone trying to access the thief’s and the victim’s sites were
directed to the thief’s site, essentially creating a simple denial-of-service attack
by overloading the thief’s servers, which couldn’t handle the sudden increase in
traffic.

To protect your website from theft, try a program like one of these:

WebLock Pro http://webpageprotect.com
HTML Protector http://www.antssoft.com
HTML Guard http://www.aw-soft.com

These programs prevent people from viewing (and copying) the HTML source
code for your site, while still allowing browsers to display the web page correctly.

STEALING PHOTOGRAPHS AND IMAGES

Anytime you view a photo or image on the Internet, your browser automatically
stores it on your computer in your browser’s cache, which is a folder for tempo-
rarily storing images. This way, the next time you visit a previously viewed web
page, the browser loads the web page’s images from your computer rather than
from the Internet, making the web page load faster. Of course, any image saved
in your cache can also be shared.

Naturally, this causes great concern to photographers trying to sell their
work through the Internet. Few people will purchase photos that they can’t



preview, but any image that can be viewed online can also be saved and stolen.
To keep people from stealing images, most photographers follow some or all of
the following guidelines for preventing image theft:

— Don't place the image on the Internet at all. This is the safest method,
but it defeats the purpose of trying to sell photographs through the
Internet.

— Use visible or invisible watermarks. Whether it’s the word “Copyrighted”
stamped across the photo’s bottom or a code hidden inside the photo’s
data, watermarks can prove ownership of a photo. Digimarc’s (http:/
www.digimarc.com) MarcSpider image-tracking technology searches
over 50 million Internet images each month, seeking out unauthorized
use of digitally watermarked images. However, programs like StirMarc
(http://www.petitcolas.net/fabien/watermarking/stirmark) can disable
watermarks found in many digital photos.

— Post small, low-resolution preview photos on the Web. This won’t stop
visitors from copying a photo or using it on their own website, but com-
mercial publishers, the ones most likely to purchase the photo, require
high-resolution images for their work.

— Break the photo into pieces, and then reassemble it on a website as a
table. When somebody right-clicks the photo and chooses Save, they'll
only save one piece of the photo.

Although these techniques may delay some photos from ending up on trading
sites, there’s really no way to stop people from physically scanning in a printed
photo and posting the resulting file to the Internet. Popular newsgroups for shar-
ing digital photos include the following:

- alt.binaries.pictures.cd-covers
- alt.binaries.pictures.clip-art
- alt.binaries.pictures.fine-art
- alt.binaries.pictures.original

- alt.binaries.pictures.wallpaper

STEALING RECIPES

According to the U.S. Copyright Office, mere listings of recipe ingredients aren’t
subject to copyright protection. Add an explanation or directions for using those
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ingredients, however, and it's an original work, subject to copyright laws. Of
course, that hasn’t stopped people from sharing recipes for hundreds of years.

Today, people often post recipes on the Internet, whether they’ve created
the concoction themselves, typed it in from a favorite cookbook or magazine,
or copied and pasted it from a cooking program or recipe CD. Once posted, the
recipe becomes part of the Internet’s huge (and often illegal) library.

For instance, if you search Cook’s lllustrated (http://www.cooksillustrated.
com) for mashed potatoes, you’ll find a pointer to a mashed potatoes recipe
from January 2003. The website doesn’t list the recipe, though, because the
magazine charges a subscription fee for access. But chefs who don’t want to put
down their spatula and pull out a credit card can find the exact same recipe by
searching for mashed potatoes and cook’s illustrated (or cooks illustrated)
on Google.

An even better way to find recipes is to use Google, because recipes are
stored as text, not binary files. Google indexes newsgroup conversations, so a
search at http:/groups.google.com pulls up thousands of recipes. When looking
for published recipes, search for ingredients as well as the magazine, newspa-
per, or cookbook that ran the original recipe. Most people mention the source of
the original recipe, along with the recipe itself (although mentioning the source
doesn’t keep them from violating copyright law).

STEALING EVERYTHING DIGITALLY

Needlework patterns, sampled sounds, guitar chord charts, HDTV shows,
websites, photos, and recipes—these are just a few things now stored digitally
that once took other forms. Computers make things easy to copy, which initially
caused rejoicing among many industries. But now that computers are small and
inexpensive enough to enter most homes, practically every industry that deals
with printed or recorded information is battling Internet piracy or will have to do
so eventually.

If you're really worried about Internet piracy, become a plumber. There will
always be some things that can never be digitized and stolen with a computer.
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THE LEGAL ALTERNATIVES

File sharing is perfectly legal in itself; it's only when you share certain types of
files that you may be breaking the law. So while the recording industry tries to
track down blatant file sharers and haul them to court while millions of people
continue sharing files anyway, there’s a third group of people who have seen the
popularity of file sharing and decided to capitalize on it rather than sue it.

These new legal file sharing networks collect money through subscrip-
tions or charges for each file downloaded, and they redistribute part of that
money as royalties to the copyright holders of the files. The public is happy
because they can download the files they want without the risk of getting sued,
the copyright holders are happy because they get paid for their work, and the file
sharing networks are happy because they get to earn money legally too.

Unlike the freewheeling file sharing networks that allow you to share any-
thing from music and videos to books and pictures, legal file sharing networks
tend to specialize in niche markets, which means that if you want to find music,
you have to join one file sharing network, and if you want to download movies,
you’ll have to join an entirely different file sharing network.

More annoying is the lack of selection and the cumbersome legal and
technical restrictions placed on each file that you download. Because each file
sharing network needs to make agreements with each recording artist, record
label, movie studio, or other corporate entity, you won’t find nearly as many files
to download as you can find on the free file sharing networks like Gnutella or
FastTrack. Some of the legal file sharing networks even encrypt or modify files
so they can only be played on a particular computer or can only be copied a few
times—all intended to prevent widespread Internet copying.

Despite these problems, legal file sharing networks have managed to
carve out a steady and growing niche market. So if you like the idea of file shar-
ing but don’t want to break the law, take a look at the many legal alternatives.

Nothing is illegal if a
hundred businessmen
decide to do it.

—Andrew Young
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MUSIC

With so many file sharing networks offering free music, why would anyone want
to pay money to download the same music from a fee-based service? The big-
gest problem with free file sharing networks is that you can’t always download a
given file when you want it, and the audio quality of any music file on a file shar-
ing network may be questionable.

To address these problems, along with the legal issues surrounding file
sharing, many companies have started their own fee-based file sharing busi-
nesses where you can download music legally. While these legal music file
sharing services guarantee the audio quality of their files, their selections of files
may be limited, since they need to secure permission from every record com-
pany whose music they carry. Also, they often use proprietary file formats that
restrict copying and playing.

For example, Musicmatch (http://www.musicmatch.com), MusicNow
(http://www.musicnow.com), BuyMusic (http://www.buymusic.com),
Streamwaves (http://www.streamwaves.com), Napster (http://www.napster.
com), and even Wal-Mart (http://www.walmart.com) distribute music files in the
WMA (Windows Media Audio) format, which uses Microsoft’s Digital Rights
Management (DRM) technology to prevent people from copying the WMA file.
Unfortunately, not every portable music player can play WMA files, nor can all
non-Windows computers.

Anyone downloading music files from RealRhapsody (http://www.real.
com) or iTunes (http://www.apple.com/itunes) will find a different file format
called AAC (Advanced Audio Coding), which also restricts copying and poses
compatibility problems for many portable music players. Naturally, Apple’s own
portable music player, the iPod, can play both MP3 and AAC files but not WMA
files, although it can convert WMA files into AAC files so you can play them on
your iPod.

To find music stored in the MP3 file format, visit eMusic (http://www.emu-
sic.com) or MP3.com (http://www.mp3.com), where you can download legal
music files and even submit your own music so others can hear what you may
have created. For a glimpse of the possible future of downloadable music, visit
CokeMusic (http://www.cokemusic.com), a site that offers MP3 music files to
promote the brand name of Coca-Cola, as shown in Figure 16-1. To test the fea-
sibility of offering a full online music service, Coca-Cola has even opened a site
exclusively for British customers called MyCokeMusic (http://www.mycokemusic.
com), where they can download songs for 99p (approximately $1.72 USD).
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Figure 16-1
In the future, legal music downloading services may be funded by promoting another product.

With Napster orignally run by Roxio (publisher of CD burning software), iTunes
by Apple (which sells iPod portable music players), and MyCokeMusic by Coca-
Cola, the downloadable music business may soon become nothing more than
an advertising vehicle to promote something other than the actual music.

NOTE: Before you join any music sharing service, such as iTunes or Napster,
make sure you can play the files that they offer for downloading on your particu-
lar computer or portable music player.

Legal music file sharing services may be inexpensive, but they may never
become dominant until they can match the selection and convenience of the
free (but illegal) file sharing services.

NOTE: Be careful when signing up with a seemingly legitimate music file shar-
ing network. Many deceptive “legal” file sharing services simply trick users into
purchasing software that turns out to be nothing more than a client program

like Kazaa or LimeWire, which you could have downloaded for free anyway.
Purchasing such a free client program still leaves you open to recording industry
lawsuits, along with the insult of losing your money to a con artist.
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MOVIES

Movies can take several hours (or even days) to download, even over a fast
broadband Internet connection. So while full-length movies aren’t traded as eas-
ily over file sharing networks, many people are still willing to invest the time to
download massive video files legally or illegally. Not surprisingly, movie studios
hope to avoid the fate of the music industry by jumping into legal movie down-
loads before it’s too late.

If you don'’t care for the latest Hollywood blockbusters that emphasize
special effects over substance, then you might like the movie selection offered at
MovieFlix (http://www.movieflix.com). MovieFlix provides old movies, commer-
cials, and television shows from the 1950s to the present, all viewable with the
RealPlayer or Windows Media Player program.

Some of the curious offerings available on MovieFlix include the science
fiction movie Rocketship X-M, a 1954 commercial starring Betty Crocker, Betty
Boop cartoons from 1948, and the 1997 documentary About Tofu. If you're look-
ing for something obscure that you will probably never find in your local video
store, join MovieFlix and watch movies for free or for a small charge.

For more hilariously obscure movies that you can watch for free, visit
the Internet Archive (http://www.archive.org), where you can watch govern-
ment films such as the Department of Defense’s classic Duck and Cover film
that teaches children how to survive a nuclear war by covering their heads with
newspapers. Another, In Our Hands, Part 3, dramatizes how a communist-style
“master plan” could affect your property and freedom. All About Fallout explains
how to recognize and protect yourself against fallout, including life-saving tips
like taking a shower after an all-out nuclear war has annihilated your city.

If you think that bizarre and campy movies only belong to the past, then
join Kanakaris (http://www.kanakaris.com, shown in Figure 16-2), which offers
such modern-day productions as Cyber Sea Kittens, Bikini Beach Bust, and City
of the Walking Dead. With titles like these, you can be sure to find high-quality
entertainment, and you can wonder at the poor saps who actually had to audi-
tion for roles in dead-end films like these.

To find more contemporary movies that have just been released to video,
visit Flixs.net (http://www.flixs.net) or Download Free Films (http://www.down-
loadfreefilms.com). Unlike low-quality movies available on underground file
sharing networks, these services offer DVD-quality files. If you join one of these
services, you may find you no longer need to rent movies from your local video
store anymore (which means yet another business is destined to fade into obscu-
rity thanks to file sharing technology).
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Many legal movie downloading services offer both popular and obscure movies that you may

I

never find at your local video store.

BOOKS

Unlike software, music, or video, books aren’t as easy to copy, and they lack
mass public appeal, because the average American only reads one book a year
(but watches nearly five hours of television a day). However, the ease of copying
has changed somewhat with the introduction of both audio books and e-books,
which can be swapped as easily as digital files. Despite the growing ease with
which people can exchange audio and e-books over the Internet, books are
probably the least popular item available on the major file sharing networks.

You can find the more popular audio and e-books over file sharing net-
works, but you'll find a much greater selection if you go through one of the legal
audio or e-book online stores instead. Such online bookstores tend to stock
everything from Bibles and cookbooks to the latest bestsellers in both fiction and
non-fiction, along with classic literature and reference works, so if you need to
find a little-known book, you’ll probably save time going through one of the web-
sites described in the following sections.
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AUDIO BOOKS

Most stores that sell audio books only sell cassettes or CDs, although a handful
now sell MP3 files of popular books. If you can’t buy an MP3 version of an audio
book, you'll have to convert the cassette or CD into an MP3 file yourself to play it
on a portable MP3 player, such as an iPod.

These are some of the more popular online stores that sell audio books:

Audiobooks Online http://www.audiobooksonline.com
Books on Tape http://www.booksontape.com
Recorded Books http://www.recordedbooks.com

One of the more unique audio websites is Audible (http://www.audible.com),
which not only sells audio versions of books, but also audio versions of popular
magazines and recordings of public broadcasting radio shows, such as Car
Talk or Fresh Air with Terry Gross. If you want to listen to more than just books,
Audible is sure to offer something else that you might be interested in hearing.

E-BOOKS

An e-book (short for electronic book) often appears as plain text or in a propri-
etary file format, such as Adobe Acrobat’s PDF (Portable Document Format)
or Microsoft Reader. Proprietary formats protect the text from modification and
display text with fancy fonts as if it were printed on a page.

Perhaps the biggest drawback to e-books is that you need to read them
using a computer of some sort, such as a laptop or a handheld. Even the light-
est handheld computer can be bulky and cumbersome to read for an extended
period of time.

Despite these drawbacks, e-books can still be convenient to have when
you want something to read without lugging around a handful of books in addi-
tion to a computer. Many file sharing networks offer e-books, but like audio
books, the selection is limited, so if you want to find an e-book on a specific topic
or by a certain author, you’ll probably have better luck visiting one of the follow-
ing e-book stores where you can buy and download the e-book that you want.

Blackmask Online http://www.blackmask.com
eBooks3 http://www.ebooks3.com

eBooks-Online http://www.ebooks-online.com



FREE E-BOOKS

If you want to find the latest bestseller, you’ll have to visit one of the many web-
sites that sell e-books online. But if you want to read classic literature or browse
through old reference or religious texts like the Bible, visit one of the many web-
sites that distribute free public-domain e-books in the form of plain-text files.

These free e-book sites offer e-books on anything that’s no longer copy-
righted, such as William Shakespeare’s plays or novels by H.G. Wells. Although
plain-text files lack the fancy fonts and formatting that a commercial e-book may
provide, they can be read on any computer, and they give you a chance to read
some of the greatest literary treasures without having to pay for them. To find a
free e-book, visit one of the following websites:

Bartleby

Bibliomania

Books-On-Line

Children’s Books Online
Children’s Storybooks Online
Internet Public Library
netLibrary

The Online Books Page

Page By Page Books

Project Gutenberg

University of Virginia’s
e-Book Library

SOFTWARE

http://www.bartleby.com
http://www.bibliomania.com
http://www.books-on-line.com
http://www.childrensbooksonline.org
http://www.magickeys.com/books
http://www.ipl.org/div/books
http://www.netlibrary.com
http://digital.library.upenn.edu/books
http://www.pagebypagebooks.com
http://www.promo.net/pg

http://etext.lib.virginia.
edu/ebooks/ebooklist.html

How do you make money when people can copy your product for free? In the
music industry, that question has generated lawsuits and litigation, but in the
software industry, that question has formed the basis for a new business model
that has created new jobs and businesses—uwriting, distributing, and selling soft-

ware over the Internet.
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While there are currently no legal alternatives for trading major applica-
tions over the Internet, such as Adobe lllustrator or Microsoft Word, there has
long been an underground market for less popular, but sometimes equally pow-
erful, programs known as shareware.

Unlike commercial software, shareware allows you to try the program on
your computer, and if you like it, you can pay for it. Some shareware is fully func-
tional, which means you can use it for as long as you want until you decide to
pay for it. However, most shareware is restricted in some way to encourage peo-
ple to pay for the program. Related to shareware is the category of open source
software, which consists of programs that are available to be copied, distributed,
and used without payment for as long as you care to use them.

Similar to open source is another category of software known as free-
ware. Unlike open source programs, which gives you the source code to study
or modify if you wish, freeware programs can only be copied and shared freely;
you can’t peek at the source code at all. Freeware programs range from little
utilities written by individual programmers to big name programs given away by
corporations to encourage more people to use their products, such as Adobe
Acrobat, Apple’s iTunes, Macromedia Flash Player, and Microsoft PowerToys
for Windows.

Despite their lower public profile, compared to software from big com-
panies like Microsoft, Symantec, Adobe, and Macromedia, many shareware,
freeware, and open source programs are nearly as good, and sometimes even
better, than their commercial counterparts. Best of all, their lower price can
make them an attractive alternative to the commercial programs.

MICROSOFT OFFICE ALTERNATIVES

If you need to share files created by word processor, spreadsheet, or presen-
tation software, chances are good that you’ll need Microsoft Word, Excel, or
PowerPoint. While there’s nothing wrong with using any of these programs, they
cost way too much for the average person (who can'’t justify them as a business
expense), and they come loaded with more features than most people will ever
need in their lifetime.

If you want to save money and use a simpler word processor, spread-
sheet, or presentation program without sacrificing the main features that you’ll
need, try some of the following Microsoft Office alternatives. These programs
can save files in Microsoft Office formats (Word, Excel, and PowerPoint) so you
can share data with anyone still stuck using Microsoft Office. Best of all, many
of the following office suites are a fraction of the cost of Microsoft Office, which
gives you Microsoft Office compatibility and ease of use without the expense or
complexity of Office.



These are some popular Microsoft Office alternatives:

602PC Suite http://www.software602.com
EasyOffice http://www.e-press.com
ElOffice http://www.evermoresw.com
GoBeProductive http://www.gobe.com
OpenOffice.org http://www.openoffice.org
SOT Office http://www.sot.com
ThinkFree Office http://www.thinkfree.com

ADOBE PHOTOSHOP ALTERNATIVES

Adobe Photoshop belongs on the computer of every professional graphic
designer. Unfortunately, the high cost and even higher complexity keeps most
people who aren’t professionals from using Photoshop, even if they too would
like to edit images and create designs. To meet the needs of the average com-
puter user, Adobe (http://www.adobe.com) has released a lower-cost companion
program dubbed Photoshop Elements.

Photoshop Elements may offer enough features for the average person,
but if you need more advanced image-editing features without the high cost of
Photoshop, take a look at the following programs:

Paint Shop Pro http://www.jasc.com %
PhotoLine http://www.pl32.com %
The GIMP http://www.gimp.org %
Turbo Photo http://www.turbo-photo.com !

INTERNET EXPLORER ALTERNATIVES

Every computer with Microsoft Windows comes with a free copy of Internet
Explorer. While not a bad web browser, Internet Explorer isn’t the fastest
browser, nor does it offer the ability to open multiple web pages within a single
Internet Explorer window. Older versions of Internet Explorer didn’t even offer a
pop-up ad-blocking feature to stop pop-up ads from bombarding you every time
you connect to the Internet.
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Because of Internet Explorer’s flaws, many people prefer using alternative
web browsers that run faster than Internet Explorer, offer tabbed windows (for
opening multiple websites within a single window), and block pop-up ads. These
are some popular alternative web browsers:

Avant Browser http://www.avantbrowser.com
DeepNet Explorer http://www.deepnetexplorer.com
Kopassa Browser http://www.kopassa.com
Mozilla and Mozilla Firefox http://www.mozilla.org
NetCaptor http://www.netcaptor.com
Opera http://www.opera.com

Optimal Desktop http://www.optimalaccess.com
Slim Browser http://www.flashpeak.com
UltraBrowser http://www.ultrabrowser.com

SHAREWARE LIBRARIES

Browse through any shareware library, and you’ll find all kinds of programs for a
wide range of users, including programs for creating resumes, fixing problems
on your hard disk, blocking spam from swamping your email account, and many
more that you may never realize you need until you get a chance to try them
first. These are some of the more popular shareware libraries for Windows,
Linux, and Mac OS:

Tucows http://www.tucows.com
CNet Download.com http://www.download.com
Shareware.com http://www.shareware.com
Jumbo http://www.jumbo.com

VersionTracker http://www.versiontracker.com



Windows software

Microsoft Windows represents the largest market, so it’s no surprise that many
shareware libraries focus exclusively on Windows programs. Here are some
such libraries:

Any Windows Shareware http://www.shareme.com
MajorGeeks.com http://www.majorgeeks.com
Soft32.com http://www.soft32.com
WinSite http://www.winsite.com
Windows Users Group Network http://www.wugnet.com

Macintosh software

Although the Macintosh consists of less than 10 percent of the total computer
market, Macintosh users tend to be fanatically loyal and rabid about their
choice of computers. So a handful of shareware libraries cater exclusively to the
Macintosh crowd, such as these:

MacintoshOS.com http://www.macintoshos.com
MacShare http://www.macshare.com
MacOSArchives http://www.macosarchives.com

By experimenting with different shareware programs, you can find less expen-
sive alternatives to the more popular applications, and you just might surprise
yourself by finding a useful program, such as a restaurant management program
or a horse race betting program that you might never have heard about other-
wise. Take a close look at your legal alternatives. You might just be surprised at
how much you can find for free or at a much lower cost than you expected.

LEGAL FILE SHARING SPINOFFS

The idea behind file sharing is so simple and powerful that many people have
taken the file sharing model and applied it to a variety of legal uses. Once you
are finished downloading music, movies, and books from legal file sharing
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services, you might want to study some of the other ways file sharing technology
has become a useful tool for doing more than just stealing files.

LONG-DISTANCE PHONE CALLS

File sharing networks work by shuffling data from one computer to the next until
it finally arrives at its intended destination. Theoretically, you can send any type
of data over a file sharing network, including pictures, movies, music, and even
telephone calls.

That’s the idea behind Skype (http://www.skype.com), created by Janus
Friis and Niklas Zennstrém, who also created the popular Kazaa file sharing
network. By downloading the free Skype software and using an ordinary head-
set and microphone, or the $54.99 Skype CyberPhone that plugs into your
computer’s USB port, you can make free long-distance phone calls anywhere
around the world.

Skype claims that the audio quality of their phone calls rivals that of tradi-
tional land-based telephone lines. Even better, Skype encrypts every phone call,
which means government authorities are going to have a hard time wiretapping
anyone using Skype to make their phone calls.

Perhaps the biggest drawback to this system is that you can only make
calls to other Skype users, not to any ordinary cell or landline telephone. Still,
the idea of sharing computing power to transfer phone calls from one side of the
planet to another for free makes Skype one of the more unusual applications for
legal file sharing technology.

SHARING BUSINESS FILES

In the business world, people often need to share files with each other. While
attaching files and sending them by email can be convenient, it doesn’t always
work when sending massive files, such as those created by desktop publishing
or photo editing programs. While some technically savvy businesses simply post
their files on FTP sites and allow their workers to download the files they need
using an FTP client program, many businesses don’t want to train their workers
touse FTP at all.

As a compromise, several companies now offer software that allows you
to create your own private file sharing networks. Such file sharing networks
typically encrypt data to keep strangers from prying into your network, allowing
complete privacy when chatting or sending files.

Two popular file sharing programs are Groove Virtual Office (http://www.
groove.net), created by Ray Ozzie (the man who created the group collabora-
tion program, Lotus Notes), and FolderShare (http://www.foldershare.com). Both
Groove Networks and FolderShare let people designate which folders to share



on the private file sharing network, and then any authorized users can freely tap
into shared files on someone else’s computer and copy the files they want.

Creo (http://www.creo.com) offers an interesting twist on the business
advantages of file sharing. Instead of sharing specific folders on your computer
with other people in your private file sharing network, Creo Tokens lets you
send special files, called tokens, in an email to someone else. When someone
receives a token, they can click on it to retrieve the specific file designated by
that token. By sharing files in this manner, Creo Tokens lets each person decide
who can retrieve which files off their computer, providing an even tighter layer of
privacy and security for everyone involved.

SHARING PHOTOGRAPHS

Many people are now capturing pictures with digital cameras, and they naturally
want to share their pictures with others. Sending out individual pictures by email
can be clumsy, though, and posting pictures for others to view on a website can
be time consuming and very public. To make picture sharing simple and easy,
many companies are now offering file sharing networks for digital photographs.

Instead of sending out pictures individually, file sharing lets you designate
which folders you want to share and then you can let anyone you want browse
and download your digital photograph collection at any time (as long as your
computer is hooked up to the Internet at the time). Here are some popular file
sharing services for sharing photographs:

Electric Shoebox http://photos.constanttime.com
OurPictures http://www.ourpictures.com
ShareALot http://www.sharealot.com

Just be aware that these digital photograph file sharing services may restrict the
types of images you can share. The end-user license agreement for OurPictures
specifically bans “content that is unlawful, harmful, threatening, harassing,
defamatory, obscene, pornographic, vulgar, invasive of another’s privacy or right
of publicity, infringing of a third party’s intellectual property rights . . . hateful,
racially, ethnically, or otherwise objectionable, encouraging of conduct that could
constitute a criminal offense, give rise to civil liability, or otherwise violate any
applicable local, state, national or international law.” In other words, you can’t
share anything that might get the file sharing services in trouble.

With so many different applications for file sharing, it's only a matter of
time before practically everyone will use file sharing for some purpose or other,
whether they know it or not. The key to using legal file sharing is accepting what-
ever slippery definition of “legal” your government imposes on you at the time.
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HOW THE CORPORATIONS
FIGHT BACK

Chances are good that there’s an empty storefront near you that once housed

a major music store. With sales of new CDs dropping every year, music compa-
nies have been shutting down shops across the country, and the few remaining
stores continue to struggle. The music industry immediately identified the culprit:
file sharing networks.

Although people had been trading files through newsgroups and web-
sites for years, 1999 introduced the first major file sharing network in the form
of Napster, which suddenly made copyrighted files available in mass quantities
to anyone who could turn on a computer. Given a choice between paying for a
CD just to hear one decent song or copying that same song for free over the
Internet, guess which option most people choose?

With the music industry declaring file sharing piracy as the number one
reason for declining CD sales, they’ve taken a variety of approaches to halt
piracy. They’ve sued file sharers, placed anti-copying technology on their CDs,
and even uploaded sabotaged files disguised as ordinary music. Will any or all
of these methods halt piracy? Probably not, but it’s still interesting to see how
the music industry keeps trying to protect itself and fight against technological
changes that make piracy even easier than before.

FILING A LAWSUIT

When in doubt, sue. Lawsuits often depend less on a question of law than on
who has the most money to pay for the best lawyers over a longer period of
time. Given the massive financial backing of the music industry vs. the limited
resources of Napster, it was inevitable that Napster would get pummeled in the
courtrooms and be forced to shut down. The mistake Napster made was having
a single computer keep track of all the songs available on other people’s com-
puters. To find a song, someone first had to contact Napster’s computers and

We don't like their sound,
and guitar music is on
the way out.

—Decca Recording
Company, rejecting the
Beatles, in 1962
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then needed to connect to the personal computer that actually held a copy of
the song. Because Napster played an active role every time someone copied a
file over its network, the courts ruled that Napster had the legal responsibility to
block copyrighted material from being traded over its network.

However, suing file sharing networks no longer works because the lat-
est file sharing networks don’t use a central computer to keep lists of available
songs. Instead, the new file sharing networks simply provide people with the
software to probe everyone else’s computers for songs. Then people connect to
each other’'s computers to copy the files they want, leaving the file sharing com-
pany itself completely out of the transaction. Because the file sharing companies
play no active part in any copyright infringement, the crime is shifted to the indi-
viduals themselves.

Because it couldn’t sue the latest file sharing networks, the music industry
tried a new attack, suing the individuals sharing copyrighted files from its com-
puters. This next wave of lawsuits wound up catching several hundred people,
including a 71-year-old grandfather, a Yale University professor, and a 12-year-
old girl who lived in project housing.

The music industry hopes that the threat of lawsuits will strike fear in
users’ hearts, frightening them into abandoning file sharing networks. In addi-
tion, the music industry contacted large-scale file sharers directly over different
file sharing networks and sent them the following warning:

It appears that you are offering copyrighted music to oth-

ers from your computer. . . . When you break the law, you

risk legal penalties. There is a simple way to avoid that risk:
DON’T STEAL MUSIC either by offering it to others to copy
or downloading it on a ‘file-sharing’ system like this. When you
offer music on these systems, you are not anonymous and
you can easily be identified.

While fear and intimidation might stop some people from sharing copyrighted
files over the Internet, it’s also fueling the popularity of new file sharing networks
that protect users’ identities. Making people abandon file sharing networks is
completely different from making people buy more CDs.

To read the latest legal cases pending against various file sharing compa-
nies and individuals, visit the Recording Industry Association of America (RIAA)
website (http://www.riaa.com), shown in Figure 17-1. To read an opposing point
of view, visit the Boycott RIAA website (http://www.boycott-riaa.com), shown in
Figure 17-2.
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The RIAA website provides news and information about file sharing from the music industry’s
point of view.
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Figure 17-2
The Boycott-RIAA website contains news about file sharing that tries to undermine or
contradict the RIAA’s claims.
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EDUCATIONAL CAMPAIGNS

Fear is one tactic that the music industry hopes will sway people to their point of
view. To continue their program of fear, the RIAA placed advertisements in the
New York Times and Entertainment Weekly that contained foreboding headlines
warning people, “Next time you or your kids ‘share’ music on the Internet, you
may also want to download a list of attorneys.”

Not all of the RIAA’s campaigns focus on fear and intimidation. For young
people, the RIAA hopes that a message of guilt and “education” (known as
“propaganda” among dictatorships) can sway young people to its side.

By bombarding young children with “educational campaigns” to teach
people why file sharing is wrong, the music industry hopes people will voluntarily
shy away from any type of illegal file sharing activities. Of course, getting people
to be honest is especially difficult when the rewards are high (free music) and
the risks are low (the RIAA can’t sue everybody).

The Motion Picture Association of America (MPAA) even launched a
program aimed at educating students about the dangers of file sharing through
the Junior Achievement program. A lesson plan entitled “What’s the Diff? A
Guide to Digital Citizenship” contains guidelines for teaching kids why they
should not participate in illegal file sharing. The booklet includes quotes from
famous people (Britney Spears and the Dixie Chicks) and not-so-famous people
(Hollywood set painters and camera operators), explaining how illegal file shar-
ing hurts them.

For further incentive to accept the industry’s viewpoint about file sharing,
the MPAA offers prizes such as DVD players, movies, theater tickets, and all-
expense-paid trips to Hollywood for students who write the best essays about
the illegal nature of file sharing. Presumably none of the students who won
prizes turned in any thought-provoking essays that probed the reasons behind
file sharing or why corporations were allowed to promote their point of view with
the blessing of school teachers, who were also eligible for prizes based on the
number and perceived quality of the essays their students submitted.

To approach more people than just students, various organizations have
set up websites where visitors can browse through a list of questions and
answers, news releases, and quotes from songwriters and artists urging people
not to share copyrighted files illegally over the Internet. To see three websites
that seek to educate readers about the illegality of file sharing, visit Music United
(http://www.musicunited.net), the MPAA’s Respect Copyrights website (http://
www.respectcopyrights.org), and the Canadian Value of Music Coalition’s web-
site, Keep Music Coming (http://www.keepmusiccoming.com).

To read information supporting file sharing technology, visit the
Electronic Frontier Foundation’s website (http://www.eff.org) and P2P United



(http://www.p2punited.org), a group of various file sharing companies that
includes LimeWire, BearShare, and Blubster.

TAXING BLANK RECORDABLE MEDIA

Most big businesses write off shoplifting as a cost of doing business. The record-
ing industry, by contrast, hopes to shore up its bottom line by adding a tax on all
types of blank recordable media, such as cassette tapes, CDs, flash memory
cards, and even ordinary floppy disks. The theory is that because pirates must
use blank recordable media to steal copyrighted works, a tax on recordable
media can at least partially compensate companies for the revenue they lose
due to piracy. (Technically, this additional fee isn’t a “tax” because it’s not being
collected by a government agency but by a recording industry representative, so
it's a “levy”” Either way, it's an additional cost to the consumer.)

Unfortunately, adding a tax (or “levy”) to every type of blank recordable
media punishes both the pirate and the law-abiding user who never records any
type of music. A levy on blank recordable media is like having the police give
everyone a speeding ticket for driving down a certain road whether they were
speeding or not.

Forcing consumers of blank recordable media to pay extra may monetarily
compensate the recording industry, but it still does nothing to address the main
problem of people copying files across peer-to-peer (P2P) networks. If levies
can be collected on recordable media, does that give people the right to then
make copies of copyrighted files? If someone doesn’t record copyrighted files,
how come they can’t get a refund on a levy that shouldn’t affect them? From
an artist’s point of view, how much money does the recording industry collect
through levies, and how much of that actually gets transferred to the artists,
whose works are being copied in the first place? And who decides how it gets
distributed?

Obviously levies by themselves won'’t stop file sharing, but they represent
one more tactic the entertainment industry hopes can stem the revenue losses
they blame on illegal file sharing.

ANTI-PIRACY COPY PROTECTION

In another attempt to protect their products, the music industry has turned to
copy protection. The idea is that if the music industry can find a way to keep
people from copying music in the first place, nobody will be able to share files
over file sharing networks anyway. The two popular methods for implementing
copy protection are copy-protecting CDs and copy-protecting individual audio
files downloaded from legal music file sharing services, such as iTunes.
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COPY-PROTECTING CDS

Two prominent copy-protection companies are MacroVision (http://www.macro-
vision.com) and SunnComm Technologies (http://www.sunncomm.com).

In theory, copy protection might sound like the answer, until you realize
that copy protection can never be foolproof. Beyond the simple fact that you can
always record audio or video with the right cables connected in place of speak-
ers or a television set, copy-protection schemes on CDs and DVDs can always
be defeated because someone inevitably views copy protection as a personal
challenge. They’ll spend hours studying the copy-protection scheme until they
find a flaw that they can exploit.

Even more embarrassing is how shockingly easy it can be to defeat some
copy-protection schemes. When Sony introduced Celine Dion’s A New Day
Has Come, it embedded its key2audio copy-protection scheme, which added
an extra track to the CD to prevent it from being played on a computer. People
quickly found that if you just blacked out this extra track on the CD with a felt-tip
marker, you could hide this track from view and allow a computer to play the CD,
effectively defeating the copy-protection scheme.

When the recording industry released CDs copy-protected by SunnComm
Technologies software, people discovered that if you inserted the CD into a
Windows computer while holding down the sHIFT key, you could prevent the
copy-protection software from even starting. Of course, if you inserted the CD
into a non-Windows computer, such as a Mac OS or Linux computer, you could
still play and copy the CD, because the copy-protection scheme only worked
under Windows.

Copy-protection schemes often have the unpleasant side effect of keeping
the CD from working in different types of players. Sometimes the copy-protec-
tion scheme may keep you from playing the CD in your computer, but it may
also keep you from playing it in your car stereo. While the music industry would
love nothing more than for you to buy one CD to play in your home stereo and
a second CD to play in your car stereo, few people are willing to pay twice for
the privilege of listening to the same music that they already paid for once. More
importantly, most people feel they have the right to make backup copies of the
CDs and DVDs they buy, just in case the original discs get damaged. Copy pro-
tection takes this right away from consumers, giving them less product for the
same money.

To protest the nuisance of copy-protected CDs, many people are posting
lists of known copy-protected CDs to warn others not to buy them. For informa-
tion about how people are rebelling against copy-protected CDs, visit the corrupt
CD list at (http://www.boycott-riaa.com/corrupt_cds) and the Don’t Buy CDs site
(http://www.dontbuycds.org) shown in Figure 17-3.
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DONTBUYCDS.ORG
‘ A consumer organization boycotting the recording industry

The major recording labels, and their lobbying group, the Recording Ihdustry Assaciation of America (RIAA) are engaging

in highly objectionable practices. They have created new copy protected discs that will not play in a computer. They have
also shut down the file trading service, Napster and seek to stop all online file trading. These actions violate our rights. In addition to these
things, the retail price of compact discs continues toa skyrocket as the cost to manufacture discs comes down. They have colluded to fix prices in
violation of anti-trust laws. We urge all consumers to refrain from purchasing compact discs to punish the recording industry for these actions
To learn more, follow the hyperlinks below.

What has us so upset?

What s piracy?

New! Payola

New! An Open Letter to Artists

Comics and Satire

Reader Comments Page L
External Links

New! Print and post this flyer or these business card size flyers formatted with Microsoft Publisher.
Don't have publisher? Here is the flyer in word format.

Spread the message with these cool products.

Add a link to 19 10 your site

‘Webmasters: Can you help out Donthuycds.org? This site is currently hosted on one of the few free hosts without banners or pop-ups, butis
frequently down due to bandwidth limits . If you can donate space on your server with reliable bandwidth, and the ability to let this site use its
domain name, that would be greatly appreciated. It would help get the message out.

Vote these bums out!
Senators Orrin Hatch (R-Utah) and Patrick Leahy (D-Vermont) have proposed "The Pirate Act”

@ @ Internet
Figure 17-3
The Don’t Buy CDs website offers arguments to punish the music industry by boycotting the

|3

purchase of CDs.

COPY-PROTECTING INDIVIDUAL AUDIO FILES

Legal music downloading services would go out of business if one person sub-
scribed to the service and then started freely distributing all the songs from the
legal service over illegal file sharing networks like Kazaa or Gnutella. To keep
this from happening, legal music downloading services copy-protect their songs
under the name of Digital Rights Management (DRM).

The idea behind DRM is that any song you download from a legal music
service can only be copied and played on a limited number of computers, such
as three. That way consumers have the freedom to back up and play their legally
purchased songs practically everywhere they want, and the legal music down-
loading services protect their own assets from being stolen and spread through
the illegal file sharing networks.

That’s the theory, anyway. In reality, DRM often prevents people from play-
ing their legally purchased songs on different music players, such as when they
download songs from iTunes and find they can’t play them on a non-iPod device.
To circumvent this copy protection, hackers have developed several tools for
stripping DRM away from a protected audio file. The Hymn project (http://www.
hymn-project.org) provides such a free program that strips away DRM from
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songs downloaded from iTunes, as shown in Figure 17-4. Once you've stripped
away the DRM from an iTunes file, you can play it on rival music players.

@eo hymn
Click Convert ta convert files ...
Jaudio/song1.mép
faudio/song2.map
Jaudiolsong3.mép

Figure 17-4

Hymn can strip away the DRM that comes wrapped
around every song downloaded from iTunes.

Perhaps the simplest way to circumvent DRM is to download a song from a legal
downloading service, such as iTunes, burn it to a CD (which iTunes fully sup-
ports), and then rip those audio tracks off your newly burned CD and save them
in any format you want, such as MP3.

For more information about the ongoing debate surrounding DRM and the
various hacking tools, visit DRM Watch (http://www.drmwatch.com) or Freedom
to Tinker (http://www.freedom-to-tinker.com).

ANTI-P2P SERVICES

File sharing has become a popular pastime. Many people spend their time at
work using peer-to-peer (P2P) file sharing programs to copy their favorite songs
and movies, because their work Internet connection is often much faster than
their home Internet connection, and their IP address at work identifies their
employer and not them. To avoid legal liability and improve network efficiency,
many corporations have turned to anti-P2P services and software. These solu-
tions scan a network to detect abnormal bandwidth usage (which could indicate
file sharing activity among employees), and they can also identify specific file
sharing programs on a computer, such as Grokster or Kazaa.

Anti-P2P software is likely to become as popular and necessary for
corporations as antivirus software. With the continuing spread of file sharing
programs, anti-P2P software could become the computer market’s next growth
industry. For a quick peek at some of the more prominent anti-P2P software,
visit Packeteer (http://www.packeteer.com), which is shown in Figure 17-5, Allot
(http://www.allot.com), or AssetMetrix (http://www.assetmetrix.com).
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Figure 17-5

To uncover file sharing programs, a program like Packeteer looks at which programs are
accessing a network and their bandwidth consumption.

Audible Magic (http://www.audiblemagic.com) has teamed up with Palisade
Systems (http://www.palisadesys.com) to create a program that intercepts all
traffic on a network, makes a copy of it, and then examines that copy to look
for telltale signs of file sharing, such as Kazaa or Gnutella file sharing. If the
program finds a match with Audible Magic’s database of digital “fingerprints” for
commonly pirated files, the program stops the file transmission.

While corporations may be interested in keeping their workers from
accessing file sharing programs, other companies are targeting parents, warn-
ing that their children could be accessing pornography through file sharing
networks. Media Defender (http://www.mediadefender.com) even sells a pro-
gram dubbed Peer Protector, which can delete previously downloaded files and
disable file sharing programs like Kazaa so they don’t work at all.

SABOTAGING FILES WITH CUCKOO EGGS

Another controversial way that the recording industry has fought back against
file sharing is to infiltrate the various file sharing networks themselves and plant
bogus files, known as cuckoo eggs. (Cuckoo birds will lay an egg in another
bird’s nest, which tricks the other bird into thinking the cuckoo’s egg is actually
one of its own. Cuckoo eggs in a file sharing network are similarly deceptive
because they trick people into thinking that a bogus file is actually a valid one.)
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Typically a cuckoo egg is labeled with the name of a popular artist’s song,
and it even may have the right file size and track length. But when someone
plays a cuckoo egg file, they’ll hear a few seconds of the actual song followed
by cuckoo clock noises and voice messages such as, “Congratulations, you
must’ve goofed up somewhere.” To deter piracy of her music, Madonna once
released a cuckoo egg of her “American Life” single that contained the mes-
sage, “What the fuck do you think you’re doing?” By tricking people into wasting
time downloading cuckoo eggs instead of actual pirated files, the recording
industry hopes to discourage people from using file sharing networks.

The planting of cuckoo eggs initially began with individual musicians who
tired of seeing their music appear on file sharing networks, but cuckoo eggs
are now big business in the recording industry itself. Many record labels have
hired the services of companies such as Overpeer (http://www.overpeer.com),
Covenant (http://www.covenant-corporation.com), and MediaDefender (http://
www.mediadefender.com). These companies essentially take popular copy-
righted files, such as the latest hit singles, and convert them into cuckoo eggs,
which they spread throughout the popular file sharing networks.

“What we do is make peer-to-peer a lot less fun and help users do the
right thing,” said Marc Morgenstern, CEO of Overpeer, a company with patents
on altering the sound quality of a music file by dubbing in distorted sounds or
voices. Based on a client’s wishes, Overpeer can release thousands of cuckoo
eggs that simply mimic pirated files or contain links to authorized music down-
loading sites.

Ironically, cuckoo eggs are not free from legal controversy. Because many
cuckoo egg files contain part of the original song, trading cuckoo eggs can also
violate copyrights. Even more surprising is that many of the file sharing compa-
nies have threatened to sue cuckoo egg companies for violating the terms of the
agreements they supposedly read when they installed the file sharing programs
on their computers.

Cuckoo eggs may discourage some people from using a file sharing net-
work, but they often inspire others to upload the real copyrighted files just to
defy the cuckoo egg distributors. Only days after Madonna released her cuckoo
egg of “American Life,” hackers flooded the file sharing networks with pirated
copies of the actual song and hacked into Madonna’s official website, leaving
messages that read, “This is what the fuck | think I’'m doing . . ” Next to these
messages, the hackers left links directing people to pirated copies of every song
on Madonna’s latest album, as shown in Figure 17-6.
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Figure 17-6
Madonna’s website after it was hacked to protest her distribution
of a cuckoo egg on file sharing networks.

KILLING A COMPUTER

In other attempts to disrupt file sharing networks, the RIAA has reportedly

hired companies to try a variety of tactics that include creating fake computers
stocked with useless files of cuckoo eggs, deliberately trying to crash computers
running file sharing programs, hacking into file sharing computers and deleting
MP3 files (whether they’re legal or not), and launching denial-of-service attacks
on blatant file sharing computers by continually requesting files, which prevents
other users from accessing those files.

Technically, many of these methods, such as deleting files from an offend-
er's computer or launching a denial-of-service attack on a blatant file sharing
computer, are illegal. To fix this minor problem of legality, the recording industry’s
latest attempt has been to pass a law allowing copyright holders to hack into
copyright infringers’ computers and disable, block, or interfere with their activi-
ties, provided the damage doesn’t exceed a certain monetary amount, such as
$50, although the specific method of hacking a copyright violator isn’t defined.
One draft of this potential law, called the Berman Copyright Bill, can be viewed
at Declan McCullagh’s Politech website (http://www.politechbot.com/docs/
berman.coble.p2p.final.072502.pdf).
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By giving the entertainment industry the freedom to circumvent normal
anti-hacking laws and to directly attack the computers of offenders, the com-
bined music, movie, and electronic book publishing industries hope to use force
to protect their copyrights where legislation, educational campaigns, levies on
recordable media, and copy-protection schemes haven’t had much success.
(Of course, people could always upload email messages to the computers of
Sony or Universal Studios, and then hack into those computers to disable them,
claiming that they were only trying to prevent those corporations from distribut-
ing copies of their copyrighted email messages. If corporations can skirt the
law and hack into other people’s computers, hackers will likely claim the same
right to hack into corporate computers, and given a battle between corporate
programmers and hackers worldwide, it doesn’t take much imagination to see
which side will lose.)

Senator Orin Hatch of Utah went even further and suggested that all
computers should be forced to include “kill switches,” which would allow the
authorities to remotely disable a computer whose user was breaking the law.
Orin Hatch’s legislation would require copyright holders to give an offender two
warnings before activating the kill switch to destroy or permanently disable the
computer.

“That may be the only way you can teach these people about copyright
infringement,” Hatch told reporters. “Requiring kill switches is an extreme step,
but if the private sector can’t stop piracy on its own, the government will”

Hatch further explained, “The kill switch would necessarily include an
audit trail and some sort of way to prevent it from being abused by people
other than legitimate intellectual property holders.” Anyone who misuses the
kill switch, Hatch promised, would be subjected to prosecution by the U.S.
Department of Justice (assuming, of course, that the U.S. Department of Justice
can find the hackers responsible, even if they happen to live in remote places
like Ecuador, Libya, or Thailand).

Orin Hatch’s proposal follows a similar bill by South Carolina Senator Fritz
Hollings, which would require computer and consumer-electronics companies
to build copyright-protection technology into future products (as if that's going to
help sell more products).

The idea of crafting laws that allow copyright holders to engage in destruc-
tive hacking tactics that only benefit a handful of corporations reveals how
desperate the entertainment industries must be to stem the hemorrhaging of
their profits. If any of these bills ever become law, you can be sure that hackers
will not only find a loophole in the legal wording, but they’ll apply more destruc-
tive attacks on the corporate computers in retaliation—attacks that might well
be legally protected under the entertainment industry’s own “remote hacking to
punish copyright infringers” law.
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WHAT THE FUTURE HOLDS

There’s no question that sharing copyrighted files breaks the law. The problem
isn’'t how to stop file sharing networks. The real problem is adapting file sharing
technology in a way that fairly compensates artists and corporations and yet
doesn’t infringe upon a consumer’s right to enjoy the copyrighted information
they purchased legitimately.

File sharing networks will not be forced to go away by lawsuits, copy-
protected CDs, or outright sabotage by organizations that represent the music,
video, or publishing industries. Rather than fight the inevitable, corporations
must find a way to embrace that same technology that threatens their current
business practices. If corporations fail to adapt to change, they’ll simply go out of
business like Montgomery Ward and Pan Am, or they will suffer lingering deaths
of irrelevancy, like Kmart, Burger King, and Polaroid.

What consumers want is the right to copy and use their music, videos,
or electronic books anywhere they want, whether it’s on a laptop, desktop,
handheld computer, MP3 player (like Apple’s iPod), or even in devices yet to be
created. What corporations want is fair compensation for investing in artists and
taking the financial risk of publicizing and distributing a product. (What artists
want is fair compensation for creating their music, but that has always been an
ongoing struggle between artists and the recording industry.)

If consumers don’t get what they want, they’ll continue to turn toward
piracy. If the corporations don’t get what they want, they’ll continue to fight a
losing battle involving lawsuits, copy-protection schemes doomed for eventual
failure, and draconian laws designed to protect their financial interests at the
expense of anyone else’s.

Oddly enough, the pornography industry, no stranger to embracing tech-
nological changes such as Polaroid cameras, VCRs, and webcams, may have
the solution. The pornography industry is rumored to be working on a file shar-
ing network dubbed Pornster (http://www.pornster.com). Unlike ordinary file
sharing networks, Pornster will reportedly allow only copyrighted still and video
images on its network and then will automatically track how many people down-
load specific copyrighted files. Advertising and subscription revenue earned by
the Pornster network will then be used to compensate the companies and porn
stars for their work, based on how many people download their copyrighted
images. The system allows consumers to freely share files while still giving art-
ists and corporations fair monetary compensation in return.

The bottom line is that the corporations, who currently hold all the power
and make most of the money, are going to have to change, and that's something
they aren’t willing to do. Unfortunately for them, their fate is already sealed and
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out of their hands in the same way that buggy whip manufacturers, slide rule
makers, and whale-oil lamp companies found themselves wiped out by techno-
logical change. The question isn’t whether file sharing technology will put today’s
corporate powerhouses out of business. The question is when, and that future is
closer than they think.
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